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Abstract Many applications have been conceptualized in the field of vehicular net-
working that inherently build upon extensive computing capabilities. Early adoption
was entirely cloud based, and many car makers worldwide established their own cloud
infrastructure to support this. This was then complemented by cloud-based solutions
from third parties. Applications range from entertainment to cooperative awareness
to collective perception to cooperative driving. Given the potentially huge delay such
applications may experience, as well as to improve the resilience of collaborative ap-
plications, the edge-cloud-continuum has been explored from a vehicular perspective.
Most notably, the concept of vehicular micro clouds (VMCs) has been introduced,
bridging the gap between local processing and delay-extensive cloud solutions. Con-
ceptually, this idea extends 5G multi-access edge computing (MEC) to a distributed
computing environment. In this chapter, we review the motivation and underlying archi-
tecture of such VMCs. We particularly focus on recent research findings related to task
o!oading and information up-/downloading from cars to edge to cloud. We conclude
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the discussion with an outlook to ongoing research on distributed artificial intelligence
by and for vehicles optimizing driving decisions and improving safety on the road.

Keywords Edge-cloud-continuum · vehicular micro cloud · distributed computing ·
virtualized edge computing · vehicle to everything communication

1 Introduction

Vehicular networking is the technological basis for many new collaborative applications
in the field of intelligent transportation systems (ITS) [1, 2]. Applications range from
early cooperative awareness solutions to collaborative perception and to cooperative
maneuver management. The technological basis is provided by vehicle to everything
(V2X) communication protocols such as dedicated short range communication (DSRC)
and cellular V2X (C-V2X) [3]. Such communication is an enabler for a multitude of
applications. At the time being, mostly 5G-based communication is used in combination
with cloud computing-based applications. Almost every car maker provides their own
cloud solutions for enhancing the driving experience. Following this line of thought,
cooperative coordination among cars is very complicated as these cloud solutions are
(1) closed islands of single car makers and (2) cloud solutions are strictly limited by
available communication resources from the car to the mobile network and to the cloud
provider. Multi-access edge computing (MEC) is considered to help break these barriers
by providing local computing resources and bridging gaps between providers [4, 5]. At
the same time, most relevant sensor data is generated locally, often at very high data
rates (e.g., lidar and HD camera sensors). Sending this data uncompressed to some
edge server is prohibitive, given the limited wireless communication resources. Thus,
local (pre-)processing also needs to be included in this perspective. This becomes even
more relevant considering the upcoming AI/ML applications for cooperative vehicular
applications [6]. Taking all these concepts into consideration, the so-called edge-cloud-
continuum [7, 8] aims at integrating these approaches and providing optimized ways
for resource management and distributed computing – of course, also in vehicular
applications.

In this chapter, we review concepts of this edge-cloud-continuum, focusing on the
vehicular use case. We study how edge computing can help optimize resource utilization
and how edge computing can be directly integrated in this context. The fundamental
basis for distributed computing in this application domain was established back in 2012
with the conceptualization of vehicular cloud computing [9, 10]. Meanwhile, with the
upcoming 6G standards, edge computing is getting more generalized, also because 5G
MEC has not yet been deployed at a large scale. The focus is mostly on integrating local
computing capabilities into the edge-cloud-continuum. A milestone in this direction
has been the formulation of the virtualized edge computing (V-Edge) concept [11].
MEC reduces this delay by placing (or just identifying) computation resources close
to users. The concept of a vehicular micro cloud (VMC) extends this idea by turning
nearby vehicles themselves into temporary virtual edge servers [12, 13]. In the scope
of this chapter, we review the concept of a VMC focusing on how such VMCs are
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established and maintained, given the fact that vehicles induce fast topology changes.
We then revisit two core features of such VMCs, namely keeping data ready for use in
close proximity to the user, as well as providing distributed computing capabilities for
task o!oading.

Organization of this chapter: We first investigate the concept of a vehicular micro
cloud in Section 2. This includes the system model and a feasibility study. In Section 3,
we review algorithms for using VMCs for distributed data storage. The focus is on data
retention and recovery. In Section 4, we go beyond and illustrate how e”cient data up-
and downloading to/from a VMC can be realized. In Section 5, we study computational
o!oading in VMCs. Such o!oading allows us to realize task o!oading and scheduling
in VMCs. Finally, a framework for developing new DRL-based o!oading concepts is
introduced in Section 6.

2 Vehicular Micro Clouds

This section is based on [14, 13]. In short, a vehicular micro cloud (VMC) is a group
of vehicles in proximity that cooperate to form a small temporary cluster, representing
a virtual edge server [13]. Modern cars have sensors, processing units, and wireless
interfaces; by using them, vehicles can perform local data sharing, caching, and compu-
tation without relying on fixed infrastructure [14]. This section introduces the concept
of VMCs and explains how it extends traditional edge computing paradigms to highly
dynamic vehicular environments.

2.1 System Model

Vehicles first form a VMC, e.g., around a certain geographical location. An example
is depicted in Figure 1. In the figure, intersections are used as landmarks for VMC
formation. Of course, also moving VMCs are possible, e.g., on a freeway. In the scope of
this chapter, we focus, without loss of generality, on stationary ones. In order to manage
a VMC, clustering concepts are often used to select all vehicles in a geographical space
as members. In order to simplify management, one cloud member (CM) is identified
for coordination as a cloud leader (CL). The CL manages all operations in its VMC.
Data can be stored using methods like distributed hash tables, and when a car leaves, its
data is handed over to another member. Figure 1 also shows a second VMC. Obviously,
handover mechanisms are required for such multi-VMC operation. In the following, we
will explore in more detail how to set up and manage VMCs. The figure also includes an
access point (AP), e.g., a road side unit (RSU) or a base station (BS). Such infrastructure
elements can be used for improved coordination of VMCs.

VMCs can be classified according to three main aspects: parked or moving car
members, stationary or mobile regions, preassigned or on-demand VMCs. If parked
cars are part of a VMC [15, 10], this helps make operation rather robust given the long
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Fig. 1: VMC system model: Geolocated VMC indicating VMC members as cluster
members (CM) and cluster leader (CL) [13]. The key aspect is the dynamic formation
of a VMC, where vehicles in proximity can communicate via V2X communication.
Vehicles can join and leave the cluster, while the VMC continues to operate as a
functional system.

dwell times (i.e., the time the vehicle stays within the VMC). Moving cars are probably
the more general case. Here, cars are temporarily joining the VMC, participating in data
storage and computation-sharing, and leaving again. This will also be our main focus in
the following. VMCs can also be classified into stationary or mobile ones. Stationary
VMCs are formed at fixed geographic areas such as intersections. Mobile VMCs are
clouds formed by vehicles traveling close to each other, e.g., on a freeway. Finally,
VMCs can be formed in a pre-assigned or an on-demand manner. The pre-assigned
approach requires a central controller running on an AP. On-demand VMCs are created
by the vehicles themselves in an ad-hoc manner.

2.2 Macro-Micro-Cloud Architecture

The macro-micro-cloud architecture [13] extends the idea of VMC by organizing and al-
locating computation and storage across three layers: the macro cloud, the micro cloud,
and end users. The three layers form a hierarchical system that facilitates information
communication, decision making, task processing, and data management in vehicular
clusters. The micro cloud layer is built from groups of vehicles forming VMCs. The
macro cloud interconnects multiple VMCs and can be integrated with backend data
centers that perform large-scale data processing and store long-term data. The archi-
tecture also covers end users that are not directly part of the VMC architecture. Such
end users can be individual vehicles, pedestrians, and roadside sensors. They use the
VMC in a way similar to MEC for o!oading tasks or exchange of information. When
tasks are executed or data is managed by such virtual edge servers, the response time
becomes significantly faster compared to the cloud center.
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2.3 Feasibility

After introducing the concept of VMCs, we need to study the feasibility in the real world.
Simulations of Higuchi et al. [12] show that under many circumstances, vehicles can
find or form VMCs. In this paper, the feasibility of VMCs models was explored using
SUMO1 simulations, including stationary VMCs, mobile VMCs, and the connection
between VMCs. Results for the city of Luxembourg using the LuST model [16] show
that with a 300 m radius per VMC, over 97% of cars found a stationary VMC within
1 km. As for mobile and on-demand VMCs, about 62% of vehicles found the nearest
micro cloud within 1 km. Also, 90% of the VMCs could communicate with another
VMC within 1 km, showing that macro-micro-cloud systems can also be formed. The
study also reveals that the successful formation of a VMC highly depends on concrete
tra”c conditions. For example, during o#-peak hours, few stationary clouds are formed.

2.4 VMC Formation Steps

Hagenauer et al. [14] proposed a map-based stationary VMC design. The VMCs are
formed at intersections where cars from di#erent directions typically maintain strong
line of sight connectivity. The original formation procedure includes four steps.

• Vehicles periodically broadcast control information.
• Vehicles locally detect clusters based on distance, connectivity, or map-based rules

(e.g., proximity to an intersection).
• A CL is elected using a distributed rule.
• The CL announces its role, and surrounding vehicles join as CMs.

2.5 Dwell Time Prediction in VMCs

Dwell time refers to how long a vehicle stays inside a VMC. This duration directly a#ects
whether a task or data transmission can be completed successfully. If either the sender
or the receiver leaves the VMC too early, the operation fails. For this reason, estimating
the dwell time is essential for reliable task o!oading, data exchange, collaborative up-
/down-loading, and data recovery. Pannu et al. [17] established an empirical model for
dwell time prediction based on mobility data for the city of Luxembourg. The model
gives very accurate results for all major intersections of the city. Unfortunately, it cannot
be generalized to other places. Schettler et al. [18] therefore developed a reinforcement
learning based approach to overcome this limitation. The resulting model outperforms
the heuristic and is able to adapt itself to other city layouts.

In most scenarios, it is unnecessary to predict the entire time a vehicle will remain
in a VMC. If only time-sensitive tasks and data will be shared and processed in VMC

1 https://sumo.dlr.de/docs/index.html
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scenarios, we only need to know whether a vehicle will stay long enough to finish
the current task. To support this, Zhou et al. [19] proposed a new machine learning-
based upper-bounded dwell time prediction model designed for reliable task o!oading.
The model applies a Random Forest predictor due to its robustness and ability to
capture nonlinear driving behavior. The model was validated using mobility traces
from Luxembourg [16] and Nagoya [20].

2.6 Applications of VMCs

VMCs enables a wide range of applications by leveraging temporary connected vehicle
clustering in a certain area where vehicles share metadata and collaboratively process
data. The primary applications include data management within a VMC, data recov-
ery across multiple VMCs, collaborative data uploading or downloading facilitated
by VMCs, and task o!oading within a VMC. Selected applications and algorithmic
solutions will be discussed in the following sections.

Data Management: Data is stored and indexed using various protocols across VMC
members. Cloud members and leaders store di#erent data segments based on storage
decisions, which can be determined by centralized controllers or through ad-hoc coor-
dination. A practical application is map caching, where large maps are fragmented and
strategically distributed across vehicles within the same VMC. The VMC maintains
a lookup table, enabling new vehicles to e”ciently download required segments from
neighboring cars rather than accessing distant cloud servers.

Data Retention and Recovery: Given the high mobility of vehicles, VMC membership
changes frequently. A relevant question is to what extent data can be kept persistent using
replication from departing vehicles to new or remaining members [21]. When data loss
occurs, such as when all vehicles containing specific fragments leave simultaneously,
recovery protocols reconstruct missing chunks using erasure coding with remaining
fragments or fetch them from cloud storage. A concrete example is live tra”c video
streaming at critical intersections, where the system maintains continuous video feeds
despite vehicle departures. The recovery protocol executes three steps: (1) requesting
data from other members, (2) reconstructing using network coding, and (3) fetching
from cloud servers as a last resort.

Collaborative Data Upload: Instead of individual vehicles struggling with weak
cellular connections to upload large datasets, e.g., tra”c camera footage or map updates,
VMCs enable e”cient distribution of encoded chunks via vehicle to vehicle (V2V)
communication. Vehicles can then upload these chunks when connected to Wi-Fi,
significantly reducing cellular costs and improving reliability [22].

Collaborative Data Download: Similarly, large files such as map updates can be
divided into chunks distributed among multiple vehicles. After downloading chunks,
vehicles share them via V2V communication, enabling all VMC members to access
complete files much faster than through individual downloads [23].

Computational Task O!oading: VMCs leverage collective computing resources to
perform complex tasks. Vehicles can o!oad computationally intensive operations, such
as real-time object detection or camera feed analysis, to idle or high-capacity neigh-
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boring vehicles. This enables faster processing by utilizing distributed computational
power within the VMC.

2.7 Summary

In summary, VMCs provide a flexible framework for utilizing the collective resources of
vehicles to support distributed computing at the virtual edge. By dynamically forming
clusters of vehicles, VMCs enable virtual edge processing, within-VMC storage, col-
laborative uploading and downloading, and various additional functions. This concept
can enable the mechanisms discussed in the following sections, including distributed
storage, collaborative data transfer, and task o!oading.

3 Using a VMC as Distributed Storage

This section is based on [21, 24]. In this section, we discuss how distributed storage
can be realized within VMCs. Due to the highly dynamic nature of vehicular networks,
storing and maintaining data across multiple vehicles in the same VMC requires reliable
mechanisms regardless of frequent tra”c changes. Therefore, we introduce approaches
that enable redundancy, replication, and coded storage across vehicles to maintain data
availability.

Stationary VMCs typically rely on clustering mechanisms to group nearby vehicles.
Each data item generated or stored within a cluster is associated with that specific
parent VMC. Vehicle mobility, however, poses a threat to data availability: cars join the
cluster, hold data for only a short time, and then leave the region. If the departing vehicle
carries the last remaining copy of a data item, that item becomes irretrievably lost at
its geographic origin. In small or fluctuating cluster sizes, common in low and medium
tra”c densities, the data are more likely to have a single copy, therefore being highly
vulnerable to loss. Even in dense tra”c, rapid variations can temporarily empty an
intersection in a short time, wiping out all locally stored data if no recovery mechanism
exists. As a result, extreme node churn, short dwell times, and volatile tra”c patterns
render traditional replication strategies insu”cient. The core challenge, therefore, is
data retention: ensuring that locally relevant information remains continuously available
within its parent VMC despite the constant turnover of vehicles.

3.1 The Mobility Challenge: Data Loss in VMCs

One way to address the challenge of retaining data in VMCs is to exploit vehicular
mobility itself, by treating vehicle trajectories as an implicit means of transport for
restoring lost or departing data to its geographic origin. The intuition behind this
mechanism is depicted in Figure 2:
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Fig. 2: Typical data return scenario in a VMC [21]. Mobility itself can be an assistant
for restoring data to the original VMC. In this show example, vehicles moving between
neighboring VMCs act as carriers that transfer data items or tasks across clusters,
allowing data to return to its parent VMC even if the original holder leaves the VMC.

• Vehicle A is about to leave VMC 𝐿1 while holding a copy of data item 𝑀 associated
with 𝐿1.

• Vehicle B is currently in a neighboring VMC 𝐿2 but is predicted to enter 𝐿1 within
the next few seconds based on its navigation trajectory.

• Before leaving communication range, A transfers data item 𝑀 to B.
• When B enters 𝐿1, 𝑀 is e#ectively returned to its parent VMC 𝐿1.

Repeating this hando# across adjacent VMCs creates a cooperative data-return strat-
egy that improves geographic data persistence. To leverage this behavior, a mobility-
aware protocol was introduced [21] that coordinates data exchanges between neighbor-
ing VMCs and restores items that would otherwise be lost due to rapid turnover. Using
vehicle mobility as the core retention mechanism, the protocol addresses one of the key
challenges of VMCs: maintaining data availability in highly dynamic environments.

The data return protocol involves two distinct types of data exchange necessary for
distributed data recovery: control beacons and VMC data transmissions.

Control Beacons for Information Exchange: Every car periodically broadcasts con-
trol beacons. These beacons serve as a mechanism to inform surrounding vehicles of the
current state of the car and its data requirements. Each beacon includes four essential
pieces of information:

1. The sender car’s identifier (ID).
2. The current VMC ID to which the sender belongs (parent VMC).
3. A set of data contents the car currently holds.
4. A set of missing data content IDs, that the car desires to access.

Microcloud Metadata Table – The Local Knowledge Base: Every vehicle continu-
ously receives short control beacons from all neighbors within radio range. Rather than
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treating these beacons as transient advertisements, each vehicle aggregates them into a
small local database called the VMC metadata table (𝑁). The purpose of this table is to
provide each vehicle with a concise overview of:

1. The data items it currently holds, and
2. The data items that nearby vehicles hold or are missing.

Table 1 shows a concrete example maintained by vehicle 𝑂1. The crucial row is the
last one: vehicle 𝑂4 is still physically in VMC 𝐿2, but its navigation route tells it that
𝐿1 is its next (or next-next) stop. Therefore, 𝑂4 has already begun announcing interest
in 𝐿1’s data (𝑀1 and 𝑀2), even though it is not yet inside 𝐿1. This early announcement
is what enables the hand-o#: departing vehicles in 𝐿1 see 𝑂4’s 𝑃𝐿 and realize “𝑂4 is the
perfect vehicle to bring my data back soon.”

Table 1: Example VMC metadata table maintained by vehicle 𝑂1.

Vehicle Current MC Data held (item, parent) 𝑀𝐿 (items wanted)

𝑁1 (self) 𝑂1 {𝑃1,𝑂1}, {𝑃2,𝑂1} {𝑃3,𝑂1}
𝑁2 𝑂1 {𝑃1,𝑂1} {𝑃2,𝑂1}, {𝑃3,𝑂1}
𝑁3 𝑂1 {𝑃2,𝑂1}, {𝑃3,𝑂1} {𝑃1,𝑂1}
𝑁4 𝑂2 {𝑃8,𝑂2} {𝑃1,𝑂1}, {𝑃2,𝑂1}

What Do I Need? – Determining a Vehicle’s Missing Data Set (𝑃𝐿 ): As a vehicle
moves, it is expected to enter a sequence of VMCs along its route. Let 𝑄 denote
the ordered set of these upcoming VMCs. Each VMC is associated with specific data
items that should ideally be available within it. Using the metadata table 𝑁 , a vehicle
compares:

• The data items expected to exist in the upcoming VMCs (based on entries reported
from nearby vehicles), with

• The data items the vehicle currently possesses.

The result of this comparison is the vehicle’s missing-data set, denoted 𝑃𝐿 . Intuitively,
𝑃𝐿 contains all data items that the vehicle does not have, but that should exist in one
of the VMCs it will soon enter. Formally, 𝑃𝐿 is computed by subtracting the set of
data items owned by the vehicle from the set of data items known (through 𝑁) to be
associated with the upcoming VMCs. Accordingly, 𝑃𝐿 is broadcast in the next beacon,
signaling exactly what the vehicle is willing to accept right now.

What Can I O”er? – Selecting the Data Item for Transmission: After determining
which data items are missing, a vehicle must also identify which data items it can
provide to others. This is captured by the set ωTx, which consists of the data items that:

• Are currently possessed by the vehicle, and
• are explicitly requested by at least one neighbor who will soon enter the correspond-

ing parent VMC.

Thus, ω𝐿𝑄 represents the subset of data items that would be useful to forward to support
the availability of data throughout the system. Whenever ω𝐿𝑄 is non-empty, the vehicle



10 Zhou et al.

selects one data item 𝑀Tx for transmission. By default, it chooses the item with the
longest remaining lifetime. This greedy strategy aims to maximize the future utility of
each transmission. To reduce redundant transmissions and avoid unnecessary channel
load, a cooperative suppression strategy is applied: Every receiver that obtains 𝑀Tx
instantly removes that item from its own ωTx. This prevents the vehicle from requesting
or retransmitting the same item again.

3.2 Adaptive Mechanisms for E!cient Channel Utilization

A key challenge for our VMC data return protocol is balancing two conflicting objec-
tives: on the one hand, maximizing data recovery across neighboring VMCs and, on the
other hand, preventing excessive wireless channel usage. If vehicles request data for too
many upcoming VMCs (denoted by 𝑅) the resulting increase in messaging can overload
the channel. To manage this trade-o#, the protocol integrates adaptive mechanisms that
modulate communication behavior according to current channel conditions.

Adaptive Selection of Next Microclouds (𝑅): Each vehicle periodically measures the
current channel utilization, denoted by 𝑆, using the standard carrier-sensing mechanism.
Channel utilization is represented as the fraction of time during which the channel is
sensed as busy. Based on this measurement, the vehicle determines the number of
upcoming VMCs for which it will request data. Let 𝑇 denote the maximum number of
VMCs a vehicle is allowed to consider. The e#ective value of 𝑅 is then computed as:

𝑅 =

{
𝑇 → ↑𝑆 ↓ 𝑈↔, if 𝑇 > ↑𝑆 ↓ 𝑈↔,
1, if 𝑇 ↗ ↑𝑆 ↓ 𝑈↔,

(5)

where 𝑈 is a scaling factor (set to 10 in our case). This adaptive rule reduces 𝑅 when
channel utilization increases, thereby limiting the number of data requests a vehicle
generates. For very high channel load, the vehicle restricts its focus to the current and
immediate next VMC, preventing further congestion.

Adaptive Data Transmission Interval: Beyond adjusting 𝑅, the protocol also adapts
the data transmission interval to further mitigate channel saturation. This is achieved
through an adaptive transmission window, denoted by Txwindow:

Txwindow = [0, max(1, ↑𝑆 ↓ 𝑈↔)] . (6)

For each transmission opportunity, the vehicle selects a random value from this window
as the next transmission interval. As channel utilization increases, the window expands,
e#ectively lengthening the average interval between transmissions. This mechanism
helps prevent overload while maintaining regular communication in low-tra”c periods.

Performance Implications for Data Availability: The performance of the VMC data
return protocol is determined by its ability to counteract data loss caused by high ve-
hicular churn, while simultaneously operating within the constraints of limited wireless
resources. A systematic evaluation of the protocol demonstrates both its necessity and
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its e#ectiveness across a wide range of mobility and channel conditions. A detailed
description of the simulation setup and parameters can be found in [21].

A principal challenge arises from the short duration during which a vehicle remains
within the coverage of a stationary VMC. All data replication and recovery operations
must therefore be completed within this time window; otherwise, the parent VMC risks
losing its data entirely. The evaluation environment (Manhattan grid) included multiple
vehicle densities (50, 100, and 200 vehicles) and several data sizes ranging from 2 kB to
10 kB. These variations resulted in average channel utilization between approximately
5% and 70%. As a result, the protocol was examined under both lightly loaded and
highly congested wireless conditions, providing a comprehensive understanding of its
behavior.

In summary, the protocol ensures that data availability is maintained for a signifi-
cantly longer duration, even in highly mobile environments, thereby allowing VMCs to
serve as a reliable platform for critical ITS applications.

3.3 Data in VMCs – Coded Caching for E!cient Access

Ensuring that data remains available inside a VMC is one step toward enabling de-
pendable edge services; Once data fragments are retained within the VMC, another
challenge is how vehicles e”ciently access those distributed contents. The most signif-
icant challenge stems from vehicles frequently joining and leaving VMCs due to tra”c
flow, leading to a highly dynamic topology. Consequently, the distributed resource pool,
including cached data, is constantly changing. Under these stringent constraints, ensur-
ing e”cient access to the data stored by mobile nodes, becomes essential for the proper
functioning of the system.

To address this, Pannu et al. [24] introduced a coded caching-based data distribution
protocol that significantly reduces channel load and accelerates data access in VMCs.
The method adapts classic coded caching principles to the constraints of mobile, de-
centralized vehicular environments, where vehicles act simultaneously as consumers
and data providers. Coded caching is an information-theoretic concept designed to re-
duce network load and improve latency over shared wireless media [25]. The approach
divides each data object into smaller fragments and operates in two fundamental phases:

1. Partial Content Caching: Fragments of data contents are stored in the local cache of
end-users (in this case vehicles) during periods of low network load.

2. Coded Multicasts: When requests arrive during high network load, encoded messages
are broadcast to serve multiple unique data content requests simultaneously, thereby
saving bandwidth.

The VMC setting introduces characteristics that di#er from conventional coded
caching scenarios. Vehicles act concurrently as clients, holding partial fragments in
their local caches, and as servers, supplying those fragments to other VMC members.
When a coded transmission is broadcast, any vehicle that already stores one of the
encoded fragments can decode the missing fragment. Consequently, a single coded
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multicast enables several vehicles to recover di#erent requested data items, e#ectively
mitigating channel congestion and improving overall system e”ciency.

The implementation of coded caching yields significant e”ciency gains in VMC
operations, namely:

• Local Gain: This gain is derived simply from having data contents already cached
locally, reducing the need for any transmission.

• Global Caching Gain: This gain is the benefit of encoded broadcasts. Since the
transmission is coded based on the contents available in the caches of other users,
a single transmission serves several requests. This process reduces the total number
of transmissions required, significantly reducing the average channel load.

By exploiting the overlap between cached and missing fragments across vehicles,
the system encodes multiple fragments into a single transmission. Each vehicle that
possesses at least one of the encoded fragments can decode the missing part using simple
XOR operations. The e”ciency of data sharing within the VMC can be improved by
up to 50% through this technique, making it beneficial for high-mobility environments
where bandwidth is scarce.

Y2✓

X1✓ Y2✓

X1✓

X1⊕Y2

B

request X1

request Y2

VMC

A

C

Fig. 3: Example scenario showing a virtual edge at an intersection [24]. Vehicles in
the VMC collectively store di#erent data fragments and exploit the XOR features to
serve multiple requests with a single coded transmission. The figure focuses on how
the vehicle holding both fragments required generates an encoded chunk that allows
multiple vehicles to recover one missing chunk simultaneously.

Example of Coded Caching in a Vehicular Microcloud: To illustrate the operation
of coded caching in a VMC, consider the scenario shown in Figure 3, where a VMC is
formed at a road intersection. Three vehicles participate in the VMC and collectively
store di#erent fragments of two data contents, denoted 𝑉1 and 𝑊2, as shown in Table 2.

Without coded caching, these requests would be satisfied through two separate
transmissions: (a) Vehicle A sends 𝑊2 to Vehicle B, while Vehicle B sends 𝑉1 to
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Table 2: Example of the use of coded caching.

Vehicle Stores Requests

Vehicle 𝑅 𝑆2 𝑇1
Vehicle 𝑈 𝑇1 𝑆2
Vehicle 𝑉 𝑇1, 𝑆2 ↘

Vehicle A; (b) Vehicle C sends 𝑉1 to A and 𝑊2 to B. In both cases, two wireless
transmissions are required.

With coded caching, Vehicle C can satisfy both requests using a single broadcast.
Instead of sending the fragments individually, it generates an encoded packet using the
XOR operation: 𝑉1 ≃ 𝑊2. This coded packet is broadcast once to all VMC members.
Each receiving vehicle can then recover the missing fragment using the fragment it
already stores. Specifically,

Vehicle A: 𝑉1 = (𝑉1 ≃ 𝑊2) ≃ 𝑊2, Vehicle B: 𝑊2 = (𝑉1 ≃ 𝑊2) ≃ 𝑉1.

As a result, both vehicles decode the requested data from a single transmission.
Protocol Operation: The protocol relies on robust information exchange among

VMC members. Each vehicle maintains a virtual edge management database storing
information about all other participating members. Control beacons are periodically
transmitted by every vehicle. These beacons contain two key lists of information:

1. Available Data IDs: A list of data fragments currently cached by the vehicle.
2. Missing Data IDs (Requests): A list of data fragments the vehicle needs to access.

Upon receiving a beacon, a vehicle updates its virtual edge management database with
the sender’s information. This ensures that all VMC members share a consistent view
of cached data and active requests.

Identifying Encoding Opportunities: The core challenge of coded caching is de-
termining which data contents can be e”ciently encoded together to satisfy multiple
pending requests in a single transmission. To address this, each vehicle periodically
executes the following internal process:

1. Candidate Duplet Calculation: The vehicle pre-calculates all possible data duplets
(pairs of fragments, e.g., 𝑋𝑊 , 𝑋 𝑋 ) from its own local cache.

2. Request Matching: The vehicle searches for data duplets, (𝑋𝑊 , 𝑋 𝑋 ), that satisfy the
reciprocal store and request condition among peer vehicles. For example: Vehicle
𝑌1 stores 𝑋𝑊 and requests 𝑋 𝑋 , and Vehicle 𝑌2 stores 𝑋 𝑋 and request 𝑋𝑊 .

3. Result Compilation: The algorithm compiles a list of all potential data duplets that
can be encoded and transmitted to satisfy multiple concurrent data requests.

The Encoding and Transmission Process: Once the candidate list is prepared, the
transmitting vehicle must select which duplet to use. Various heuristics may be applied.
One possible strategy is to select the duplet with the maximum average time passed
since the data requests were initially made, ensuring requests do not “starve.” The
selected data fragments are encoded using a bitwise XOR operation. The size of this
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resulting encoded message remains equal to the size of a single partial data content,
achieving significant bandwidth e”ciency.

Decoding and Cache Updates Upon receiving the encoded data, a vehicle follows a
strict procedure:

1. Decodability Check: The vehicle determines if the received data is decodable. This
is possible if one of the fragments encoded in the message is already present in the
vehicle’s local cache.

2. Decoding: If decodable, the vehicle uses its cached fragment to XOR with the
received encoded data, thereby retrieving the missing fragment (e.g., 𝑉1 = (𝑉1 ≃
𝑊2) ≃ 𝑊2).

3. Saving Encoded Data: If the data is not immediately decodable, the vehicle stores the
raw encoded data in its cache, as it may be used later to decode other data contents
if needed.

As vehicles successfully receive and cache new data contents, they update their
lists of required and available data contents. These updated lists are then broadcast in
subsequent control beacons, ensuring the virtual edge management database remains
synchronized. Requests that have been fully served are subsequently removed from the
management table to prevent unnecessary repetitive transmissions.

The data access protocol based on coded caching is intentionally designed to be
structurally similar to the data recovery protocol discussed previously. This allows the
two protocols to operate e#ectively in combination for e”cient virtual edge operations.
In essence, the data recovery mechanism ensures that the content remains available
within the VMC, while the coded caching mechanism ensures that the available content
is accessed e”ciently by VMC members. When the coded caching protocol operates
alongside the trajectory-aware data return protocol, the virtual edge can both preserve
data fragments that would otherwise be lost and distribute them e”ciently using a
minimal number of wireless transmissions.

Performance Implications of Data Sharing using Coded Caching: The performance
of the coded caching protocol is determined by its capacity to reduce wireless channel
load while preserving timely and reliable data access within the highly dynamic VMC
environment. By exploiting cache diversity and serving multiple independent requests
through a single coded transmission, the protocol alleviates contention on the shared
spectrum and mitigates delays inherent to frequent data exchanges.

For performance evaluation, the following two configurations were compared:

• No coding (baseline): Vehicles serve requests by transmitting individual fragments
without coding. The fragment with the longest pending request is prioritized.

• Coded caching: Two data contents are XOR-encoded following the procedure de-
scribed above. This enables a single broadcast to satisfy multiple requests.

A detailed description of the simulation setup and parameters can be found in [24].
Simulation results demonstrate that the coded caching approach consistently achieves

significantly lower average access times than the no-coding baseline (see Figure 4a).
This improvement stems from the multicast nature of coded transmissions: a single
broadcast can satisfy multiple independent requests, thereby reducing the total number
of transmissions required.
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Fig. 4: Performance gain of coded caching [24].

A data request is considered successful only if a vehicle receives all fragments of the
requested content. Figure 4b presents the distribution of successfully received fragments
per request (without the recovery protocol). The coded caching approach yields a
noticeably larger number of complete data objects than the no-coding baseline. The bar
corresponding to 10 fragments indicates fully satisfied requests, with no missing pieces.
A notable observation is that when coded caching is used the entire distribution shifts
toward higher fragment counts, as vehicles are able to recover more of the requested
content. This improvement stems from the coding gain: a single short broadcast can
simultaneously deliver the missing fragment to multiple vehicles, thereby reducing the
overall number of transmissions required within the VMC.

In summary, the application of coded caching in VMCs provides an e#ective solution
to the data-access challenges introduced by rapid mobility. Traditional unicast-based
retrieval methods easily overload the shared wireless channel, particularly when multiple
requests occur simultaneously. The coded caching protocol mitigates this limitation by
using lightweight bitwise XOR operations, allowing a single coded transmission to
satisfy multiple independent data requests at once. Performance evaluations show that
this approach significantly reduces data access times-often by up to 50% – while
improving the overall e”ciency of the shared wireless medium.

3.4 Summary

Overall, distributed storage in vehicular micro clouds enables vehicles to cooperatively
maintain data despite intermittent connectivity and mobility. Techniques such as repli-
cations and coded storage improve data durability and availability while distributing
storage overhead across multiple cloud members. These mechanisms play a significant
role in supporting reliable data services in highly dynamic vehicular environments.
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4 Collaborative Data Up-/Download

This section is based on [22, 26, 27]. During driving, connected vehicles generate a
large amount of data from multiple sensors and vision cameras [28]. Moreover, they
receive data such as multimedia content and High-Definition (HD) navigation maps
from remote servers. Thus, vehicle-to-everything (V2X) communication [29, 30] is
vital for data exchange. However, the current upload and download of vehicle data
depend on the cellular network, and only a small amount of data is collected due to
associated costs. To accelerate data-driven development [31, 32] and reduce cellular
costs, it is important to minimize the volume of data transferred over cellular networks.
In this section, we introduce the concept of collaborative data upload [22, 26] and
download [23] using VMCs.

4.1 Collaborative Data Upload

A collaborative data upload method has been proposed [22, 26] to accelerate data
collection and reduce cellular costs. The concept of collaborative upload is shown in
Figure 5. A connected vehicle detects an event and records a video (Step-1). It then
becomes a VMC leader (CL) and forms a VMC at an intersection. The CL transmits
the data to VMC members (CMs) in the vicinity (Step-2). The CMs then upload the
video data when they connect to a Wi-Fi network (Step-3).

Connected 
Vehicles

Remote Server
(Data Center) Vehicular 

Micro Cloud

CL: Micro Cloud Leader
CM: Micro Cloud Member

CL

CM

CM

CM

CM

....

A vehicle detects an event 
and records a video

A B C

Video Data

A
B

CA B C

A B C

Transmits the video data 
to micro cloud members

....
V2I Wi-Fi V2I Wi-Fi V2I Wi-Fi

Step-1Step-2Step-3

Data upload during charging

Fig. 5: Concept of collaborative data upload supported by a VMC [22, 26]. The figure
highlights how vehicles can use di#erent wireless communication technologies to up-
load collected events while charging. This requires coordination by a VMC to distribute
collected data to vehicles that will (likely) have an uploading opportunity soon.

For a large-scale simulation study, the Los Angeles downtown scenario was used
[33]. The simulation parameters are summarized in Table 3. No data prioritization when
transferring data to CM vehicles is assumed. The simulation steps are as follows:

1. A vehicle with data becomes a CL and forms a VMC when it encounters CMs.
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2. The CL transfers the data to nearby CMs via V2V communication.
3. Once CMs reach their destinations, we assume they connect to a Wi-Fi-enabled

charger. Upon connection, CMs upload the stored data via V2I Wi-Fi.

Table 3: Parameters of Los Angeles downtown simulation.

Parameters Values

Average speed 48.2 [km/h] (about 30 [miles/h])
Average trip length 7.5 [km]
Total vehicles 144K vehicles
Simulation time 6-7 am (morning peak time)
Intersections 459

Connected vehicles for VMC 1 [%]
Video data size 30 [MB]
Storage units 30 [units]
Simulation period 600 [s]
Micro cloud member ratio 1 ⇐ 50 [%]
V2V coverage (diameter) 300 [m]
V2V data transfer time 1,5,10,30,60 [s]

Moreover, two di#erent simulation scenarios were prepared focusing on data transfer
time and CM ratio.

• Controlling V2V data transfer time. To evaluate how many uploads can be achieved
with the proposed method, the V2V data transfer time is varied from 1s to 60s. The
CM ratio is fixed at 25% in this simulation.

• Controlling VMC member ratio. To show how many CMs are required for the
proposed method, the CM ratio is varied from 1% to 50%. In this scenario, the V2V
transfer time is fixed at 10s.

Evaluation of collaborative data upload: We focus on the feasibility of collaborative
upload through a large-scale urban simulation, evaluating the data upload ratio and
the e#ect of the CM ratio. We present the data upload ratio for di#erent V2V data
transfer times in Figure 6a. At short V2V transfer times (1s and 5s), the e#ect of the
proposed method is significant. At a transfer time of 10s, approximately half of the data
uploads can be achieved via the proposed method. In contrast, collaborative upload is
less e#ective at longer transfer times (30s and 60s). We observe frequent partial V2V
transfers, where the data transfer did not complete within the transfer time. These partial
transfers are the primary cause of the reduced ratio. In urban scenarios, it is di”cult
for vehicles to remain within V2V coverage for a long time. From the results, we can
gather the video data from the CLs in a scalable manner with the short transfer time.
This implies that reducing the V2V transfer time in VMC is critical.

We also analyze how the CM ratio a#ects data uploading. The data upload ratio for
di#erent CM ratios is shown in Figure 6b. With a 1% CM ratio, the upload ratio is the
lowest (3.8%), primarily due to the very small number of CMs—only one or two CMs
typically complete V2V transfers in this scenario. When the CM ratio exceeds 25%,
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Fig. 6: Collaborative upload performance [22]. The figure illustrates how the di#erent
communication technologies (V2V Wi-Fi and V2C) used speed-up the collaborative
upload mediated by a VMC.

the upload ratio saturates at approximately 60%. Thus, a 25% CM ratio is su”cient for
collaborative uploading in urban areas. This indicates that selecting an appropriate CM
ratio is vital for the proposed method. Moreover, we achieve comparable upload ratios
with fewer CMs by leveraging data replication [26].

4.2 Collaborative Data Download

One potential use case of a VMC is a collaborative downloading service in which
vehicles retrieve data from a remote server and then form VMCs to share the content
with nearby vehicles via V2V communican [27]. Such collaboration helps reduce both
latency and operational costs associated with large-scale content distribution. In this
part, we focus on one example application: distributing HD map updates. The first
vehicle that downloads the HD map becomes the VMC leader (CL) and establishes a
VMC. Vehicles in proximity then join as VMC members and collaboratively obtain the
HD map from the leader. Through field trials with multiple vehicles, the e#ectiveness of
this collaborative HD map downloading service was demonstrated. Using a Wi-Fi–based
VMC, outdoor experiments show that VMC-assisted collaboration can significantly
reduce the communication cost of HD map updates.

System Design of Collaborative Downloading: Figure 7 illustrates the system
overview of collaborative download by VMCs. In the setup, Wi-Fi is used for V2V
communication, while LTE is used for V2C communication. When a vehicle enters a
target region, it downloads the HD map from a remote server via V2C and becomes
a VMC leader once it encounters other connected vehicles. In the implementation,
vehicles within a 250-meter radius of the leader are invited to join the VMC over
V2V communication. The VMC leader then advertises the availability of the HD map,
and nearby vehicles request the map segments from the leader. These VMC members
download the HD map using V2V communication.
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Fig. 7: Collaborative Data Download by VMC [27]. The figure shows how download
and further distribution within a VMC facilitates the content download process.

For the experiments, HD maps of California State Route 237 (CA-237) were used,
a 4.2km, 4-lane freeway segment (2 lanes per direction) between El Camino Real in
Mountain View and Interstate 680 in Milpitas. The map is divided into 100m × 100m
tiles, producing 79 files totaling 1.7MB. The VMC leader downloads the HD map data
via V2C and then distributes it to nearby vehicles using the VMC-assisted collaborative
downloading service.
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Fig. 8: Collaborative download [27]. The figure shows the general architecture of the
collaborative download proof-of-concept (PoC) system as well as a snapshot of the
collaborative data dissemination process, where a single vehicle first downloads the
HD map from the remote server and subsequently redistributes it to nearby vehicles via
V2V communication.

Collaborative Download Implementation: Figure 8 presents the overall architecture
of the in-vehicle system and the Proof-of-Concept (PoC) field trials. As shown in
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Figure 8a, the system includes a remote server with a database that stores the HD map
data. The server also hosts a visualization service where vehicles upload their locations
and HD map download status, enabling centralized monitoring of multiple vehicles in
real time. The in-vehicle system incorporates a middleware layer that manages VMC
operations, including VMC formation, membership management, and role handover
when members leave the VMC. It interfaces with other in-vehicle components, such as
the local computing system and sensor modules, via the ROS API.2

Figure 8b shows the outdoor experiments using three vehicles, labeled Vehicle-A,
Vehicle-B, and Vehicle-C. Vehicle-A downloads the HD map from the remote server
and becomes the cloud leader, forming the VMC and serving as the data provider. It
advertises the availability of the HD map to nearby vehicles. Vehicle-B and Vehicle-C
join as VMC members and act as data requesters. Through the VMC, the VMC leader
transfers the HD map data to these members, who download the content concurrently.

On-board Computer
Battery

Wi-Fi 
Device

Fig. 9: Vehicle setup [27]. The figure shows photographs of the PoC system with the
on-board computer and the Wi-Fi subsystem.

PoC Setup: Figure 9 shows the hardware configuration of the test vehicles. Each
vehicle is equipped with an onboard computer that executes the in-vehicle system.
Vehicles use USB LTE dongles for V2C communication with the remote server. The
onboard computers also include an external Wi-Fi device and a GPS/IMU module
(Xsens MTi-100). The VMC leader operates its Wi-Fi interface in Access Point (AP)
mode to form the VMC and advertise HD map data. Other vehicles periodically scan
for available APs and join the VMC as VMC members when they come within a 250m
range of the leader.

Evaluation Results: Figure 10 presents results from one of the PoC experiments.
The first vehicle (Vehicle-A) downloads the HD map and encounters another connected
vehicle (Vehicle-B) at t = 43s. At this point, Vehicle-A forms a VMC and advertises the
available content. Vehicle-B joins as a VMC member and requests the HD map data.
The onboarding process for Vehicle-B including VMC discovery and link establishment
takes 7.7s. Once the connection is established, the system can transfer the HD map
data quickly. However, the link establishment delay remains the primary performance
bottleneck.

2 https://www.ros.org/https://www.ros.org/
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Fig. 10: Result from collaborative downloading PoC experiment [27]. The figure shows
the relation between time and distance and the time window for communication between
the involved vehicles.

4.3 Summary

In summary, collaborative data up- and downloading demonstrate how VMCs can
improve the e”ciency of vehicular data exchange. Collaborative uploading enables ve-
hicles to distribute collected data among nearby participants, allowing multiple vehicles
to later upload the data through infrastructure networks, which reduces cellular tra”c
and accelerates large-scale data collection. Similarly, collaborative downloading allows
vehicles to share content such as HD map updates through V2V communication, lower-
ing communication costs and reducing download latency. These mechanisms illustrate
how VMCs can leverage short-range communication and cooperative vehicle behavior
to support scalable data dissemination in connected vehicular environments.

5 Task O”oading in VMCs

This section is based on [19, 34]. We discuss how o!oading decisions can be made
and how vehicular mobility impacts the execution and completion of distributed tasks.
Task o!oading is the assignment of computational tasks from user devices to nearby
edge servers to reduce latency or improve other performance. In the scope of MEC,
task o!oading has been extensively studied [4, 35]. This includes work on energy
consumption [36], minimizing latency [37], and monetary cost [38], increasing task
success rates [39], and resilience [8].
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In the dynamic vehicular context, a VMC acts as a virtual edge server [13]. VMC
members are in mutual proximity of data storage and computing capacities, enabling
task o!oading in VMCs to be feasible. E#ective task o!oading in VMCs prioritizes
time-sensitive, low-data-content computational tasks, as delay-tolerant tasks are more
e”ciently processed in the distant cloud, while high-volume data su#er from extended
transmission times that are unsuitable for highly dynamic vehicular networks.

The primary objectives of task o!oading in VMCs are: (1) minimizing latency, (2)
maximizing the number of tasks completed before their deadlines, (3) minimizing task
failure rates due to inaccurate mobility prediction, and (4) achieving a fair workload
distribution among vehicles. By leveraging the local computation capabilities of vehi-
cles, task o!oading in VMCs can provide lower latency compared to cloud computing
[40], enable real-time processing, and do not rely on centralized infrastructure.

5.1 Background

Task o!oading research can have many optimization goals, such as reducing energy
consumption [36], minimizing latency [37], lowering monetary cost [38], and improving
task success rates [39]. Early non-learning-based work jointly optimized o!oading
decisions and resource allocation. Mao et al. [39] considered system states such as
transmission energy and CPU capacity to reduce execution costs and failures, while
Hossain et al. [37] leveraged small-cell MEC to lower latency. Tran and Pompili [36]
minimized a weighted sum of delay and energy via convex optimization, and Zhao et al.
[41] used a distributed algorithm to reduce average delay. Although e#ective, these
methods rely on simplified network assumptions that overlook complex urban mobility.

Learning-based solutions further improve performance. Wu et al. [42] applied DQN
for energy minimization, and Qin et al. [43] used multi-armed bandit )(MAB) to reduce
delay and enhance resource utilization. However, these models were trained in con-
trolled environments with limited mobility realism, which restricts their applicability
in dynamic urban settings. Thus, mobility-aware studies incorporate vehicle movement
into o!oading decisions. Cha et al. [44] predicted link duration to prevent failures
caused by sudden disconnections, inspiring researchers that mobility prediction can
e#ectively reduce o!oading failures under certain conditions.

Shuai et al. [45] proposed a deep reinforcement learning (DRL)-based adaptive
task o!oading strategy for vehicular edge computing, using a single-actor-critic deep-
Q-learning (DQL) framework to minimize processing delay, but its single-objective
focus makes it less suitable for multi-objective needs in reality. Farimani et al. [46]
proposed a deadline-aware task o!oading framework based on the DQL algorithm,
which e#ectively incorporates deadlines into reward design but assumes all tasks are
o!oaded to RSU, overlooking VMC computing potential. Wang et al. [47] explored
the application of the twin delayed deep deterministic policy gradient (TD3) algorithm
in MEC environments, demonstrating its strong learning capability for task o!oading,
o#ering valuable insights despite not involving VMC directly.

In the following, we first present a general system model for task o!oading in a
VMC followed by selected machine learning based o!oading solutions.
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5.2 System Model

The VMC system incorporates several elements: vehicles, tasks, and a controller or
decentralized agents. A VMC comprises a collection of vehicles in close physical
proximity that share their location information, communication, storage, and computing
resources to form a distributed edge computing platform. Within a VMC, car members
play multiple roles: task generators requiring computing services, and edge computing
servers providing diverse computational capabilities, as illustrated in Figure 11 where
car colors and generated task colors correspond. In this example, vehicles B and D have
spare resources, while A and C are overloaded. Vehicle E has no spare resources nor
overloaded, so it processes its own tasks locally. Therefore, A o!oads their tasks to B
and D and C o!oads tasks to D, improving overall time e”ciency and promoting a
more balanced workload distribution across vehicles.

VMC
A

B

D

C

E

Fig. 11: Task o!oading in a VMC [19]. The key idea illustrated is the dual role of
vehicles in VMCs: vehicles may generate tasks to be processed and also help other
vehicles computing tasks by a given deadline. The arrows indicate how vehicles o!oad
tasks to nearby cars with available capacities, enabling cooperative workload balance
and improving the overall task processing e”ciency.

Tasks generated by cars are heterogeneous, and three key characteristics significantly
impact processing and migration performance: data size, which impacts communication
delays; task complexity, which influences the actual processing time on the server; and
task deadline, which limits the maximum acceptable time for the sum of communication,
waiting, and computation time. Of course, the dwell time of vehicles also matters in the
task o!oading decision-making optimization problem.

Vehicle Model: Members in a VMC are characterized by three key factors: their
dwell time, their computing capabilities, and current resource utilization. To model
these, let 𝑍 and 𝑎 represent discrete timesteps and car indices, respectively. Each vehicle
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𝑌𝑏𝑐𝑊 is associated with either a predicted and upper-bounded dwell period defined
by (dwell(𝑎)), or perfect knowledge of dwell time defined by the tuple (𝑍enter𝑎, 𝑍exit𝑎),
indicating its availability within the VMC. The total number of vehicles that have
ever entered is denoted by max 𝑎. In terms of computational ability, vehicle 𝑌𝑏𝑐𝑎𝑊 has
computing capacities measured in million instructions per second (MIPS), which is
directly related to the workload or task complexity unit (million instructions) instead of
CPU cycles. We assume that the number of tasks that each vehicle 𝑌𝑏𝑐𝑊 generates at
each time step 𝑍 follows a uniform distribution over [0, 𝑅].

Task Model: We denote the sequence number of a task by 𝑋 , where max{𝑋} represents
the total number of tasks ever generated within the VMC in a certain time duration.
These tasks are also heterogeneous and characterized by three key factors: data size
(in megabytes, MB), computational complexity (in millions of instructions, MI), and
deadline (in seconds, s). The task metric MI has compatibility with the cars’ computing
capacity metric (MIPS) and impacts the tasks’ execution time, while the MB data size
indicates the throughput of transmitted data, deciding the task uplink time together with
the channel data rate.

The total delay 𝑁𝑌 for task 𝑋 is the sum of its communication time 𝑁c
𝑌 , waiting time

in the processing car 𝑁w
𝑌 , and processing time 𝑁p

𝑌 , formulated as:

𝑁𝑌 ⊋ 𝑁w
𝑌 + 𝑁c

𝑌 + 𝑁p
𝑌 .

5.3 Centralized Controller vs. Decentralized Agent Models

A central controller in a VMC, such as an elected leader or a RSU allows for global
coordination. Of course, when the role is fulfilled by one of the vehicles, it needs to be
handed over when this car leaves the VMC. The controller’s responsibilities are cyclical
at each time slot 𝑍:
1. Update the vehicle set by adding new joins (with their location, idleness, and com-

puting capacity) and removing recent departures;
2. If perfect dwell times are assumed, read the dwell time of newly joined vehicles.
3. If not, then predict the remaining time for all current vehicles to inform o!oading

decisions.
4. Collect information for newly generated tasks, including their data size, computa-

tional complexity, and deadlines.
5. Prioritize tasks and calculate potential time consumption and other key factors. Then

make optimal o!oading decisions based on the task migration protocol and the
calculated results.
In decentralized learning-based frameworks, there is no central controller. Instead,

each vehicle acts as a learning agent. These agents make task o!oading decisions based
on observation of the whole environment, i.e., VMC, and its own migration policy. The
process for each agent in each timestep 𝑍 is:
1. Observe the state 𝑑𝑍 in the current VMC, e.g., current vehicles’ capacities and

workloads.
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2. Record the attributes of the generated tasks, e.g., data size, deadline, and computa-
tional load.

3. Select an o!oading action via its actor network.
4. During training, update its network parameters based on rewards.

In the following, we introduce two task o!oading strategies in detail: a greedy
single-objective method [19] that minimizes latency using dwell-time predictions, and
a multi-objective learning-based approach [34] that balances time e”ciency and vehicle
workload fairness using the multi-agent twin delayed deep deterministic policy gradient
(MATD3) algorithm.

5.4 Single-Objective Heuristic with Dwell Time Prediction

The algorithm by Zhou et al. [19] is divided into two parts: dwell time prediction and
o!oading decision making. First, a random forest model is trained to predict upper-
bounded vehicle dwell times. This model uses the history of cars’ coordinates over a
time duration as features, and the duration is determined by the historical maximum task
completion time. Then the model is trained, hyperparameter-optimized, and evaluated
using standard regression metrics. Second, the central controller has a list of all newly-
generated tasks sorted by their deadlines, i.e., following the earliest deadline first (EDF)
concept. For each task, it will calculate and filter car candidates that have longer
predicted dwell times than the task completion time. The shortest completion time
o#ering car among all candidates will be selected as the task’s processor car. If no such
candidate exists, then the generator car will process the task locally.

To evaluate the proposed task o!oading strategies, simulations were conducted
across diverse tra”c scenarios. These include a single intersection drawn in SUMO
software, three intersections across suburban, city center, and highway in Luxembourg
[16], and three intersections across suburban, downtown, and state roads in Nagoya
[20]. The last two city scenarios covered di#erent times during a day, such as morning
rush hour, afternoon non-peak, and midnight periods [19].

The results (morning rush hour, a downtown intersection in Nagoya) in Figure 12
show that the greedy algorithm with dwell prediction e#ectively reduces missed dead-
lines by consistently assigning tasks to the vehicle with the shortest completion time and
proper dwell time. Task completion times (cf. Figure 12a) across the three migration
strategies are significantly reduced compared to no migration. The proposed model
clearly outperforms the Johnson SU dwell prediction approach w.r.t. the task failure
rate (due to dwell prediction failure, cf. Figure 12b): The proposed solution exhibits a
failure rate of around 0.5–1.5 %, whereas the Johnson SU approach leads to 2.0–5.0 %
across all locations in Nagoya. This demonstrates the robustness and e#ectiveness of this
migration mechanism when combined with the dynamic prediction model. Dwell time
prediction reduces failures due to mobility, and the greedy algorithm reduces missed
deadline cases by always assigning tasks to their specific shortest-time candidate.
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(a) Task Completion Time (b) Task failure rate due to mobility prediction

Fig. 12: Migration performance, Nagoya scenario during morning rush hour [19]. The
figure shows the relationship of task completion time and task failure rate in a dynamic
environment for di#erent o!oading strategies.

5.5 Multi-Objective Learning-Based Approach

In the following, we introduce a MATD3 algorithm, which is to learn optimal task
o!oading strategies that balance the trade-o# between latency and fairness in VMCs
[34]. Each vehicle acts as an independent learning agent with a training phase and
an execution phase. The actor network of each agent makes continuous decisions of
task o!oading based on observations, i.e., the state of its VMC. To ensure learning
e#ectiveness and robustness, the primary network has two additional key components: a
replay bu#er that stores the previous experience and two twin critic networks that work
independently to evaluate actions and mitigate overestimation bias. This overestimation
bias is a prevailing problem in single-critic DQL. Twin critics eliminate this problem.
Furthermore, there is a target network, including one target actor network and two target
critic networks, which are slow-updated copies of the actor and critics to compute stable
target values and help training converge.

The MATD3 approach is depicted in Figure 13. It dynamically evaluates environ-
mental states to compute the costs and benefits of migration, e#ectively balancing the
trade-o# between task completion delay and workload fairness among vehicles. Each
agent independently makes o!oading decisions via its actor network, while its twin
critics learn from the feedback to guide the actor towards optimal policies, and all these
are stabilized by target networks.

Selected performance results of the MATD3 algorithm are depicted in Figure 14.
Here, the Nagoya morning rush hour scenario [20] (a state road intersection) is used for
evaluation. As shown in Figure 14a, the MATD3 approach significantly reduces task
completion times during the rush hour, avoids excessive delays. Further information,
such as achieving an 80 % on-time completion rate can be found in [34]. While the
least-workload method achieves slightly better fairness, the MATD3 maintains a rea-
sonable fairness level and outperforms the other two baselines, which can be seen in
[34]. Figure 14b illustrates that MATD3 has a relatively high usage of car computing
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Fig. 13: MATD3 Architecture of the proposed MATD3-based task o!oading framework
in vehicular edge computing [34]. The figure illustrates the learning process of multiple
agents, where each agent uses an actor network for decision making and twin target
networks for policy evaluation, while the three corresponding target networks provide
stable reference values.

resources, while the shortest-time strategy does not. Comprehensively, experimental
results demonstrate that this multi-agent combination significantly enhances compre-
hensive migration performance, outperforming random, fairness-oriented, and shortest-
time-oriented baselines by e#ectively managing delay-sensitive tasks with deadlines in
dynamic vehicular environments.

(a) Task completion time (b) Utilization

Fig. 14: Nagoya scenario: time e”ciency and workload fairness performance [34].
Values shown contrast the task completion time vs. average utilization rate for the
di#erent approaches to understand the trade-o#.
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5.6 Summary

Task o!oading in VMCs allows computational workloads to be dynamically distributed
across vehicles in the same VMC. By leveraging available and idle resources for a
temporary short time, low-intensive but high time-e”cient tasks can be executed with
reduced latency compared to centralized cloud processing; moreover, it can realize
better resource allocation compared to fully localized processing.

6 Developing New DRL-based O”oading Concepts

This section is based on [48]. VMCs provide distributed computational resources that
can support the collaborative execution of tasks by participating vehicles. However, the
highly dynamic nature of vehicular environments makes e”cient task o!oading and
resource allocation challenging. Unlike traditional systems where resource allocation
primarily handles dynamic application demands for stable and static resources, VMC
environments must deal not only with demand that is dynamic but also with resource
availability that is inherently dynamic. Vehicle mobility, fluctuating wireless link quality,
and heterogeneous on-board processing capabilities create a computational environment
that is both highly non-stationary and heterogeneous. As a result, e”cient resource
management in VMCs requires mechanisms that can adapt continuously and reliably
under uncertainty. To address this challenge, recent researchers explore the use of DRL
adaptive scheduling policies that can respond to rapidly variant system conditions.

6.1 VE-SIM – A Simulation Framework for Realistic Evaluation

Realistic simulation plays a crucial role in the evaluation of DRL-based resource man-
agement for VMCs. Although numerous studies demonstrate promising results for
machine learning (ML)-based approaches, many rely on simplified evaluation setups
that neglect realistic mobility patterns, communication variability, among others. These
abstractions often lead to optimistic conclusions, causing DRL policies to fail gener-
alizing beyond the scenario in which they were trained. To obtain meaningful insights
into system performance, and to ensure that learned policies remain robust under real
world conditions, simulation frameworks must accurately capture the dynamism and
heterogeneity inherent to VMCs.

To this end, Memedi et al. [48] introduced VE-SIM – a simulation framework specif-
ically designed for ML-based studies in vehicular environments. Figure 15 shows the
architecture of VE-SIM. It combines three core components to model VMC environ-
ments. SimPy serves as the discrete-event simulation engine, representing the temporal
evolution of tasks, queues, and resource states. SUMO provides microscopic mobility
traces, ensuring that vehicle movements influence communication and computation
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events at fine granularity. PyTorch acts as the machine learning backend, enabling the
implementation and training of DRL algorithms.

SimPy 

PyTorch

Scheduler

SUMO

TraCI Mobility
Traces

Policy

Environment Agent

DNN

Vehicles
Tasks

step

vehicle:
id, pos

schedule
state:

vehicles,
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action

reward

Fig. 15: Main components of VE-SIM simulation framework [48]. The figure shows
how the framework integrates SUMO, SimPy, and PyTorch, enabling task generation,
real-time tra”c mobilities, and DRL training to realize scheduling policies.

This integrated architecture allows researchers to study how mobility patterns, vary-
ing tra”c density, and heterogeneous processing capabilities a#ect both the DRL learn-
ing process and the behavior of resulting policies. By capturing these interactions,
VE-SIM supports evaluations that more closely mirror real-world VMC setups.

6.2 System Model: Tasks, Vehicles and Scheduler

The system model in VE-SIM reflects the main components of a VMC. Vehicles act as
mobile computing resources with heterogeneous processing capacities and time-varying
availability. Tasks represent computational jobs defined by complexity, deadlines, and
potential priorities. A central scheduler continuously observes the system state and
assigns tasks to suitable vehicles according to a chosen policy.

For DRL-based scheduling, the environment provides an observation vector contain-
ing task attributes, information about available vehicles. The agent, which implements a
DQL algorithm, selects actions by mapping each task to one of the available resources.
Rewards favor decisions that assign tasks to vehicles capable of completing them before
their deadlines, while penalizing suboptimal matches.

Figure 16 illustrates both the training performance of the DQN agent (shown in Fig-
ure 16a as the reward obtained per episode) and its decision quality during inference,
represented by the ratio at which the agent selects the vehicle with the highest pro-
cessing capacity among the available candidates (Figure 16b). Preliminary evaluations
demonstrate that the agent rapidly converges to a stable policy after roughly 250 train-
ing episodes and increasingly selects the optimal resource as training progresses. This
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Fig. 16: Learning performance of the RL agent [48]. The figure illustrates the speed of
convergence in terms of reward and the ability to select the best matching resource.

behavior persists even under fluctuating task arrival rates and varying computational
loads, indicating that the framework e#ectively supports DRL training under dynamic
conditions. In general, these findings highlight the potential of DRL-based schedulers
to achieve robust and e”cient task allocation in VMCs, despite inherent variability and
unpredictability of the environment.

6.3 Summary

In summary, the dynamic and heterogeneous nature of VMCs requires adaptive re-
source management strategies that are able to deal with rapidly changing systems. The
VE-SIM framework provides a simulation environment that is close-to-realistic and
integrates real-time tra”c mobility, wireless communication, and real-time DRL-based
task scheduling and mapping approaches. First results demonstrate that DRL agents can
e#ectively learn task allocation strategies, even under fluctuating task and computing
conditions.
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7 Challenges and Practical Considerations

7.1 Industry Perspective and First Pilots

The transition from conceptual VMC architectures toward practical deployments is
increasingly supported by both early pilot demonstrations and ongoing industry stan-
dardization activities. These e#orts collectively emphasize distributed intelligence, op-
portunistic connectivity, and localized cooperation among vehicles. In particular, the
IEEE 802.11 Automotive Topic Interest Group (Auto TIG) and the Wi-Fi Alliance
automotive initiatives highlight the importance of WLAN-based connectivity as a com-
plementary technology for connected vehicles.

The IEEE 802.11 Automotive Topic Interest Group was established to address how
WLAN stations can seamlessly connect to external access points in high-mobility ve-
hicular environments. The e#ort specifically targets challenges such as fast association,
authentication, and e”cient data o!oading when vehicles move across heterogeneous
connectivity domains [49]. The Automotive TIG further investigates automotive use
cases, including HD-map downloads, sensor-data sharing, and multi-vehicle coordina-
tion, while identifying gaps in existing WLAN standards related to roaming, mobility
support, and service discovery [50]. These requirements align closely with VMC con-
cepts, where vehicles opportunistically form groups and exchange data locally to reduce
latency and improve throughput.

Complementing standardization, industry organizations such as the Wi-Fi Alliance
are actively promoting Wi-Fi connectivity for automotive applications. The Wi-Fi Al-
liance emphasizes secure and automatic connection to trusted roadside networks, inter-
operability with 5G and C-V2X technologies, and new service opportunities enabled
by edge analytics and roaming frameworks [51]. Such initiatives highlight the role of
Wi-Fi as part of a heterogeneous connectivity fabric supporting distributed vehicular
intelligence and collaborative applications.

Early pilot demonstrations further validate VMC concepts in real-world scenarios.
A first group of demonstrations focuses on collaborative safety, where micro cloud
members share observations to detect and mitigate risky driving behavior. For exam-
ple, the connected unsafe driving detection pilot demonstrates distributed detection of
hazardous maneuvers and collaborative mitigation strategies enabled by VMCs [52].
Similarly, collaborative response to unsafe maneuvers illustrates how approaching ve-
hicles form VMC and coordinate to prevent collisions caused by aggressive turns or
unexpected movements [53].

A second group of demonstrations addresses collaborative data storage and situ-
ational awareness. Vehicular collaborative data storage for road incident monitoring
allows vehicles near an event to form VMC and locally store and propagate incident
information, improving awareness for approaching vehicles [54]. Additional work on
collaborative data storage using VMCs shows that distributed replication mechanisms
can maintain data availability despite dynamic vehicle mobility [55].

A third group explores collaborative data distribution and decision support by
VMCs. VMC assisted HD-map downloading demonstrates collaborative map distri-
bution among vehicles, reducing infrastructure load [23]. Similarly, intelligent intersec-
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tion management [56] and lane change advisory systems [57] use VMCs to coordinate
decision-making and reduce tra”c conflicts.

More recent demonstrations extend these VMCs toward collaborative data upload-
ing, highlighting the bidirectional nature of edge–cloud interaction [22]. In particular,
the Los Angeles case study on collaborative uploading demonstrates that vehicles can
first exchange data via V2V links within a micro cloud and then opportunistically
upload aggregated data to the cloud when connectivity becomes available. This ap-
proach reduces redundant cellular transmissions and improves scalability, especially
in dense urban environments, further reinforcing the role of vehicular micro clouds as
intermediate edge aggregation layers.

Table 4: Early Pilot Demonstrations of VMC Applications

Category Demonstration Functionality Contribution
Collaborative Safety Connected Unsafe Driv-

ing Detection and Man-
agement

Collaborative risk detec-
tion

Hazard mitigation

Collaborative Safety Responding to Unsafe
Maneuver of Approach-
ing Vehicles

Coordinated maneuver
response

Collision avoidance

Collaborative Safety Vehicular Collaborative
Data Storage for Road In-
cident Monitoring

Local incident sharing Situational awareness

Collaborative Stor-
age

Collaborative Data Stor-
age by Vehicular Micro
Cloud

Distributed replication Edge data persistence

Collaborative Down-
load

VMC Assisted HD Map
Downloading

Collaborative data distri-
bution

Reduced infrastructure
load

Collaborative Up-
load

Collaborative Data Up-
loading (Los Angeles
Case Study)

V2V-assisted aggrega-
tion

Reduced cellular over-
head

Collaborative Coor-
dination

VMC Intelligent Inter-
section Management

Collaborative control Safer intersections

Advisory Systems Lane Change Advisory
by Vehicular Micro
Clouds

Decision support Safer lane changes

Together, these pilot deployments demonstrate that VMCs can support safety-critical
applications, distributed storage, and collaborative decision-making. Importantly, the
functionality explored in these demonstrations aligns with the requirements identified
by IEEE 802.11 automotive standardization e#orts, such as multi-vehicle coordination,
fast connectivity establishment, and localized data exchange. At the same time, the Wi-Fi
Alliance automotive initiative highlights the feasibility of integrating Wi-Fi connectivity
into a heterogeneous vehicular communication ecosystem. These combined e#orts
indicate that VMCs represent a practical building block for next-generation collaborative
intelligent transportation systems, bridging research prototypes and emerging industry
deployment pathways.
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Table 5: Pilot Demonstrations by Architectural Role

Architectural Role Example Pilots Supported Services
Edge Safety Intelligence Unsafe driving detection, maneu-

ver response
Risk prediction and avoidance

Distributed Data Layer Collaborative storage, incident
monitoring

Local data persistence

Collaborative Data Distribution HD map collaborative download E”cient content sharing
Collaborative Data Upload LA collaborative uploading Scalable aggregation
Collaborative Tra”c Management Intersection management, lane

advisory
Coordinated decisions

7.2 Further Challenges

In the scope of this chapter, we discussed the advantages and opportunities of vehicular
micro clouds to serve as virtualized edge servers in dynamic vehicular environments.
While the concepts and strategies presented demonstrate promising results, several
critical challenges remain that need to be addressed in order to realize real-world
adoption.

Security Concerns: First, all data exchange must be protected from unwanted modifi-
cation, overhearing, replay, and other types of security attacks. Ensuring secure commu-
nication, data integrity, and protection against malicious nodes is a must to protect the
system, the users, and enable resilient operation of data communication and distributed
computing. Although current industrial pilot deployments, such as collaborative risk
detection and coordinated maneuver response in open vehicular environments, have
addressed several safety-related challenges in vehicular networks, important gaps still
remain or more security concerns will appear with the development of more brand-new
technologies.

Privacy Issues: Second, data management and task o!oading can involve transmit-
ting potentially private data, such as vehicle sensor readings, camera feeds, or location
traces, to other vehicles that pose critical privacy issues. Appropriate solutions for pri-
vacy preserving data sharing need to be integrated into the VMC concept. This also
holds for the identities of the participating vehicles.

Scalability: Third, scalability represents a major challenge, particularly in dense
tra”c environments. If many vehicles are joining and leaving VMCs, this churn can
lead to significant control overhead and resource management complexity. E”cient
cluster formation and membership management mechanisms are required to maintain
system stability under high mobility. This issue is particularly critical in real-world
industrial deployments, where high vehicle mobility and dynamic network conditions
can significantly increase coordination overhead.

Interoperability: Fourth, interoperability is a critical issue considering large-scale
deployment. Vehicles from di#erent car makers may use di#erent hardware platforms,
software stacks, and even communication protocols. Standardized interfaces will be
necessary to allow seamless cooperation across the heterogeneous vehicular ecosystem.
Industry standardization e#orts, such as multi-vehicle coordination, fast connectivity
establishment, and localized data exchange, together highlight the importance of stan-
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dards and protocols to enable seamless cooperation across heterogeneous vehicular
systems.

8 Conclusion

Vehicular micro clouds (VMCs) represent a powerful and flexible realization of dis-
tributed computing within the edge–cloud continuum, specifically tailored to the highly
dynamic nature of vehicular environments. By enabling nearby vehicles to cooper-
atively pool computation, storage, and communication resources, VMCs bridge the
gap between purely local processing and latency-intensive cloud-based solutions. This
chapter has reviewed the fundamental concepts, architectures, and mechanisms that
underpin VMCs, highlighting their role as virtual edge servers capable of supporting a
wide range of collaborative vehicular applications.

We first introduced the system model and architectural principles of VMCs, includ-
ing their formation, management, and integration into macro–micro–cloud hierarchies.
Particular attention was given to the challenges arising from vehicular mobility, such
as short dwell times, frequent topology changes, and volatile resource availability. To
address these challenges, the chapter surveyed key mechanisms for data retention and
recovery, demonstrating how mobility-aware protocols and adaptive communication
strategies can significantly improve data availability despite extreme node churn. Fur-
thermore, the use of coded caching was discussed as an e#ective means to reduce
channel load and accelerate data access, illustrating how information-theoretic tech-
niques can be successfully adapted to highly dynamic vehicular networks.

Beyond storage, the chapter examined collaborative data up- and downloading as
well as task o!oading in VMCs. These use cases showcase how VMCs can reduce
reliance on cellular infrastructure, lower operational costs, and enable low-latency
processing of time-critical tasks. In particular, learning-based task o!oading strategies
were reviewed, ranging from heuristic dwell-time-aware approaches to multi-agent
reinforcement learning methods that jointly optimize latency, reliability, and workload
fairness. Together, these techniques demonstrate that VMCs can serve as a viable
platform for distributed intelligence directly embedded in vehicular systems. Looking
forward, VMCs are expected to play an increasingly important role in future intelligent
transportation systems, especially in the context of 5G/6G networks and large-scale
deployment of AI-driven vehicular applications. Open research challenges remain in
scalable coordination, robust learning under uncertainty, security and trust management,
and seamless integration with fixed edge and cloud infrastructures. Addressing these
challenges will be essential for realizing the full potential of VMCs as a cornerstone of
resilient, e”cient, and intelligent vehicular computing environments.
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