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Abstract—Collaborative learning across heterogeneous resource-
adaptive systems has emerged as a promising paradigm for
enabling large-scale edge intelligence. However, the heterogeneity
of resources and model components often leads to inconsistent
optimization behaviors among participants, which makes the
learning process highly sensitive to unreliable or even malicious
nodes. To tackle this challenge, we propose a novel Byzantine Re-
silient Collaborative Learning algorithm (BRCL), which achieves
Byzantine robustness while adapting to the dynamic and resource-
constrained nature of heterogeneous environments. The proposed
BRCL framework integrates adaptive resource scheduling with
robust aggregation to maintain learning efficiency under adver-
sarial conditions. We theoretically prove that BRCL attains an
asymptotically optimal convergence rate of O(1/

√︁
TK(Γ∗ − f)),

where Γ∗ is the minimum covering number, and f is the number
of Byzantine clients. Special cases show that BRCL generalizes
several classical algorithms, including FedAvg and OAP, under
different system configurations. Extensive experiments on multiple
learning tasks demonstrate that BRCL consistently outperforms
state-of-the-art methods, achieving at least a 4.2% improvement
in accuracy on average, while preserving robustness and resource
efficiency in heterogeneous edge systems.

Index Terms—Byzantine resilient, collaborative learning,
resource-adaptive, heterogeneity, edge computing.

I. INTRODUCTION

COLLABORATIVE learning enables distributed edge
devices to jointly train machine learning models without

directly sharing their local data, and has become an important
paradigm for large-scale edge intelligence [18], [19], [25].
However, practical edge systems face two fundamental chal-
lenges. First, edge devices are typically heterogeneous and
resource-constrained in terms of computation, memory, and
communication [8], [16], [20]. Second, distributed learning is
vulnerable to unreliable or malicious devices, whose arbitrary
behaviors can be modeled as Byzantine faults [6], [17]. These
two challenges become particularly intertwined when resource-
constrained clients are allowed to train only part of the global
model.
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Resource-adaptive partial-model training provides an effec-
tive way to accommodate heterogeneous devices by allowing
clients to train sub-models according to their available resources
[24]. However, partial-model training fundamentally changes
the structure of Byzantine robustness. Since different clients
may maintain different parts of the global model, each
model region can be updated by a different subset of clients.
Consequently, Byzantine robustness is no longer determined
solely by the global client population. In particular, a benign
majority among all participating clients does not necessarily
guarantee sufficient benign participation in every model region.
This makes Byzantine robustness inherently region-dependent.

Existing Byzantine-resilient learning methods mainly mit-
igate malicious updates through robust aggregation. Repre-
sentative approaches include Multi-Krum [1], Trimmed Mean
[22], Bulyan [11], and filter-based aggregation methods such as
AFA [10]. These methods are primarily designed for settings
where clients optimize a common set of model parameters.
Other studies consider dimensionality reduction or gradient
splitting to improve Byzantine robustness [9], [15]. However,
they do not explicitly account for resource-dependent partial-
model participation, where both the participating clients and
the Byzantine composition may vary across model regions.

More importantly, resource adaptation and Byzantine robust-
ness are intrinsically coupled in such systems. More aggressive
pruning reduces the computation and communication burden of
resource-constrained clients, but may also decrease the number
of clients covering certain model regions, thereby reducing
the redundancy available for robust aggregation. Therefore,
the key challenge is not only to defend against Byzantine
updates, but also to maintain sufficient regional coverage under
heterogeneous resource constraints. This raises a fundamental
question: how can resource-adaptive collaborative learning
achieve Byzantine robustness when different model regions are
trained by different subsets of clients?

To address this challenge, we propose BRCL, a Byzantine-
Resilient Collaborative Learning framework for resource-
heterogeneous edge systems. BRCL integrates resource-
adaptive sub-model training with region-wise Byzantine-
resilient aggregation. According to client resources, the global
model is adaptively partitioned into sub-models for local
training. For each model region, the server constructs a robust
reference using the geometric median, filters suspicious updates,
and aggregates the retained updates. In this way, robust
aggregation is performed according to the actual participants
of each model region, enabling BRCL to jointly accommodate
resource heterogeneity and Byzantine behaviors.
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The main contributions of this work are summarized as
follows:

• We propose BRCL, a Byzantine-resilient collaborative
learning framework for resource-heterogeneous edge
systems. BRCL integrates resource-adaptive sub-model
training with region-wise robust filtering and aggregation
to address the region-dependent robustness caused by
partial-model participation.

• We introduce the minimum regional coverage Γ∗ and
establish convergence guarantees that characterize the
effects of regional coverage and Byzantine clients. Under
the stated conditions, the optimization term scales as
O(1/

√︁
TK(Γ∗ − f)).

• We conduct extensive experiments across multiple datasets,
model architectures, attack types, and Byzantine ratios.
The results demonstrate the effectiveness and efficiency
of BRCL compared with representative resource-adaptive
and Byzantine-resilient methods.

II. RELATED WORK

A. Resource-constrained Collaborative Learning

Various methods have been proposed to cope with network
resource limitations, aiming to minimize communication and
computation. These methods include quantization [4], [14],
sparsification [3], [21], knowledge distillation [7], and model
pruning [2], [5], [23]. To address the challenges of com-
munication bottleneck and scalability in federated learning,
FedPAQ [14] proposes periodic averaging and quantization.
Integrating federated learning with top-k sparse methods,
the study in [3] achieves efficient communication. PruneFL
[5] employs structural pruning to reduce model size and
computational cost by eliminating redundant connections.
HeteroFL [2] introduces an adaptive algorithm that assigns
model subsets with narrower layers to clients based on their
computational capabilities. Similar to model pruning, its goal
is to optimize resource utilization. While these approaches
address the resource constraints of edge networks, they lack
guarantees for Byzantine robustness. Our work, in contrast,
considers both resource constraints and Byzantine robustness.

B. Byzantine Robust Collaborative Learning

In recent years, the security of distributed learning has
attracted increasing attention, among which the Byzantine
threat is one of the most critical challenges. Blanchard et al. [1]
proved that Multi-Krum ensures convergence to a stationary
point for non-convex objectives when the number of Byzantine
workers is bounded and standard smoothness assumptions hold.
Yin et al. [22] further showed that Byzantine-robust gradient
descent achieves convergence rates comparable to SGD up to
an additional bias induced by Byzantine workers. Coordinate-
wise methods such as Trimmed Mean [22] achieve optimal
statistical error rates for strongly convex objectives, with
estimation error scaling as O(f/n) under bounded variance
assumptions. Bulyan [11] further improves robustness in high-
dimensional settings by combining Multi-Krum and trimmed
mean. Geometric median-based approaches [13] provide ro-
bustness to up to 50% Byzantine workers and guarantee

convergence with error depending on client heterogeneity. In
contrast, methods such as FABA and AFA [12], rely on heuristic
filtering and generally lack rigorous convergence guarantees.
Liu et al. [9] established convergence guarantees for gradient
splitting under heterogeneous data, showing convergence to a
neighborhood of the optimal solution with an error depending
on the splitting strategy and Byzantine ratio. However, their
approach assumes uniform model partitioning. In contrast, our
method considers resource-adaptive sub-model training and
establishes convergence guarantees under Byzantine settings in
this more general scenario, explicitly characterizing the impact
of both model adaptivity and adversarial behavior.

III. PRELIMINARIES

A. System Model

We consider a collaborative edge-learning system with
one central server and N clients, indexed by n ∈ [N ] :=
{1, . . . , N}, as illustrated in Fig. 1. Training proceeds for
K communication rounds. At round k, the server maintains
the global model xk ∈ Rd and assigns a resource-adaptive
sub-model to each client. Client n holds a local dataset Dn

and is characterized by a computation budget cn > 0 and a
communication budget bn > 0. The collection {(cn, bn)}Nn=1

captures system heterogeneity.
Because low-resource clients may be unable to train and

communicate the complete model, we use structured partial-
model training. The server partitions the model into disjoint
regions and assigns a subset of complete regions to each client.

B. Resource-Aware Model Partition and Pruning

The global coordinates are partitioned into I disjoint regions
{Ii}Ii=1:

I⋃︂
i=1

Ii = {1, . . . , d}, Ii ∩ Ij = ∅, i ̸= j. (1)

For v ∈ Rd, vi denotes its restriction to Ii, di := |Ii|, and
ri ∈ {0, 1}d denotes the indicator vector of region Ii.

Define normalized resource levels

ĉn = min

(︃
1,

cn
Ctgt

)︃
, b̂n = min

(︃
1,

bn
Btgt

)︃
, (2)

the fused resource score

Rn = aĉn + (1− a)b̂n, a ∈ [0, 1], (3)

and the retention ratio

k⋆n = min

{︃
max(Rp

n, kmin),
bn
M0q

}︃
. (4)

Here, p > 0 controls sensitivity to available resources, kmin > 0
is the minimum retention ratio, M0 is the base-model size, and
q is the parameter-representation factor.

At round k, zik,n ∈ {0, 1} indicates whether region i is
assigned to client n. The mask is

mk,n =

I∑︂
i=1

zik,nr
i, (5)
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Round k Round k + 1•••

Client 1
(high resource)

Client 2
(medium resource)

Client 3
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Client 4
(Byzantine)

× ×

Client N
(medium resource)

Client 1
(high resource)

Client 2
(medium resource)

Client 3
(Byzantine)

× ×

Client 4
(low resource)

Client N
(medium resource)

••• •••

Server

Region-wise robust aggregation

Region 1 Region 2 Region 3 Region R

•••

Updated global model

•••

Clients with different
resource levels

Local model with
pruning mask

Pruning mask
(black: keep)

Submodel update
(model region)

Model update flow × × Byzantine client

Fig. 1. An overview of the edge learning system model, where multiple edge devices train their own sub-models using their local data set and collaboratively
build the global model under the coordination of a central server. The central server repeatedly aggregates local sub-models and broadcasts the global models
to the client round by round. The clients are vulnerable to malicious attacks so that some of them become Byzantine clients and the set of Byzantine nodes can
change during the training process (e.g. client 4 at round k and then client 3 at round k + 1).

subject to
∥mk,n∥0

d
≤ k⋆n. (6)

Thus, each selected region is trained and communicated as a
complete block, keeping the client-side pruning rule consistent
with server-side regional aggregation.

C. Byzantine Setting and Regional Coverage

The Byzantine population may vary across rounds. Let

Mk ⊆ [N ], |Mk| ≤ f <
N

2
, (7)

be the unknown true Byzantine set at round k. A Byzantine
client may arbitrarily deviate from local training and transmit
an arbitrary update. Mk is used only in the analysis.

For region i, define

N i
k := {n ∈ [N ] : zik,n = 1}, (8)

and its latent Byzantine and benign subsets

Mi
k :=Mk ∩N i

k, Hi
k := N i

k \Mi
k, (9)

with f i
k := |Mi

k|. The exact regional benign-majority require-
ment is

f i
k <
|N i

k|
2

, ∀k, i. (10)

Define
Γ∗ := min

k,i
|N i

k|. (11)

Since f i
k ≤ f , the sufficient global condition is

Γ∗ ≥ 2f + 1. (12)

Operationally, the server can monitor

Γk := min
i
|N i

k|. (13)

When coverage approaches the robustness boundary, the
server can reduce pruning aggressiveness or assign the under-
covered region to additional available clients in the next mask-
generation step.

D. Optimization Objective

Client n has local objective

Fn(x) :=
1

|Dn|
∑︂
ξ∈Dn

f(x; ξ). (14)

The global objective is

min
x∈Rd

F (x), F (x) :=
1

N

N∑︂
n=1

Fn(x). (15)

The local data distributions need not be identical; statistical
heterogeneity is modeled in Assumption V.5. The goal is
to minimize F under heterogeneous resource budgets and
unknown, round-varying Byzantine sets.

IV. ALGORITHM

BRCL follows four consistent stages in each communication
round: (i) resource-adaptive region assignment, (ii) normalized
local training, (iii) region-wise robust detection and aggrega-
tion, and (iv) global-model reconstruction. Here, η denotes
the learning rate, τ the filtering threshold, zik,n the region-
assignment indicator, mk,n the mask, Gk,n the normalized
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cumulative update, N i
k the regional participating set, ˆ︁Bik the

detected-outlier set, and Sik the retained set. The latent true
Byzantine sets Mk and Mi

k are used only for analysis.

A. Resource-Adaptive Mask Generation
Given the resource-dependent retention ratio in (4), the server

selects complete regions for every client. Algorithm 1 shows
the mask-generation procedure. The mask policy itself does
not use Byzantine identities. After the masks are generated,
the server can compute the realized regional coverages |N i

k|
directly from the assignment indicators.

Algorithm 1 Resource-Aware Mask Generation P
1: Input: resources {(cn, bn)}Nn=1; (Ctgt, Btgt); (a, p, kmin);

model size M0; factor q; regions {Ii}Ii=1

2: for n = 1, . . . , N do
3: ĉn = min(1, cn/Ctgt) and b̂n = min(1, bn/Btgt)
4: Rn = aĉn + (1− a)b̂n
5: k⋆n = min{max(Rp

n, kmin), bn/(M0q)}
6: Set the parameter budget dn = ⌊k⋆nd⌋
7: Select a subset of complete regions whose total size

does not exceed dn
8: Set zik,n = 1 for selected regions and 0 otherwise
9: Construct mk,n =

∑︁I
i=1 z

i
k,nr

i

10: end for
11: Compute N i

k = {n : zik,n = 1} for every region i
12: Output: {mk,n}, {zik,n}, and {|N i

k|}

B. Normalized Local Update
At the beginning of round k, the server sends

xk,n,0 = xk ⊙mk,n (16)

to client n. A benign client performs T local SGD steps,

xk,n,t = xk,n,t−1 − η gn(xk,n,t−1; ξn,t−1)⊙mk,n. (17)

After T steps, it forms the normalized cumulative update

Gk,n :=
xk,n,0 − xk,n,T

η
=

T∑︂
t=1

gn(xk,n,t−1; ξn,t−1)⊙mk,n.

(18)
Thus, Gk,n is an unscaled cumulative stochastic gradient, not
a learning-rate-scaled model displacement. A Byzantine client
n ∈Mk may instead transmit an arbitrary vector.

C. Region-Wise Detection and Aggregation
For each region i, the server first computes the geometric

median over all participating updates,˜︁Gi
k := GMed{Gi

k,n : n ∈ N i
k} = argmin

G∈Rdi

∑︂
n∈N i

k

∥G−Gi
k,n∥2.

(19)
The server then defines the detected-outlier setˆ︁Bik :=

{︂
n ∈ N i

k : ∥Gi
k,n − ˜︁Gi

k∥2 ≥ τ∥ ˜︁Gi
k∥2
}︂
, (20)

where τ > 0 is the filtering threshold, and retains

Sik := N i
k \ ˆ︁Bik. (21)

Crucially, ˆ︁Bik is a detector output and is not assumed to equal
the true Byzantine set Mi

k. To make this distinction explicit,
define

E ik,FP := ˆ︁Bik ∩Hi
k, E ik,FN :=Mi

k ∩ Sik. (22)

The first set contains benign updates removed by mistake, while
the second contains Byzantine updates that survive filtering.

If Sik ̸= ∅, BRCL uses

Ḡi
k :=

1

|Sik|
∑︂
n∈Si

k

Gi
k,n. (23)

If Sik = ∅, it uses the fallback Ḡi
k = ˜︁Gi

k. Region i is then
updated by

xi
k+1 = xi

k − ηḠi
k. (24)

Because the regions are disjoint, xk+1 is reconstructed by
placing the updated blocks xi

k+1 back into their corresponding
coordinates.

D. Complete BRCL Procedure

Algorithm 2 summarizes the complete workflow of BRCL.
At each communication round, the server first generates
resource-adaptive masks and distributes the corresponding sub-
models to clients. After local training, the server collects the
normalized updates and performs robust aggregation for each
model region. Specifically, the geometric median ˜︁Gi

k is used as
a robust reference to filter suspicious updates, and the retained
updates in Sik are averaged to obtain Ḡi

k. The resulting regional
updates are then combined to update the global model for the
next round.

V. ANALYSIS

We analyze exactly the update implemented in Algorithm 2.
In particular, benign clients use the normalized cumulative
update in (18), Byzantine identities are represented only by
the latent sets Mi

k, and the server aggregates the observable
retained sets Sik. Hence, the proof does not assume perfect
outlier detection.

For a benign client n, define

Dk,n :=

T−1∑︂
t=0

E∥xk,n,t − xk∥2, (25)

and for region i define the reference update

θik := T∇F i(xk). (26)

A. Assumptions

Assumption V.1 (Smoothness). Each local objective Fn is
differentiable and has L-Lipschitz gradients:

∥∇Fn(x)−∇Fn(y)∥ ≤ L∥x− y∥, ∀x, y. (27)

Assumption V.2 (Lower-bounded objective). There exists
Finf > −∞ such that

F (x) ≥ Finf , ∀x. (28)
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Algorithm 2 Byzantine-Resilient Collaborative Learning
(BRCL)

1: Input: x0, K, T , learning rate η, threshold τ , mask policy
P

2: for k = 0, . . . ,K − 1 do
3: Generate {mk,n, z

i
k,n} with Algorithm 1

4: Send xk,n,0 = xk ⊙mk,n and mk,n to every client n
5: for n = 1, . . . , N do
6: Receive transmitted update Gk,n from client n
7: end for
8: for i = 1, . . . , I do
9: N i

k = {n : zik,n = 1}
10: ˜︁Gi

k = GMed{Gi
k,n : n ∈ N i

k}
11: ˆ︁Bik = {n ∈ N i

k : ∥Gi
k,n − ˜︁Gi

k∥ ≥ τ∥ ˜︁Gi
k∥}

12: Sik = N i
k \ ˆ︁Bik

13: if Sik ̸= ∅ then
14: Ḡi

k = |Sik|−1
∑︁

n∈Si
k
Gi

k,n

15: else
16: Ḡi

k = ˜︁Gi
k

17: end if
18: xi

k+1 = xi
k − ηḠi

k

19: end for
20: Reconstruct xk+1 from {xi

k+1}Ii=1

21: end for
22: Benign ClientUpdate(n, xk,n,0,mk,n):
23: for t = 1, . . . , T do
24: Sample ξn,t−1 and update xk,n,t according to (17)
25: end for
26: Return Gk,n = (xk,n,0 − xk,n,T )/η
27: Byzantine client: may return an arbitrary Gk,n

Assumption V.3 (Pruning-induced deviation). For every benign
client n and round k,

∥xk − xk ⊙mk,n∥2 ≤ β2∥xk∥2. (29)

Assumption V.4 (Stochastic-gradient noise). For every benign
client,

E[gk,n,t | xk,n,t] = ∇Fn(xk,n,t), (30)

and
E
[︁
∥gk,n,t −∇Fn(xk,n,t)∥2 | xk,n,t

]︁
≤ σ2. (31)

The stochastic-gradient noises form a martingale-difference
sequence conditioned on the local iterates.

Assumption V.5 (Client heterogeneity). For every benign client
n,

∥∇Fn(x)−∇F (x)∥2 ≤ δ2, ∀x. (32)

B. Local-Update Error

Lemma V.6 (Accumulated local drift). Let

u := ηLT, qη :=
1

1− 4u2
. (33)

If u < 1/2, then for every benign client,

Dk,n ≤ qη

(︂
2Tβ2E∥xk∥2 + 2η2T 2σ2

+
16

3
η2T 3

(︁
δ2 + E∥∇F (xk)∥2

)︁)︂
. (34)

Proof. For a benign client, write xt = xk,n,t and x = xk.
From the local recursion,

xt − x = (xk,n,0 − x)− η

t−1∑︂
s=0

gk,n,s ⊙mk,n. (35)

Using Assumption V.3, the martingale-difference property in
Assumption V.4, smoothness, and ∥∇Fn(x)−∇F (x)∥2 ≤ δ2,
we obtain

E∥xt − x∥2 ≤2β2E∥x∥2 + 4η2tσ2

+ 8η2tL2
t−1∑︂
s=0

E∥xs − x∥2

+ 16η2t2
(︁
δ2 + E∥∇F (x)∥2

)︁
. (36)

Summing over t = 0, . . . , T − 1 and using
∑︁T−1

t=0 t ≤ T 2/2

and
∑︁T−1

t=0 t2 ≤ T 3/3 gives

Dk,n ≤2Tβ2E∥xk∥2 + 2η2T 2σ2

+ 4η2L2T 2Dk,n +
16

3
η2T 3

(︁
δ2 + E∥∇F (xk)∥2

)︁
.

(37)

Rearranging proves (34).

Lemma V.7 (Benign cumulative-update error). For any benign
client n ∈ Hi

k,

E∥Gi
k,n − θik∥2 ≤ aσσ

2 + aδδ
2

+ aββ
2E∥xk∥2 + agE∥∇F (xk)∥2. (38)

where

aσ := 3T + 6qηη
2L2T 3,

aβ := 6qηL
2T 2,

aδ := 3T 2 + 16qηη
2L2T 4,

ag := 16qηη
2L2T 4. (39)

Proof. For a benign client, (18) gives

Gi
k,n − θik =

T∑︂
t=1

[︂
gin(xk,n,t−1; ξn,t−1)−∇F i

n(xk,n,t−1)
]︂

+

T∑︂
t=1

[︂
∇F i

n(xk,n,t−1)−∇F i
n(xk)

]︂
+ T

[︂
∇F i

n(xk)−∇F i(xk)
]︂
. (40)

The three terms correspond to stochastic-gradient noise, local
drift, and client heterogeneity, respectively. Applying ∥a +
b+ c∥2 ≤ 3(∥a∥2 + ∥b∥2 + ∥c∥2), Assumptions V.1–V.5, and
Lemma V.6 yields (38).

C. Region-Wise Byzantine Robustness

Let
ni
k := |N i

k|, hi
k := |Hi

k| = ni
k − f i

k. (41)
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Lemma V.8 (Geometric-median error under Byzantine updates).
Suppose that f i

k < ni
k/2. Then, for any reference vector θ,

∥ ˜︁Gi
k − θ∥ ≤ 2

ni
k − 2f i

k

∑︂
n∈Hi

k

∥Gi
k,n − θ∥. (42)

Consequently, with θ = θik,

E∥ ˜︁Gi
k − θik∥2 ≤ κ2

k,i

1

hi
k

∑︂
n∈Hi

k

E∥Gi
k,n − θik∥2, (43)

where

κk,i :=
2hi

k

ni
k − 2f i

k

. (44)

Under (12),

κk,i ≤ κ∗ :=
2(Γ∗ − f)

Γ∗ − 2f
. (45)

Proof. The geometric median minimizes the sum of Euclidean
distances, so∑︂

n∈N i
k

∥ ˜︁Gi
k −Gi

k,n∥ ≤
∑︂
n∈N i

k

∥θ −Gi
k,n∥. (46)

For n ∈ Hi
k,

∥ ˜︁Gi
k −Gi

k,n∥ ≥ ∥ ˜︁Gi
k − θ∥ − ∥Gi

k,n − θ∥, (47)

whereas for n ∈Mi
k,

∥ ˜︁Gi
k −Gi

k,n∥ ≥ ∥θ −Gi
k,n∥ − ∥ ˜︁Gi

k − θ∥. (48)

Substituting and canceling the Byzantine terms gives

(ni
k − 2f i

k)∥ ˜︁Gi
k − θ∥ ≤ 2

∑︂
n∈Hi

k

∥Gi
k,n − θ∥, (49)

which proves (42). Squaring and applying Cauchy–Schwarz
yields (43). The uniform bound (45) follows from ni

k ≥ Γ∗

and f i
k ≤ f .

Combining Lemmas V.7 and V.8,

E∥ ˜︁Gi
k − θik∥2 ≤ κ2

∗

(︂
aσσ

2 + aββ
2E∥xk∥2 + aδδ

2

+ agE∥∇F (xk)∥2
)︂
. (50)

Lemma V.9 (Filtered aggregate with imperfect detection). For
the aggregate in (23),

∥Ḡi
k − ˜︁Gi

k∥ ≤ τ∥ ˜︁Gi
k∥. (51)

Consequently,

E∥Ḡi
k − θik∥2 ≤bσσ2 + bββ

2E∥xk∥2 + bδδ
2

+ bgE∥∇F (xk)∥2, (52)

where, with cτ := 4τ2 + 2,

bσ := cτκ
2
∗aσ,

bβ := cτκ
2
∗aβ ,

bδ := cτκ
2
∗aδ,

bg := cτκ
2
∗ag + 4τ2T 2. (53)

The bound does not require ˆ︁Bik =Mi
k.

Proof. If Sik is nonempty, every retained update satisfies

∥Gi
k,n − ˜︁Gi

k∥ < τ∥ ˜︁Gi
k∥, n ∈ Sik. (54)

Therefore,

∥Ḡi
k − ˜︁Gi

k∥ ≤
1

|Sik|
∑︂
n∈Si

k

∥Gi
k,n − ˜︁Gi

k∥

≤ τ∥ ˜︁Gi
k∥. (55)

If Sik is empty, Algorithm 2 sets Ḡi
k = ˜︁Gi

k, so the same bound
holds. Importantly, this argument applies to every retained
update regardless of whether it is benign or an undetected
Byzantine update. Thus, residual Byzantine updates in E ik,FN
are explicitly allowed.

Next,

∥Ḡi
k − θik∥2 ≤ 2∥Ḡi

k − ˜︁Gi
k∥2 + 2∥ ˜︁Gi

k − θik∥2

≤ 2τ2∥ ˜︁Gi
k∥2 + 2∥ ˜︁Gi

k − θik∥2. (56)

Using
∥ ˜︁Gi

k∥2 ≤ 2∥ ˜︁Gi
k − θik∥2 + 2∥θik∥2 (57)

and ∥θik∥2 = T 2∥∇F i(xk)∥2, then substituting (50), gives
(52).

False-positive detections remove some benign updates and
can reduce the amount of useful information retained in the
regional average, but they do not invalidate Lemma V.9. False-
negative Byzantine updates may remain in Sik, but any such
update must satisfy the same threshold condition as every
retained update. Hence, the revised analysis does not require
perfect Byzantine identification.

VI. MAIN RESULT

Define

cdes :=
3

4
− ηLT − I(1 + ηLT )bg

T 2
. (58)

Theorem VI.1 (Convergence to a stationary neighborhood).
Suppose Assumptions V.1–V.5 hold, Γ∗ ≥ 2f + 1, ηLT < 1/2,
and cdes > 0. Let

∆F := F (x0)− Finf . (59)

Then Algorithm 2 satisfies

1

K

K−1∑︂
k=0

E∥∇F (xk)∥2 ≤
∆F

cdesηTK

+
I(1 + ηLT )

cdesT 2

(︁
bσσ

2 + bδδ
2
)︁

+
I(1 + ηLT )bββ

2

cdesT 2

1

K

K−1∑︂
k=0

E∥xk∥2.

(60)

Proof. By L-smoothness,

F (xk+1) ≤ F (xk)+⟨∇F (xk), xk+1−xk⟩+
L

2
∥xk+1−xk∥2.

(61)
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Using xi
k+1 − xi

k = −ηḠi
k, adding and subtracting θik =

T∇F i(xk), and applying Young’s inequality gives

E⟨∇F (xk), xk+1 − xk⟩ ≤ −
3

4
ηTE∥∇F (xk)∥2

+
η

T

I∑︂
i=1

E∥Ḡi
k − θik∥2. (62)

Moreover,
L

2
E∥xk+1 − xk∥2 ≤Lη2T 2E∥∇F (xk)∥2

+ Lη2
I∑︂

i=1

E∥Ḡi
k − θik∥2. (63)

Substituting Lemma V.9 and using (58) yields

E[F (xk+1)]− E[F (xk)] ≤− cdesηTE∥∇F (xk)∥2

+
Iη(1 + ηLT )

T

[︂
bσσ

2 + bδδ
2
]︂

+
Iη(1 + ηLT )

T
bββ

2E∥xk∥2.
(64)

Summing from k = 0 to K − 1 gives the correctly signed
objective gap

cdesηT

K−1∑︂
k=0

E∥∇F (xk)∥2 ≤ F (x0)− E[F (xK)]

+
Iη(1 + ηLT )K

T

(︁
bσσ

2 + bδδ
2
)︁

+
Iη(1 + ηLT )

T
bββ

2

×
K−1∑︂
k=0

E∥xk∥2. (65)

Since F (xK) ≥ Finf , dividing by cdesηTK proves (60).

Corollary VI.2 (Explicit stepsize and convergence rate). Let

ηK,T := min

{︄
η0,

√︃
Γ∗ − f

TK

}︄
, η0 :=

1

16LT
. (66)

Suppose Γ∗ ≥ 2f + 1 and the filtering threshold is chosen
such that

I

[︃
16

255
(4τ2 + 2)κ2

∗ + 4τ2
]︃
≤ 3

16
, κ∗ :=

2(Γ∗ − f)

Γ∗ − 2f
.

(67)
Then ηK,TLT ≤ 1/16 and cdes ≥ 1/2, so Theorem VI.1 gives

1

K

K−1∑︂
k=0

E∥∇F (xk)∥2

≤ 2∆F

ηK,TTK
+

2I(1 + ηK,TLT )

T 2

(︁
bσσ

2 + bδδ
2
)︁

+
2I(1 + ηK,TLT )bββ

2

T 2

1

K

K−1∑︂
k=0

E∥xk∥2. (68)

In particular, whenever

K ≥ 256L2T (Γ∗ − f), (69)

we have ηK,T =
√︁
(Γ∗ − f)/(TK), and hence

2∆F

ηK,TTK
=

2∆F√︁
TK(Γ∗ − f)

. (70)

Therefore, the optimization term in the convergence bound
decays as

O

(︄
1√︁

TK(Γ∗ − f)

)︄
. (71)

If, in addition, the residual terms in (68) vanish (e.g., in the
idealized noiseless, homogeneous, and pruning-free case), the
whole stationarity bound has the same rate. In the general
stochastic and pruned setting, (68) establishes convergence to
a stationary neighborhood rather than exact convergence to a
stationary point.

Proof. For ηK,T ≤ η0, let u = ηK,TLT ≤ 1/16. Then
qη = (1 − 4u2)−1 ≤ 256/255. From the definition of ag
in Lemma V.7,

ag
T 2

= 16qη(ηK,TLT )
2 ≤ 16

255
. (72)

Consequently,

bg
T 2
≤ 16

255
(4τ2 + 2)κ2

∗ + 4τ2. (73)

Since ηK,TLT ≤ 1/16, condition (67) implies

cdes ≥
3

4
− 1

16
− 3

16
=

1

2
. (74)

Substituting cdes ≥ 1/2 into Theorem VI.1 proves (68). Finally,
(69) is equivalent to

√︁
(Γ∗ − f)/(TK) ≤ 1/(16LT ), which

proves (70).

Remark VI.3 (Interpretation of the explicit stepsize). The
stepsize in (66) increases with the effective benign regional
margin Γ∗ − f until the stability cap η0 is reached. Thus,
when the regional coverage is larger, the analysis permits a
larger learning rate and yields the optimization-term scaling
O(1/

√︁
TK(Γ∗ − f)). The factor Γ∗ − f in this statement

comes from the stepsize choice; it should not be interpreted as
a variance-reduction factor of the geometric-median estimator.
The latter would require additional statistical assumptions
beyond Assumptions V.1–V.5.

Remark VI.4 (Role of regional coverage). Regional coverage
affects Byzantine robustness through

κ∗ =
2(Γ∗ − f)

Γ∗ − 2f
, (75)

which becomes large as Γ∗ approaches the geometric-median
breakdown boundary 2f . At the same time, the explicit stepsize
in Corollary VI.2 uses the benign regional margin Γ∗ − f .
Hence, Γ∗ has two distinct roles in the revised analysis: it
controls the robustness constant through κ∗ and enters the
optimization-term scaling through the admissible stepsize. This
distinction avoids attributing a 1/(Γ∗ − f) variance-reduction
effect to the geometric median without a supporting statistical
assumption.
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VII. EXPERIMENTS

We evaluate BRCL from four complementary perspectives.
We first compare its Byzantine robustness with representative
resource-adaptive, robust-aggregation, and federated-learning
baselines on the original image- and text-classification tasks.
We then extend the evaluation to deeper models and additional
datasets, study the effect of regional coverage and the filtering
threshold, and finally quantify the system overhead introduced
by Byzantine-resilient regional aggregation.

A. Experimental Setup

1) Datasets and Models: We consider both image and text
classification. For image classification, we use MNIST and
CIFAR-10 with two-hidden-layer MLPs, denoted by MLP-
MNIST and MLP-CIFAR10, respectively. The two models con-
tain 159,010 and 1,233,210 parameters. For text classification,
we use AGNews with FastText, denoted by FastText-AGNews,
which contains 12,642,308 parameters. To examine whether
the conclusions extend beyond shallow MLPs, we additionally
evaluate ResNet-18 on CIFAR-10. The extended evaluation
further includes FEMNIST and CelebA with ResNet-18.

2) Data Partition and Training Configuration: We use one
server and N = 10 clients. The client datasets are generated
using non-IID Dirichlet partitions with α = 0.15 for MNIST,
α = 1.5 for CIFAR-10, and α = 0.5 for AGNews. Unless
otherwise specified, training lasts for K = 300 communication
rounds, which is consistent with the curves reported in Figs. 2–
4. Each benign client performs T = 5 local SGD steps per
round. Momentum SGD is used with learning rate η = 0.01
for image classification and η = 0.1 for text classification. The
experiments are executed on a server equipped with Intel(R)
Xeon(R) Platinum 8358P 30-core processors and ten NVIDIA
GeForce RTX 3090 GPUs.

3) Resource Configuration: The general formulation char-
acterizes client resources by (cn, bn) and maps them to a
model-retention ratio. In the controlled GPU experiments, we
instantiate resource heterogeneity directly through a mixed
pruning schedule rather than emulating device-specific physical
values of (cn, bn). Specifically, four clients use a 25% pruning
rate, four use a 50% pruning rate, and two use a 75% pruning
rate, corresponding to retention ratios of 75%, 50%, and 25%,
respectively. Each partitioned layer tensor is divided into four
blocks for pruning and assignment, while the embedding
and fully connected layers are not further partitioned. This
controlled setting makes the resource configuration reproducible
while preserving heterogeneous local model capacities.

4) Byzantine Attacks: We consider Byzantine ratios of 10%,
20%, and 30%, corresponding to 1, 2, and 3 malicious clients
among the ten clients. Malicious clients are randomly selected
in each round, and attacks start from round 1. We evaluate
three attacks:

• Random attack: the transmitted update is replaced by
Gk,n ← z, where z ∼ N (0, I) with scale 1.0.

• Label-flipping attack: malicious clients modify labels
before local training; for the 10-class image tasks, c←
9− c.

TABLE I
MAIN EXPERIMENTAL CONFIGURATIONS.

Configuration Value

Clients / communication rounds 10 / 300
Local steps T = 5

Dirichlet α MNIST: 0.15; CIFAR-10: 1.5; AGNews: 0.5
Pruning rates 25% (4), 50% (4), 75% (2)
Byzantine ratios 10%, 20%, 30%
Attack start Round 1
Random attack G← z, z ∼ N (0, I), scale 1.0

Safeguard attack G← −0.6G

• Safeguard attack: the malicious update is modified as
Gk,n ← −0.6Gk,n.

Thus, the Random and Safeguard attacks manipulate the
transmitted client update rather than directly modifying the
global-model parameters.

B. Baselines
We compare BRCL with three groups of baselines. First,

IST, SplitFed, and OAP represent heterogeneous or resource-
adaptive collaborative-learning paradigms. Second, we combine
representative robust aggregation rules, including Geometric
Median (GM) and Krum, with applicable resource-adaptive
baselines, yielding methods such as OAP+GM, OAP+Krum,
SplitFed+GM, and SplitFed+Krum. Third, we include Fed-
MDFG and Ditto as representative federated-learning base-
lines.

The original FedMDFG and Ditto formulations assume
that clients maintain complete local models. To make the
comparison compatible with the resource-constrained partial-
model setting considered in this work, we construct block-wise
adaptations. Block-FedMDFG partitions the model parameters
into blocks and solves the multi-gradient problem for each block
using the clients that contain that block before reconstructing
the global update. Block-Ditto applies the same resource-
dependent masks to the client-side personalized models, so that
each client optimizes only its assigned partial model. We use
these names throughout to distinguish the resource-constrained
implementations from the original full-model algorithms.

C. Robustness under Byzantine Attacks
1) Main Results on MNIST and CIFAR-10: Table II com-

pares the methods under three attack types and three Byzantine
ratios. BRCL remains competitive across all evaluated settings
and is particularly robust when the Byzantine ratio increases.
The comparison with OAP+GM and OAP+Krum shows that
simply attaching a conventional robust aggregator to a resource-
adaptive method does not fully address the region-dependent
robustness problem. Block-FedMDFG and Block-Ditto provide
stronger federated-learning references under the same partial-
model constraint, while BRCL explicitly performs robustness
processing at the region level.

The results also show the expected effect of increasing the
Byzantine ratio. As the ratio changes from 10% to 30%, the
accuracy of most methods decreases because a larger fraction of
the regional updates can be malicious. This trend is consistent
with the role of f in the regional robustness condition.
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TABLE II
PERFORMANCE COMPARISON ON IMAGE CLASSIFICATION. THE LEFT PART REPORTS MLP-MNIST AND THE RIGHT PART REPORTS MLP-CIFAR10. THE

VALUES DENOTE TEST ACCURACY (%). “–” INDICATES THAT THE CORRESPONDING RESULT IS UNAVAILABLE.

Methods
MNIST CIFAR-10

Random Label flipping Safeguard Random Label flipping Safeguard

30% 20% 10% 30% 20% 10% 30% 20% 10% 30% 20% 10% 30% 20% 10% 30% 20% 10%

IST – – – 58.2 61.9 70.3 62.1 70.4 74.2 – – – 32.9 34.8 36.3 31.4 32.1 33.9
SplitFed – – – 49.8 56.2 57.7 54.7 60.2 61.9 – – – 29.5 31.6 33.5 28.7 31.7 33.3
OAP 27.0 31.1 49.3 57.6 57.7 58.3 60.6 61.0 66.7 18.1 21.3 26.4 24.8 27.8 31.4 22.6 24.1 25.8
SplitFed+Krum 64.5 65.5 68.5 55.0 59.0 63.7 58.1 61.1 64.5 31.8 32.4 32.4 34.2 35.1 36.1 34.1 34.8 36.1
OAP+Krum 63.6 70.3 79.6 54.5 62.6 72.8 60.7 65.4 67.1 39.0 39.5 41.5 30.4 37.6 39.2 31.2 32.5 33.7
SplitFed+GM 67.7 70.1 72.0 65.6 66.1 67.1 57.4 70.1 68.5 31.7 33.5 35.5 29.1 30.6 32.1 25.8 26.1 26.7
OAP+GM 56.7 63.3 72.3 74.7 78.4 82.4 66.8 72.5 77.8 21.2 28.9 36.7 39.4 41.2 43.0 38.5 42.8 42.9
Block-FedMDFG 55.93 68.00 76.56 51.85 64.21 74.12 64.96 71.66 77.53 26.04 30.12 35.40 26.63 29.72 35.74 27.80 32.04 36.84
Block-Ditto 45.03 62.48 78.73 60.04 74.28 84.70 55.74 70.63 82.41 16.81 22.41 30.23 21.22 28.33 36.29 20.11 26.05 34.91
BRCL 78.7 81.2 83.2 81.5 82.8 83.4 78.3 80.8 82.5 41.9 44.3 46.1 41.8 42.6 45.1 39.8 43.1 44.9
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(a) MLP-MNIST (b) MLP-CIFAR10 (c) FastText-AGNews
Fig. 2. Training curves of different learning paradigms under the Safeguard attack.

TABLE III
PERFORMANCE COMPARISON ON FASTTEXT-AGNEWS.

Methods Random Label flipping Safeguard

30% 20% 10% 30% 20% 10% 30% 20% 10%

IST – – – 45.7 48.1 54.8 – 66.3 70.8
SplitFed 26.6 28.7 38.4 40.0 44.0 50.8 56.4 57.5 59.6
OAP 37.0 41.1 45.2 65.9 69.2 70.1 65.7 72.1 75.8
SplitFed+Krum 48.3 54.2 55.9 36.6 40.2 45.2 43.9 48.3 52.3
OAP+Krum 46.5 53.1 62.5 57.9 67.0 69.7 58.1 64.1 69.9
SplitFed+GM 50.8 51.0 53.3 44.7 48.9 53.3 47.4 48.8 52.5
OAP+GM 48.7 59.3 59.8 68.9 77.1 76.8 74.8 77.9 80.4
Block-FedMDFG 50.05 53.15 58.67 60.68 66.75 72.20 62.27 70.38 78.79
Block-Ditto 26.56 36.96 48.20 36.37 48.38 60.91 34.37 46.62 58.37
BRCL 51.2 62.3 66.2 84.3 85.0 87.1 77.9 83.4 84.9

2) Text Classification on AGNews: Table III shows a similar
trend on AGNews. BRCL maintains strong performance across
the three attacks and different Byzantine ratios. The relative
severity of an attack is task dependent: for example, label
flipping is less destructive than Random or Safeguard attacks
for some learning paradigms, whereas other methods exhibit
different sensitivities. This observation motivates evaluating
multiple attack types rather than drawing conclusions from a
single Byzantine strategy.

Figures 2–4 provide complementary views of the main results.
Figure 2 compares representative learning paradigms, Fig. 3
illustrates the task-dependent effect of different attack types,
and Fig. 4 shows the degradation caused by increasing the
Byzantine ratio.

D. Evaluation with Deeper Models and Additional Datasets

We next examine whether the observed robustness extends
beyond the original MLP/FastText settings.

As shown in Table IV, BRCL remains effective when the
MLP is replaced by ResNet-18. Importantly, the expanded
comparison includes not only OAP variants but also SplitFed-
based robust methods, Block-FedMDFG, and Block-Ditto. This
reduces the dependence of the conclusion on a single resource-
adaptive baseline family.

Table V further extends the comparison to FEMNIST and
CelebA. Under both Random and Safeguard attacks, BRCL
achieves higher accuracy than the compared methods in the
reported experiments. Together with the ResNet-18/CIFAR-10
results, these experiments indicate that the benefit of region-
wise Byzantine-resilient aggregation is not restricted to the
original datasets or shallow architectures.
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Fig. 3. Impact of different Byzantine attack types at a 20% Byzantine ratio.
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Fig. 4. Impact of the Byzantine-client ratio under the Safeguard attack.

TABLE IV
ACCURACY (%) ON CIFAR-10 WITH RESNET-18.

Method Random Safeguard

30% 10% 30% 10%

OAP 20.97 31.48 27.53 35.32
OAP+GM 35.26 42.62 31.61 37.04
OAP+Krum 36.05 47.71 52.00 51.28
SplitFed+GM 27.51 34.07 25.81 30.57
SplitFed+Krum 32.28 38.42 33.05 36.22
Block-FedMDFG 38.59 46.21 36.84 43.41
Block-Ditto 34.04 44.58 38.21 46.88
BRCL 51.79 54.94 55.60 57.31

E. Impact of Regional Coverage and Filtering Threshold

1) Regional Coverage: The theoretical robustness condition
depends on maintaining a benign majority within every model
region. We therefore study the effect of the minimum regional
coverage Γ∗. The additional experiments show substantial
performance degradation when regional coverage approaches
or falls below the Byzantine-tolerance boundary. In particular,
the reported accuracies for Γ∗ = 2, 3, and 4 are 12.9%, 26.5%,
and 36.9%, respectively. These results are consistent with the
role of the sufficient condition Γ∗ ≥ 2f + 1 in the analysis.

This observation also has a practical implication. At round k,
the server can monitor Γk = mini |N i

k|. If resource-aware prun-
ing causes a region to approach the required coverage boundary,
the server can reduce pruning aggressiveness or assign that
region to additional available clients in the subsequent mask-

TABLE V
ACCURACY (%) ON FEMNIST AND CELEBA WITH RESNET-18 UNDER A

20% BYZANTINE RATIO.

Method FEMNIST CelebA

Random Safeguard Random Safeguard

OAP+GM 44.50 52.93 58.33 68.40
OAP+Krum 46.85 55.08 60.25 70.26
SplitFed+GM 34.24 40.27 50.54 58.17
SplitFed+Krum 38.59 45.12 54.07 62.09
Block-FedMDFG 42.08 50.38 55.77 66.55
Block-Ditto 38.48 50.77 58.12 70.12
BRCL 62.11 68.36 74.38 80.84

generation step. Hence, regional coverage provides a direct
operational link between resource adaptation and Byzantine
tolerance.

2) Filtering Threshold τ : Figure 5 illustrates the impact
of τ under label-flipping attacks with 30% Byzantine clients.
A larger τ raises the rejection threshold and therefore makes
filtering less aggressive. The observed behavior suggests a
trade-off: a small threshold can reject more abnormal updates
but may also remove benign updates, whereas a large threshold
retains more benign information at the cost of allowing a larger
residual deviation.

F. System Overhead

We finally quantify the additional system cost introduced
by Byzantine-resilient regional aggregation. Table VI reports
server-side aggregation time, mask-generation time, communi-
cation volume per round, and total training time.

As expected, BRCL introduces additional server-side compu-
tation because of region-wise geometric-median computation,
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Fig. 5. Impact of the filtering threshold τ .

TABLE VI
SYSTEM OVERHEAD COMPARISON OF DIFFERENT METHODS.

Method Agg. Mask Comm. Training
(ms/round) (ms/round) (MB/round) (min/round)

OAP 6.2 4.8 6.36 3.55
OAP+GM 25.7 4.8 6.36 3.64
OAP+Krum 18.5 4.8 6.36 3.61
SplitFed 6.3 – 492.56 5.90
SplitFed+GM 28.5 – 492.56 6.05
SplitFed+Krum 20.1 – 492.56 6.00
BRCL 56.2 6.3 6.36 3.84

outlier detection, and subsequent averaging. Its aggregation
time is 56.2 ms/round, compared with 6.2 ms/round for OAP,
while mask generation requires 6.3 ms/round compared with 4.8
ms/round for the OAP-based methods. Nevertheless, the effect
on end-to-end training time is more limited: BRCL requires
3.84 min/round compared with 3.55 min/round for OAP. More
importantly, the Byzantine-resilient operations are performed
after the regional updates have been received and therefore do
not require an additional client–server communication round.
BRCL communicates 6.36 MB/round, the same volume as
the OAP-based methods, whereas the SplitFed-based methods
require 492.56 MB/round in the reported configuration.

BRCL introduces additional server-side computation for
Byzantine resilience, while preserving the communication
efficiency of resource-adaptive partial-model training.

VIII. CONCLUSION

In this paper, we proposed BRCL, a Byzantine-resilient
collaborative learning framework for resource-heterogeneous
edge systems. BRCL integrates resource-adaptive sub-model
training with region-wise robust aggregation to defend against
Byzantine updates. We established its convergence guarantee
and demonstrated its effectiveness under different datasets,
models, and Byzantine attacks. Future work will consider more
dynamic and asynchronous edge-learning environments.
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