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Abstract

One of the major challenges in designing cellular Cognitive Radio (CR) networks is the
avoidance of Secondary User (SU) interference to so called Primary Users (PUs) operating
in the licensed bands. Usually, SU operation has to be interrupted periodically in order
to detect PU activity and avoid the respective frequencies. Recently, Dynamic Frequen-
cy Hopping (DFH) mechanisms have been suggested to enable reliable PU detection and
continuous SU operation at the same time. Applying DFH in a multi-cell environment adds
the challenge of mitigating Co-Channel Interference (CCI). In this context, graph coloring
based optimization, which previously solely has been applied to non-hopping networks, is used
to develop sophisticated centralized as well as distributed DFH methods. In this paper, we
introduce a new DFH approach to allow reliable PU detection and continuous SU operation
in cellular CR networks: Double Hopping (DH). We present a centralized optimal, as well
a distributed version of DH and evaluate their performance in terms of frequency usage. We
show that the performance of the sub-optimal distributed version is only slightly worse than
the optimal performance, and, thus, outperforms existing distributed approaches by far.
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Chapter 1

Introduction

Cognitive Radio (CR) has become a popular and promising approach to overcome the artifi-
cial spectrum scarcity. The key idea of CR technologies is to allow the usage of temporarily
unused licensed spectrum by so called Secondary Users (SUs) under the constraint that the
spectrum has to be vacated, as soon as the owner of the band — referred to as Primary
User (PU) — returns. To meet this constraint, the spectrum has to be sensed periodically —
at least very tmax — in order to detect potentially appearing PUs. In order to perform reliable
sensing on a frequency, data transmission has to be interrupted. Depending on the PU detec-
tion requirements and the sensitivity of the sensing antenna, the sensing process can require
up to hundreds of milliseconds. Obviously, such interruptions in data transmission severely
degrade the Quality of Service (QoS) — especially for real-time or streaming applications.

To avoid periodic interruptions of the payload communication, Dynamic Frequency Hop-
ping (DFH) has been proposed for cellular CR networks [1, 2]. The basic idea of DFH is the
following: A cell performs sensing on frequency Y in parallel to data transmission on fre-
quency X. After tyax, the cell hops to frequency Y and performs sensing on frequency X and
so on. Obviously, an additional frequency per cell is needed to realize this approach. Hav-
ing a whole network of mutually interfering cells, mitigating Co-Channel Interference (CCI)
becomes crucial. The frequency usage of interfering cells has to be coordinated to avoid col-
lisions. By using a smart distribution of frequencies among the cells in the network, the total
number of additional frequencies in use can be minimized in order to maximize the number of
supportable cells. Additionally, reducing the number of frequencies used for secondary com-
munication also reduces the probability of interference with PUs. Whenever a PU appears
on a frequency that is currently used for secondary communication, the secondary system
temporarily produces potentially harmful interference to the licensed PU communication.
Reducing the number of frequencies used for secondary communication, thus, also reduces
the probability of interference with primary communications.

In non-hopping networks, frequency planning, which is based on solving the Frequency
Assignment Problem (FAP) [3], is an important method to control CCI in multi-cell com-
munication systems. A typical FAP scenario consists of a set of cells. Each cell has a certain
bandwidth requirement that needs to be complied by assigning a sufficient amount of fre-
quencies to it. Interfering cells should not be assigned the same frequencies for operation.
Solving the FAP results in a system-wide frequency setting that fulfills all bandwidth require-
ments at a minimum total amount of assigned frequencies. Mathematically, the FAP can be

Copyright at Technical University _OK_
Berlin. All Rights reserved. TKN-08-001 Page 2



TU BERLIN

expressed as a graph coloring problem: the nodes represent the cells, and the edges between
the nodes represent their interference relationships. Each node is assigned one (or multiple)
color(s) such that two connected nodes never own the same colors. The optimization goal is
to minimize the total number of colors in use.

The above graph coloring problem is computationally complex. Mathematically speaking,
it is similar to the list coloring problem, which is known to be np-complete [4]. Finding the
system optimum for practically relevant systems requires prohibitively long computation
times even with modern computers. Therefore two approximation approaches are usually
applied:

e Suboptimal centralized algorithms which have a significantly reduced computational
complexity while handling the full interference graph. For this approaches a single
point of knowledge is assumed, which usually involves a significant signalling overhead.

e Decentralized approaches, in which each node selects its frequency based only on partial
knowledge of the interference graph. This allows for parallelization of the computation
and leads to the most significant reduction of the computational time.

So far, frequency planning has been studied for “frequency static” cells, i.e. cells which
do not (or very rarely) change their operating frequency over time. In such cellular networks,
both above mentioned approximation approaches achieve remarkably good results in the
sense of minimizing the number of frequencies necessary for assuring a given level of traffic,
as compared to the real optimum. It is intuitively clear that the FAP approaches a new level
of complexity, if DFH is applied. Thus, the issue of reducing the computational complexity
becomes critical — making decentralized approaches, as described above, especially attractive.

The question investigated in this report is how to minimize the number of frequencies
required for DFH operation in a network of CR cells. The contributions of this report are:

e The presentation of a new concept for DFH called Double Hopping (DH).

e A Linear Integer Program (LIP) formulation for minimizing the number of frequen-
cies required in DH mode. This optimum serves as a benchmark for the distributed
algorithms.

e A distributed heuristic for minimizing the number of frequencies called Distributed
Frequency Allocation (DFA). DFA is based on the DH concept.

e A performance comparison of the DFA: (a) with the optimum, and (b) with the
Distributed Hopping Approach (DHA), introduced in [5].

e A full protocol specification for both, the DFA and the DHA.

The remainder of this report is structured as follows. Chapter 2 presents related work on
frequency hopping and the FAP in wireless networks. The general DH approach is introduced
in Chapter 3 and the centralized and distributed realizations in Chapter 4. In Chapter 5, we
present a performance evaluation and compare the different approaches. Finally, in Chapter 6,
we conclude the report.
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Chapter 2

Related Work

In this chapter, we first summarize related work that has been done in the area frequency
hopping in general followed by CR specific frequency hopping related work. Afterwards, we
point out related work that has been done in the area of of graph coloring for CR networks.

2.1 Frequency hopping

The idea of frequency hopping has gained attention in the context of GSM cellular systems,
Bluetooth®, Wireless Local Area Network (WLAN), and recently also in the CR community.

In the Global System for Mobile Communications (GSM) standard, frequency hopping
is an optional mode to mitigate fast fading and co-channel interference. If frequency hopping
is enabled, the tranmit frequency per terminal is changed once every Time Division Multiple
Access (TDMA) frame (which has a duration of 4.17 ms) according to a prespecified hopping
sequence. The impact of this hopping sequence (also referred to as Mobile Allocation List
(MAL)) design is studied in [6]. The authors propose a scheme which generates frequency
lists assuming the knowledge about the frequency lists of neighboring, i.e. interfering, Base
Stations (BSs) such that interference between the neighboring (hopping) cells is within some
specified constraint. Further work on the assignment of frequency lists in GSM systems can be
found in [7]. The authors extend the above work by analyzing the effect of MAL coordination
among several cells. The paper also discusses an algorithm to modify MALs. In contrast,
[8] investigates dynamic frequency hopping in GSM and compares it to random hopping.
The frequency hopping pattern of a mobile is adapted based on measurements made at the
base station and the mobile. Recalculations are done after every TDMA frame, updating the
hopping pattern of the mobiles. The paper studies several degrees of dynamic adaptations
from only exchanging the worst channel to exchanging the whole hopping pattern.. However,
the paper does not consider a jointly performed frequency list assignment over several cells.

For similar reasons (i.e. mitigating interference and fading), frequency hopping is applied
in Bluetooth® systems. Hopping is performed every 625 us. Each bluetooth cell chooses one
out of several pre-specified pseudo-random hopping sequences. Recently, the Bluetooth Spe-
cial Interest Group (SIG) adopted a non-cooperative Adaptive Frequency Hopping (AFH)
method for second generation Bluetooth devices to combat the so called frequency-static in-
terference that originates e.g. from WLAN systems or microwave ovens [9, 10]. AFH enables
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Bluetooth devices to adapt to the environment by identifying fixed sources of interference
and excluding them from the frequency hopping list (categorization in “good” and “bad”
channels). This process of re-mapping also involves reducing the number of channels to be
used for hopping. Regulation authorities have specified a minimum number of channels to
be used by a Bluetooth system. If the number of “good” channels is less than the specified
minimum, additionally some “bad” channels have to be used. In [11], an interesting solution
called Adaptive Frequency Rolling (AFR) to combat self-interference in Bluetooth systems,
i.e. interference caused by overlapping Bluetooth cells, is proposed. The authors propose to
divide the 79 channels into distinct “hopsets”. A Bluetooth cell remaims in a hopset for a
certain amount of time, after which it switches to the next hopset. Each cell, thus, is “rolling”
through the whole spectrum. If a collision between two cells is detected (increased Packet
Error Rate (PER)), the cell performs a random jump. The authors extend their proposal to
combat frequency-static interference by introducing AFR with probing, where — similar to
AFH — certain frequencies can be excluded from the hopset.

In [12], Mishra et al. study the impact of hopping WLANSs on the fairness provided within
a larger network of uncoordinated WLAN cells. The authors propose to assign a hopping
pattern to each WLAN cell such that all WLAN cells change their operation frequency after
some transmission cycles. By this mechanism the performance degradation of interference
is somewhat spread over all cells in the network over a longer time span, leading to an
increased system-wide cell-level fairness. Note that in WLAN systems the number of available
frequencies is limited such that several adjacent WLAN cells will be exposed to mutual
interference.

2.2 Frequency hopping in CR networks

In contrast to the application of frequency hopping in non-CR related networks (e.g. GSM,
WLAN, or Bluetooth®), where its main function is to mitigate fading effects and balance
interference (as described above), the scope of applying frequency hopping in CR networks
is to allow continuous data transmission and at the same time assuring the unimpaired op-
eration of the PU. To the best of our knowledge, so far, among existing frequency hopping
applications solely Bluetooth®’s AFR approach [11] is somewhat related and could be mod-
ified for CR operation. AFR tries to avoid frequencies occupied by WLAN systems (which
could be seen as PUs) and at the same time also avoids CCI between different Bluetooth
systems. However, since AFR has been developed under non-CR related assumptions, a high
number of modifications would be necessary to support CR operation.

Frequency hopping in CR networks has been first considered within the IEEE 802.22
standardization process [13]. IEEE 802.22 is an emerging standard for Wireless Regional
Area Networks (WRANSs) operating on a license-exempt and non-interference basis in the
spectrum allocated to TV broadcast services (between 47 — 910 MHz). It aims in providing
alternative broadband wireless Internet access in rural areas without impacting the existing
TV (i.e. PU) services.

Based on that standard, we have been the first ones to introduce the general concept of
Dynamic Frequency Hopping (DFH) in 802.22 in [1, 2]. In these papers, we present phase-
shifted operation for interference-free sensing and collision-free hopping in combination with
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a cooperative hopping approach for neighboring cells referred to as Revolver Hopping (RH).
Additionally, the concept of Dynamic Frequency Hopping Community (DFHC) is proposed
as an effective way to organize the hopping of neighboring cells. Based on the RH approach
presented in [2], the Distributed Hopping Approach (DHA) is proposed in [5]. DHA is a
distributed algorithm realizing RH in a cluster of IEEE 802.22 cells without the need of a
central controller managing the hopping patterns of the individual cells. However, it is also
shown in [5] that there is a large difference in the performance of DHA and the theoretical
optimal application of RH. This circumstance was one of the main motivations for us to search
for a better performing distributed solution for solving the frequency assignment problem,
which is done in this paper.

2.3 Graph coloring

The utilization of graph coloring in order to find optimal frequency assignments in ” frequency-
static” networks is well documented in literature. Basic studies on its use in connection with
cellular networks are reported in [14, 15]. For more in-depth studies, an excellent web page
on the topic is maintained by Eisenblétter and Koster [3].

In [16] and [17] two different approaches are made to use graph coloring in CR networks.
However, note that in both papers, ”frequency-static” networks are considered. In [16], in
contrast to our approach, each node in the graph repersents one CR terminal. Each terminal
is subject to an individual PU interference. Depending on this interference, the frequencies
owned by a PU are more or less valuable for a certain terminal. When assigning the frequency
to a terminal, this relationship is recognized by different so called "rewards” that are credited
to the terminal at the time of the assignment. In addition, power control is used to control
interference. The objective in [16] is the maximization of the network utility subject to reward
and fairness constraints for a given number of terminals and available frequencies. Recall that,
in contrast to that, our goal is to mininmize the number of necessary frequencies in order to
maximize the number of supported terminals. In [17], the maximization of the network utility
is considered as well, but, in contrast, all terminals experience the same interference from
PUs. In conformity with our approach, the total number of channels used in the network is
minimized. However, since there is a differing graph coloring - network relation, and since
the different channels can have different bandwidths, and the number of terminals is fixed, a
completely different optimization problem is formulated.
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Chapter 3

Double Hopping

In this chapter we describe the Double Hopping (DH) approach for DFH in CR networks.
After presenting the assumed system model, we introduce the general concept of DH. After-
wards, we provide a brief comparison with the RH approach described in [1, 2, 5].

3.1 System model

We consider a system model based on the IEEE 802.22 standard [18]. IEEE 802.22 networks
are organized in cells of several kilometers in diameter. Each cell consists of one BS and a
number of associated terminals. The BS possesses total control over all terminals in its cell.
Communication is performed on TV channels that momentarily are not in use by the TV
broadcasting Primary User (PU). We refer to the selected channels as working frequencies.
To select one such working frequency for communication, the BS forces the terminals to sense
the spectrum, collects the sensing results, and decides on the working frequency to be used by
the cell. In order to avoid harmful interference, the working frequency has to be periodically
sensed for (re)appearing PUs.

The maximal interference time (fmax) is the maximum time span an SU is allowed to
interfere with a PU. The data transmission time (tqat.) is defined to be the maximum
period of time a CR cell consecutively uses a working frequency for data transmission, with
(tdata < tmax). The sensing time (fsens) is defined as the minimum amount of time required
to (1) perform sensing on a set of ns frequencies® (by the BS and the terminals), (2) gather
the sensing information at the BS, and (3) inform all terminals about the working frequency
to be used for the next data transmission period. The quiet time (tquiet) is defined to be the
amount of time a frequency is not used for data communication in order to perform sensing,
which obviously implies fquiet > tsens- In our investigation, tquiet is the smallest time unit we
consider, i.e. time is discrete and quantized into units of ¢quiet. Hence, the data transmission
time (tdata) is @ multiple integer of tquiet. Vg is defined as the number of quiet times per data
transmission time (Ng = tdata/tquiet). The frame time (tgame) defines the periodic operation

!The time needed for sensing depends on the chosen sensing technique (which is beyond the scope of this
paper). Additionally, it also depends on the number of frequencies to sense. For simplicity, we assume that all
frequencies can be sensed in parallel. In real-world systems, the BS has to select a subset ns of the frequencies
to sense within the specified time interval.
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Figure 3.1: Common Double Hopping operation

cycles and computes to tgrame = tdata + Lquiet-

In order to perform reliable sensing, the frequency being sensed, as well as up to k
neighboring frequencies at both sides of the sensed spectrum must not be used for data
transmission. Note that - for the sake of simplicity - we assume k& = 0 for our investigations.
Moreover, we do not investigate specific sensing mechanisms. Consequently, the reliability of
sensing is not taken into account in our investigations.

3.2 Double Hopping operation

Double Hopping (DH) is a new approach for cooperative DFH in CR networks. DH relies
on the phase shifted operation of neighboring cells as introduced in [2]. Each cell has a
dedicated working frequency, which is only used by that cell. Additionally, there is one
sensing frequency for all cells. Once the data transmission time (fgata) of a cell expires, the
cell hops to the sensing frequency, in order to perform sensing on its working frequency. It
continues its current communication on the sensing frequency for ¢quiet, before hopping back
to its working frequency. Due to the time shifted operation all cells can consecutively switch
to the sensing frequency in order to perform sensing on their working frequency. After one
cycle, the sensing frequency has to be sensed simultaneously by all cells, i.e. all cells must
share a common slot for sensing the sensing frequency. Consequently, each cell needs two
sensing slots, one for the working frequency (Ny¢) and one for the sensing frequency (Ngt).

Figure 3.1 shows an example for DH of 3 neighboring cells (i.e. all cells are mutually
interfering). The operation period of all cells is shifted by multiple quiet times tquier against
each other. During the sensing slot for the working frequency (Ny¢) a cell hops to the sensing
frequency (frequency 4 in Figure 3.1) to continue data transmission and perform sensing on
its working frequency. In Figure 3.1, the sensing slots for cell two are marked. Note however,
that the sensing slots for the sensing frequency (Ng) are the same for all other cells.

Due to the phase-shifted operation a maximum number of N, neighboring cells can be
supported in a DH network. In order to be able to support N, neighboring cells, all cells have
to sense the sensing frequency in the same time slot, as shown in Figure 3.1. However, it is
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also possible for each cell to have an individual time slot for sensing the sensing frequency, as
shown in Figure 3.2. Again, the sensing slots for cell two are marked in the figure. Note that
this time the sensing slot for the sensing frequency (NVgf) is exclusively used by cell two. In the
figure, cell one would perform sensing on the sensing frequency immediately before using it
for data transmission. We refer to the first DH variant as Common Double Hopping (CDH)
as all cells share a common slot for sensing the sensing frequency. To the second variant
we refer to as Individual Double Hopping (IDH), since each cell has an individual slot for
sensing the sensing frequency.

Note that the presence of more than N, neighboring cells would require some of them
to hop at the same time, which is forbidden in phase-shifted operation mode. To increase
the number of neighboring cells that can be supported in hopping operation, additional
mechanisms to ensure a collision free operation would be needed. One possibility is to use
distinct frequency sets, i.e. one group of neighboring cells using the frequency range between
frequency a and b and another group of neighboring cells using the frequency range between
frequency b+1 and c. Following this approach, up to a total number of 2V, neighboring cells
can be supported in the CDH variant. However, in the following we assume that a maximum
number of N, neighboring cells can be supported in hopping operation. If there are more
than N, neighboring cells, some of them have to operate in non-hopping mode, periodically
interrupting data transmission to perform sensing. The frequency range for the non-hopping
operation is distinct from the hopping frequency range.

3.3 Differences between Double Hopping and Revolver Hop-
ping

The presented DH approach is closely related to the RH approach previously described in [1, 2,
5]. However, there are some significant differences between the two schemes: (1) in each frame
time, each cell has to hop twice as much in the DH approach; (2) a cell uses each frequency
for t4ata before it hops to a new frequency in RH, whereas the sensing frequency is only used
as long as the working frequency is sensed (for tquict) in DH; (3) the DH approach involves
more (and more complex) coordination overhead: in addition to the working frequency (and
Nyf), which has to be coordinated in both approaches, the sensing frequency (and Ng) has
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to be coordinated within each DH community; and (4) while the overall minimum frequency
requirement is the same in both approaches, the frequency requirement per cell is much
larger in the RH approach: each cell hops through the whole set of used frequencies. In
the DH approach, in contrast, a CR cell only hops between 2 frequencies. This has several
advantages:

e The sensitivity to PU interference is smaller: since each working frequency is exclusively
used by one cell, solely this cell has to be shifted to another frequency in case a PU
appears.

e Managing the coordination between different cells is easier: The only frequency that
cells of one hopping community have in common is the sensing frequency (compared to
the whole set of used frequencies in the RH approach).

e The possibility of frequency reuse is higher. In the RH approach, a cell cannot use
the whole set of frequencies used by its neighboring cell belonging to a different hop-
ping community. In the DH approach, only two frequencies are blocked: the working
frequency and the sensing frequency.
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Chapter 4

Hopping Pattern Generation

A major challenge to be solved operating a network of CR cells in DH mode is obviously
the frequency selection of neighboring cells. As indicated above, the goal is to minimize the
number of frequencies used in the whole network. One way to achieve this is graph coloring
based optimization.

In this chapter — after introducing the simulation model — we present two realizations
for DH based on graph coloring. The first one uses optimal frequency assignments calcu-
lated and distributed by a central controller. The second approach is based on distributed
approximation algorithms.

4.1 Simulation model

The total number of CR cells in the investigated network is denoted by |V|; the total number
of frequencies by Fiqt, indexed from 1 to Fiot. Two CR cells are interfering if both operate
on the same frequency and if at least one terminal (or the BS) of one cell is within the
interference range of a terminal (or the BS) of the other cell. In the following, we regard a
cell as the smallest entity and do not distinguish between the BS and terminals anymore. We
assume that all information sent under the impact of interference is lost. Cells that are in
interference range of each other are neighboring cells. We assume the interference from PUs to
be global, i.e. an appearing PU is likewise present in all cells of the network. Furthermore, we
assume that PUs do not change their frequency usage frequently over time!. This static PU
model also serves the goal of analyzing the theoretical potential of the presented algorithms.
Dynamic and only locally visible PUs are subject to future work.

We use interference topology graphs to model the interference relationships among cells.
An example graph is shown in Figure 4.1. Here, each node represents a CR cell. The presence
of an edge between two nodes (cells) indicates that they are within the interference range
of each other. We define an interference topology graph G = (V, E), where V = {v1,...,v,}
denotes the CR cells and FE is the set of interference relationships with (i, j) € E if v; and v,
are in each others’ interference range. Additionally, we define N; to be the set of neighboring
nodes of i, i.e. j € N; if (i,7) € E. Moreover, we assume the BSs of neighboring cells to have

'Recall that in IEEE 802.22 the most PUs are TV broadcasters which have a much larger interference
range compared to 802.22 cells and do rarely change their usage.
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Figure 4.1: Example graph of CR cells

means to exchange control information. Note that we assume reliable control information
related communication, i.e. we assume the lower layers to provide a reliable message delivery
service to our control communication protocols. A CR cell can, thus, learn the interference
relationships within its neighborhood by receiving their control messages.

4.2 Optimal Frequency Allocation

In this section, we introduce an optimization based centralized algorithm for the realization
of the DH approach. We assume one central entity to be responsible for the hopping pattern
generation for all cells in the network. The central entity has global knowledge about the
interference graph and uses optimization tools to always assign optimal hopping patterns to
all cells in the network. We refer to this approach as Optimal Frequency Allocation (OFA).

To determine the optimal frequency assignment for all cells in the network, the central
entity has to solve the LIP given in Equations (4.1-4.9), where z., and y., are the binary
assignment variables with

=1 if node v uses color ¢ as working color,
Lew . .
" | =0 if node v does not use color ¢ as working color,

and

=1 if node v uses color c¢ as sensing color,
yC v . .
" | =0 if node v does not use color ¢ as sensing color.

Assuming the interference graph G, solving the LIP assigns each node v € V' a working and
a sensing color ¢, cs € C.
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min Y b+ % (4.1)
Veel | ‘

s. t. Z Tep =1 VveV (4.2)
Veel
Tew + Tew <1 Vee CAY(v,w) e E (4.3)
> e =1 VoeV (4.4)
Veel
Zew + Yo <1 V(e,v) e C xV (4.5)
Tew + Yo < 1 Vee CAV(v,w)eE
Yoo + Z Yew < Ny Y(e,v) e CxV (4.7)

Ywe Ny

Qe > Tey V(c,v) e CxV (4.8)
be > Yew V(e,v) e C xV (4.9)

Constraint (4.2) assures that each node is assigned exactly one working color, and con-
straint (4.3) assures that neighboring nodes do not get the same working color. Con-
straint (4.4) assures that each node is assigned exactly one sensing color, constraint (4.5)
assures that the working and sensing color for a node differ, and constraint (4.6) assures
that the sensing color differs from the working color of neighboring nodes. Constraint (4.7)
ensures that no more than N, neighboring nodes share the same sensing color. Finally, by
the use of auxiliary variables a. (constraint (4.8)) and b. (constraint (4.9)) it is determined
whether color ¢ is used at all in the graph and are, thus, the variables to minimize. In order
to not only minimize the total number of colors, but also the sensing colors used in the graph,
we set the minimization of b, as the primary objective.

Based on the solution of the LIP the central entity uses the color indices ¢ in the graph
coloring problem as frequency indices and sensing slots in the CR network. All cells v with
1, = 1 get assigned the frequency with index 1 and Ny = 1; all cells with zo, = 1 get
assigned the frequency with index 2 and Ny¢ = 2 and so on. Additionally, each cell v with
Yiw = 1 gets assigned the frequency with index 7 as sensing frequency, and the Ng = i. The
frequency assignments have to be distributed to all cells in the network. Additionally, the
central entity has to recompute and redistribute the assignment as soon as there is any change
in the interference relationship between the cells in the graph or a used frequency cannot be
used anymore due to the appearance of a PU.

Note that solving the above LIP and, thus, the computation of the optimal frequency
assignment might require extremely long computation times. Figure 4.2 shows the average
run-times of an Intel Pentium 4 3.20 GHz that solves the above LIP as part of our simulations
using the standard optimization software CPLEX [22]. According to this, the expected
computation time increases exponentially with the number of nodes in the graph, which
poses some scalability concerns. Moreover, the message overhead required per cell to collect
the information about the whole interference graph at the central entity and to distribute
the frequency assignments to the individual cells increases linearly with the average number
of hops to reach the central entity. Hence, as a consequence of the long computation times
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Figure 4.2: CPU times for solving the LIP using CPLEX on an Intel Pentium 4 3.20 GHz

and the high control message overhead in larger networks, we consider this approach mainly
for comparison reasons (serving as a lower bound in frequency usage) rather than proposing
it for practical usage.

4.3 Distributed Frequency Allocation

In this section a distributed algorithm realizing the DH approach is described. We assume
that the cells only have information about their neighborhood, i.e. each cell knows its neigh-
boring cells and has means to communicate with them. Additionally, a cell can learn the
frequency usage of its neighbors by exchanging control messages. A detailed description of
the protocol realization and implementation, including state diagrams, can be found in [19].
We refer to this approach as Distributed Frequency Allocation (DFA).

DFA is based on the Distributed Largest First (DLF) algorithm [20] originally designed
to solve static FAPs. This approach is known to perform near to optimal for static FAPs in
practical problem instances. The basic idea of DLF is the following: After having discovered
their cell neighbors, each node of the graph (i.e. each cell) collects information about the node
degree (number of neighboring nodes) of its neighbors. Each cell then chooses its working
frequency depending on its node degree, where the cell with the highest node degree selects its
frequency first. In the case of equal node degrees, a random number is used for tie breaking.
A cell always chooses the frequency with the lowest index available and distributes its choice
within the neighborhood. This method ensures that two neighboring cells cannot select the
same frequency (as only one frequency is chosen at a time).

The DLF is used for the initial working frequency (plus sensing slot — Nys) selection. In
addition, a sensing frequency (plus sensing slot — Ng) has to be chosen. The first cell, thus
— after choosing its working frequency — also “creates” a sensing frequency (again with the
lowest frequency index available) and chooses a Ny used to perform sensing on the sensing
frequency. All subsequent cells choose the same sensing frequency and N if applicable (in
addition to a working frequency). If the sensing frequency or Ng cannot be used the cell has
to choose a different sensing frequency or Ngs.

Whenever a cell reaches its Ny, it switches data transmission from its working frequency
to its sensing frequency, and starts sensing. After tquiet it switches back to its old working
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frequency if no PU appeared on that frequency. Otherwise, it starts data transmission on a
new working frequency (with the lowest frequency index available), or — if no new working
frequency could be found — switches to the non-hopping mode.

Whenever a cell reaches its Ng, it has to sense its sensing frequency. If it is not vacant
anymore, but a new one was found, the cell has to broadcast a message indicating the new
sensing frequency to its neighbors. In case no new sensing frequency could be found, the cell
switches to the non-hopping mode.

In contrast to the optimal approach presented above, the computation time needed to
generate a frequency assignment is distributed among all cells. The time needed at every cell
is negligible and does not increase with the number of cells in the network. Furthermore, the
control message overhead is also constant (one message per cell per frame time).
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Chapter 5

Performance Analysis

In this chapter we present a performance analysis of the Distributed Frequency Allocation
(DFA) algorithm and protocol. We compare the DFA with the DHA and benchmark both
against the optimal solution produced by the OFA.

5.1 Methodology

We have randomly generated interference topology graph instances using Culbersohn’s graph
generator [21] on a 1 by 1 unit plane, with the number of nodes varying between |V| = 10 and
|V| = 50. The nodes are connected (i.e. the cells are interfering) if their euclidian distance is
smaller than or equal to d, where we vary this distance between d = 0.35 and d = 0.6. We
have generated 80 random graph topologies for each of those (|V|,d) pairs. We assume that
distinct frequency sets are used for the hopping and the non-hopping operation. Frequencies 1
to Fun—1 are used for the hopping mode; frequencies Fyy, to Fiot are used for the non-hopping
mode. This concept enables us to support up to 2V, neighboring CR cells in time shifted
operation, i.e. in a collision-free operation (assuming that the exchange of control messages
is reliable). The simulation time for each simulation is set to 200s. The quiet time is set to
tquiet = 0.1s. The frequency sets are determined by Fio = 50, and Fj;, = 31, resulting in
30 frequencies available for hopping operation and 20 frequencies available for non-hopping
operation. The frame time is set to tgame = 2.0s which results in tqat, = 1.9 s for the DFA
and OFA and tqut, = 1.9s for the DHA approach.

We investigate two initialization methods. In the optimal initialization, all cells start
operation synchronously using an initial hopping pattern determined by solving the LIP using
CPLEX [22] or using the DLF, respectively. In the random initialization, a cell randomly
starts operation within the first 10 s of the simulation. For OFA, the central entity has to
recalculate all hopping patterns as soon as a new cell pops up. In DFA and DHA, after a cell
pops up, it has to learn the interference relationships within its neighborhood by listening to
control messages from neighboring cells. Based on this information it chooses the frequencies
and sensing slots to use. The initialization phase of a cell is described in Appendix A.2 in
detail.
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Figure 5.1: Maximum number of frequencies required, averaged over all instances for d = 0.35
and d = 0.5 for the hopping case.

5.2 Optimal initialization results

In this section we compare the number of frequencies used assuming a synchronous start of
the cells and using a pre-calculated initial coloring. In Figure 5.1 we show the number of
frequencies required for operating a hopping network in the centralized Optimal Frequency
Allocation (OFA) or distributed (Distributed Hopping Approach (DHA) from [5] and our
new Distributed Frequency Allocation (DFA)) mode. The figure shows that the DFA ap-
proach achieves remarkably good results. For d = 0.6 there is almost no difference between
the DFA and the optimal OFA. In the DHA case however, a lot more frequencies are required
compared to the OFA results. This is mainly due to the fact that for the DFA approach the
initial coloring computed by the DLF is kept as long as there are no changes in the interference
environment (i.e. no PU or no additional CR shows up). As a consequence, the performance
only depends on the initial coloring, which is nearly optimal for the investigated graph in-
stances using the DLF algorithm. In the DHA approach this is not the case, as each cell
individually chooses a new frequency before it has to perform a hop and thus — depending on
the interference graph — two non-interfering cells originally operating on the same frequency
might jump to different frequencies leading to a sub-optimal frequency usage.

5.3 Random initialization results

In this simulation scenario we investigate the number of frequencies used by the two dis-
tributed approaches assuming a sequential random initialization of cells. Figure 5.2 shows
the number of frequencies required over the number of cells in the network. The bottom
three graphs show the results for d = 0.35, the top three graphs for d = 0.6. The figure shows
that the DFA implementation clearly outperforms the DHA also in the case where no initial
coloring is used. Additionally, the results achieved by the DFA approach still can compete
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Figure 5.2: Maximum number of frequencies used for d = 0.6 (top) and d = 0.35 (bottom)
averaged over all instances

with the optimal solution, especially for small |V|. The difference between the optimal so-
lution and the DFA approach is smaller for d = 0.6, which is in accordance to the optimal
initialization results.

Figure 5.3 shows the average percentage of non-hopping cells over the total number of
cells in the network for d = 0.6. Until |V| = 20 there are no non-hopping cells, i.e. all cells
operate in hopping mode. For bigger |V| the number of non-hopping cells increases for all
approaches (including the optimal OFA approach). The difference between the optimal and
the two distributed approaches increases with increasing |V|. This is due to the fact that the
sub-optimal frequency selection (i.e. sub-optimal Ny selection) results in less cells within a
neighborhood that can be supported in the hopping mode. The difference between the DHA
and the DFA approach is due to the additional sensing slot needed for the sensing frequency
(Ngt) in the DFA approach. Since we decreased the data transmission time for the DFA
approach, there is one sensing slot less than in the DHA approach. However, for |V| = 50
the superior frequency selection of the DFA approach can be seen, as the difference between
DFA and DHA approach decreases again.

In Figure 5.4(a) and 5.4(b) we compare the results achieved in case of DLF initialization
and random initialization for the DFA and the DHA mode respectively. For the DFA approach
we can see that the difference is marginal, i.e. even using a non-optimal initialization solely
based on the (random) appearance of the cells achieves good results. For the DHA approach
it is interesting to observe, that for d = 0.35 there is no difference between the DLF and the
optimal initialization. For d = 0.6, however, the figure shows that the performance difference
increases as the number of cells in the network increases.

Figure 5.5 compares the Probability Mass Function (PMF) of the DHA and the DFA
mode for different |V| and different d. The figure shows that the DFA mode always outper-
forms the DHA mode. The performance difference between both approaches increases as |V|
as well as d increases. In Figure 5.5(a) it can be seen that the PMFs of both approaches still
have a large overlap for both = 0.35 and d = 0.6. However, even here the probability for a
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higher number of frequencies is lower for the DFA than for the DHA approach. Figure 5.5(b)
shows the PMF for |[V| = 30. Here, the overlap between the both approaches is already
smaller than for |[V| = 10. Finally, Figure 5.5(c) shows the PMF for |V| = 50. Here, the
performance difference is biggest, i.e., the overlap between both approaches is smallest.
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Chapter 6

Conclusions

In this paper we have presented Double Hopping (DH), a new approach to apply Dyna-
mic Frequency Hopping (DFH) in CR cellular networks. The presented approach allows for
continuous data transmission in CR networks while enabling reliable detection of Primary
Users (PUs). Compared to Revolver Hopping (RH), which was proposed for DFH in CR
cellular networks earlier, DH has one major advantage: Although the minimum number of
frequencies required to operate a network of cells in DH mode is the same as for the RH mode,
the number of frequencies required per cell is much lower for the DH approach. In the DH
approach each cell occupies two frequencies only, whereas in RH each cell hops through the
whole set of cells used by the network. On the other hand, each cell needs to hop twice as
often in the DH approach, and the coordination overhead to manage the frequency usage is
larger than in RH.

We have applied graph coloring optimization to minimize the number of required frequen-
cies in DFH cellular CR networks, in order to minimize potential Secondary User (SU) gen-
erated interference on PUs and to maximize the number of supportable cells. Based on that,
we have presented two realizations of DH: centralized Optimal Frequency Allocation (OFA)
and Distributed Frequency Allocation (DFA). In our performance evaluation, we compare
the DFA with the Distributed Hopping Approach (DHA) a distributed implementation of
the RH approach. The OFA realization results are used as a lower bound to benchmark the
two distributed realizations. Our performance evaluation results show that the proposed DFA
can compete with the optimal results of the OFA and outperforms the DHA approach by far.
The DHA approach needs significantly more frequencies, as it involves a higher dynamic in
frequency usage (a single cell uses a plurality of frequencies). We, thus, have shown, that — as
in the frequency-static case — distributed approaches for solving the Frequency Assignment
Problem (FAP) that achieve results comparable to the optimum exist.

Investigating the impact of PU dynamics is left as a future work issue. Another issue is
to explore the impact of the amount of neighborhood information (i.e. the frequency usage of
neighboring cells) on the approaches. Currently, each cell has knowledge about its one-hop
neighborhood only. The related research question to answer is if the approaches significantly
gain from e.g. having two-hop neighborhood knowledge. Additionally, our preliminary results
motivate the introduction of cooperation between hopping cells by grouping cells into com-
munities. Each community can be assumed to have regional information about its vicinity.
The trade-off between the overhead to keep these informations up to date and the gain in
performance is another interesting optimization problem.
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Appendix A

Distributed DFH Protocol

In this chapter, we present a distributed protocol realization for DFH. The protocol supports
DHA as well as DFA operation. Additionally, a non-hopping operation mode is implemented.
If a cell cannot operate in DFH mode (either because no frequencies or no sensing slots are
available) it tries to operate in non-hopping mode.

We assume that distinct frequency sets are used for the hopping and the non-hopping
operation. Frequencies 1 to Fy, — 1 are used for the hopping mode; frequencies Fyy to
Fiot are used for the non-hopping mode. This concept enables us to support up to 2N,
neighboring CR cells in phase-shifted operation, i.e. in a collision-free operation (assuming
that the exchange of control messages is reliable).

The described protocol has been implemented and tested using OMNeT++ [23] and the
mobility framework [24]. In the state diagrams the following acronyms are used: workingFreq
for working frequency (Fy,), sensSlotWork for sensing slot for the working frequency (Nys),
sensingFreq for sensing frequency (Fy), and sensSlotSens for sensing slot for the sensing
frequency (Ngf).

A.1 Message types and timer

A BS informs its neighbor BSs about its current frequency usage by broadcasting control
messages on the control channel. The neighborhood information which is shared between
neighboring cells is described in Table A.1. F; and Ng are only included if the system is
operating in DH mode.

parameter description

timestamp  a reference timestamp for the framing structure

state the current state of the cell

Fy the current working frequency

Nyt the time slot for sensing the working frequency
Fy the current sensing frequency

Ngt the time slot for sensing the sensing frequency

Table A.1: Neighborhood information
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name description

neighborInfo The neighborhood discovery message announces the existence and
current frequency usage of a cell.

jumpAnnounce The jump announcement message indicates that a cell jumped to
a new frequency.

newSensFreq The new sensing frequency message indicates that the cell
changed its sensing frequency.

endListen The endListen timer indicates the end of the initial listen period.

endInit The endInit timer indicates the end of the initialization phase
and the start of the hopping / non-hopping operation.

sensWork The sensWork timer indicates the start for sensing the working
frequency.

sensSens The sensSens timer indicates the start for sensing the sensing
frequency.

Table A.2: Messages and timers

We define three message types and four timers as described in Table A.2. All messages
contain the neighborhood information as described in Table A.1. A neighborInfo message
additionally contains the start time of the cell, and a random number (used for tie breaking).

The sensing slots are to be understood with respect to the timestamp, where the time-
stamp marks the beginning of a frame, i.e. the beginning of the first slot in the frame. The
start time of sensing the working frequency (and thus also the time the sensWork timer is
scheduled to) is thus “timestamp + (Nt — 1) - tquiet”. The sensing is finished one slot (fquiet
time units). At that time also the jump to the new frequency is performed.

A.2 initialization state

After a cell is powered on, it is in the initialization state. It immediately broadcasts a
neighborhood discovery (neighborInfo) message to announce its existence to its neighbors.
Since no frequencies or sensing slots are selected yet, the respective values in the neighborhood
information are set to —1. Subsequently, it sets the endListen timer and listens for messages
from its neighbors to get a list of active neighbors and their frequency usage. If a message from
a neighbor arrives, the frequency usage is updated, which means, that (1) the neighborhood
information for the neighbor is updated and (2) the frequency list is updated. Updating the
frequency list means, that the working frequency and Ny of the neighbor is marked used and
that the sensing frequency and Ny are marked as sensing frequency and Ngt, so that they
can also be used by this cell if applicable.

Once the initial listen period is over, the cell has full knowledge about its neighborhood
and, thus, also about the frequencies used within its neighborhood. It then tries to find an
available hopping working frequency and proceeds as described in Chapter A.2. If no hopping
frequency is available as working frequency, it tries to find a non-hopping working frequency
and proceeds as described in Chapter A.2. A state diagram for the initialization state can
be found in Figure A.1.
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Hopping initialization

After having found a working frequency, the cell has to find a sensing slot for its working
frequency (Ny¢). The assumption is, that neighbors are not allowed to sense their working
frequency (and thus hop to a new frequency) at the same time. This ensures a collision-free
operation of neighboring CR cells. If no Nyt can be found, the cell tries to start operation in
non-hopping mode as described in Section A.2.

In the DH mode, the cell additionally needs a sensing frequency and a sensing slot for
the sensing frequency (Ngf). As shown in Chapter 3, neighboring cells should ideally use the
same sensing frequency as well as the same slot for sensing the sensing frequency (Ng). Thus,
the cell first tries to use a sensing frequency and Ny already used by its neighbors. Only if
this is not possible it starts a new sensing frequency or chooses a different Ng. If either no
sensing frequency or no Ny was found the cell tries to start operation in non-hopping mode
as described in Section A.2.

After choosing the frequencies and sensing slots a neighborInfo message with the state
set to startHopping is sent to announce the intended frequency usage to the neighbors. An
endInit timer is set to the Ny, where the initialization phase will be over and the cell starts
to use the working frequency for the first time. The cell switches to the startHopping state
shown in Figure A.2 and described in Section A.3.

Non-hopping initialization

If no Ny¢ (Ng) was found for the working frequency (sensing frequency) or the cell cannot
find a working or sensing frequency, it has to try to operate in non-hopping mode.

For the non-hopping mode, the cell has to find a working frequency in the non-hopping
frequency range not used by any other neighboring cell. If successful, it has to find a Ny¢ not
used by any non-hopping neighbor-cell.

On success, the cell switches to the startNonHopping state (shown in Figure A.3 and
described in Section A.3) and sets the endInit timer to the Ny¢ as in the hopping initializa-
tion. It also broadcasts a neighborInfo message to announce the intended frequency usage.
If no working frequency or Nys can be found, the cell has to stay in the initialization
state and reset the endListen timer.

A.3 startHopping / startNonHopping state

In the startHopping state and startNonHopping state potential collisions in the working
and sensing frequency or sensing slots due to simultaneously starting cells are resolved. If a
cell receives a neighborInfo message with conflicting frequencies or sensing slots, the start
times of the two cells are compared. The cell with the smaller start time wins. If the start
times are equal, the random number is used, where the cell with the smaller random number
wins. The cell which looses, has to resolve the conflict (i.e. find new frequencies and / or
sensing slots) and broadcast its new information in a neighborInfo message. The state
diagrams are shown in Figure A.2 and Figure A.3 respectively.

If a jump announcement (jumpAnnounce) message or new sensing frequency (newSensFreq)
message is received which contains conflicting frequencies or sensing slots, the conflicts have
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to be resolved by the cell. Cells that currently are in the initialization phase have to integrate
themselves into the existing frequency usage of cells already in the hopping / nonHopping
state. A received jumpAnnounce or newSensFreq message indicates that the originator is
already in the hopping / nonHopping state, which is why the conflict has to be resolved by
the cell that currently is in the initialization phase.

The endInit timer expires at the beginning of the slot for sensing the working frequency
(Nywt). The chosen frequencies have to be sensed again, to assure, that no PU appeared in
the meantime. If the frequency usage is still OK or an alternative working frequency can be
found, the cell switches to the hopping / nonHopping state and performs its first jump as
described in Chapter A.4 and Chapter A.6 respectively. Finally, the sensWork timer and in
DH mode also the sensSens timer have to be set.

If the frequency usage is not OK, i.e. some frequency cannot be used anymore, the cell
cannot start operation. In the startHopping state, the cell tries to find a non-hopping
working frequency and Ny and — if successful — resets the endInit timer and switches to the
startNonHopping state. If no non-hopping frequency and Nyr can be found the cell has to
go back to the initialization state. If the cell is in the startHonHopping state and the
frequency usage is not OK the cell also has to go back into the initialization state. In any
case a neighborInfo message is broadcasted to announce the new state to the neighbors.

A.4 hopping state

Upon reception of any message from a neighbor (neighborInfo, jumpAnnounce, or newSens-
Freq message) the frequency usage is checked for conflicts. If no conflict is found the frequency
usage is updated as previously described. If the received message is a jumpAnnounce message,
the respective cell will be marked as already jumped in the jumpedList. This list serves for
assuring that all neighboring cells have jumped before the cell performs its jump. Note,
that strictly speaking the check for conflicts as well as the jumpedList are not necessary in
the current implementation. Since we assume reliable message exchange, no conflicts should
occur in the hopping state. However, our implementation is already prepared to also handle
message losses. Details can be found in Section A.4.

The operation in RH and DH mode once the sensWork timer expires is slightly different
and explained in the following sub-sections. The state diagram for the hopping state is shown
in Figure A.4.

Error handling

This section gives an idea of steps to follow in case a cell detects potential conflicts with the fre-
quency usage of some neighboring cell. This can happen if control messages (neighborInfo,
jumpAnnounce, or newSensFreq messages) get corrupted or lost.

A message received from a neighboring cell may contain a frequency usage conflicting with
the own frequency usage. This means that either originator of that message did not receive all
messages sent by the cell correctly, or that some previous message of that neighbor got lost.
The conflict should tried be resolved. First, the cell should trying to contact the conflicting
neighbor to raise and resolve the conflict. If this fails, the cell should try to intelligently avoid
further conflict by means to be determined.
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The jumpedList is another means to detect potential message losses. Once the sensWork
timer expires, a cell has to assure that all neighboring cells in the hopping state have already
jumped to a new frequency (jumpedList OK decision in the state diagram). If not all cells
have jumped, some jumpAnnounce messages were not received correctly and thus the cell
might not have the actual frequency usage of all neighbors. In this case the cell can try
to guess the actual frequency usage of the respective neighbor and avoid these frequencies.
Additionally, it should try to contact the neighbor to raise and resolve the issue.

Note, that the current implementation assumes reliable message transfer, so that all
messages are always received correctly. Thus, the above described scenarios would result in
an error and abortion of the simulation.

Revolver Hopping (RH)

Once the Nyt slot is reached, the cell tries to find a new working frequency by sensing a
certain subset of potential working frequencies. Note that while sensing is performed, data
tranmission continues on the current working frequency.

After tquiet time units, i.e. one slot later, the sensing is finished and hopefully a new
working frequency was found. The cell now stops operation on the current working frequency
and jumps to the just validated new working frequency. The timestamp is increased (by
tframe) and the jumpTimer is set (to the current time plus tgame). The jumpedList is reset
and a jumpAnnounce message is broadcasted to announce the new working frequency to the
neighbors.

If no new working frequency could be found, the cell tries to switch to the non-hopping
mode. It tries to find a non-hopping frequency and on success, also a non-hopping Ny If
the same Ny as used before in the hopping mode can also be used in the non-hopping mode,
the cell switches directly to the nonHopping state and jumps to the non-hopping working
frequency. As in the normal hopping operation, the timestamp is increased, the jumpTimer
is set, the jumpedList is reset, and a jumpAnnounce message is broadcasted.

If however, a non-hopping Ny different from the hopping one was chosen, the cell has to
switch to the startNonHopping state, set the endInit timer, and broadcast a neighborInfo
message. The reason for this procedure is to avoid collisions due to concurrent jumps. If
a non-hopping neighbor is using the same (non-hopping) Ny as this (previously hopping)
cell, it might happen that they choose the same working frequency for operation (as the
selection is done concurrently). These collisions can only be avoided by going back to the
startNonHopping state, where the cell can detect and resolve a potential collision.

If no non-hopping working frequency and / or Ny could be found, the cell cannot continue
operation and has to switch back to the initialization state and set the endListen timer.
A neighborInfo message is broadcasted to announce the new status of the cell.

Double Hopping (DH)

In the DH mode, operation on the working frequency is stopped as soon as the Nyt slot is
reached, and the cell jumps to the sensing frequency. Now, the working frequency is sensed
for one slot (tquict) in order to assure no PU appeared. If the working frequency can still be
used, the cell jumps back to the working frequency after the sensing is finished. If not, but
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a new working frequency was found, the cell jumps to the new working frequency. As in the
RH mode the timestamp is increased, the jumpTimer is set, the jumpedList is reset, and a
jumpAnnounce message is broadcasted.

If no hopping working frequency could be found, the cell cancels the sensSens timer
and tries to switch to the non-hopping mode as described above for the RH. If operation in
non-hopping mode is not possible either, the cell has to switch back to the initialization
state and set the endListen timer. A neighborInfo message is broadcasted to announce
the new status of the cell.

In the DH mode, the sensing frequency also has to be sensed periodically. This is always
done during the Ng slot. If the sensing frequency cannot be used anymore, the cell tries
to find a new sensing frequency and — upon success — has to broadcast the new frequency
usage in a newSensFreq message. If the old sensing frequency is still usable no message is
broadcasted. In both cases the sensTimer is set (to the current time plus tgame)-

If the old sensing frequency is not usable anymore and no new sensing frequency could
be found, the cell has to switch to the stopHopping state until the next sensing period for
the working frequency. The sensTimer is not set again in this case.

A.5 stopHopping state

The stopHopping state only exists for the DH mode. A cell has to switch to the stopHopping
state if no new sensing frequency can be found as described above. Incoming messages are
handled exactly the same way as in the hopping state described in Section A.4. The state
diagram for the stopHopping state is shown in Figure A.5.

If the Ny slot is reached, transmission on the working frequency has to be stopped.
Since no valid sensing frequency was found, the cell cannot switch to the sensing frequency to
continue data transmission and, thus, has to interrupt payload communication. However, the
cell tries to switch to the non-hopping mode i.e. tries to find a non-hopping working frequency
and sensing slot as described in Chapter A.4. If that is not possible the cell has to go back to
the initialization state, set the endListen timer, and broadcast a neighborInfo message.

A.6 nonHopping state

Incoming message handling in the nonHopping state is the same as in the hopping state
described earlier. The frequency usage is checked, updated, and the neighbor is marked as
jumped if the message was a jumpAnnounce. The state diagram for the nonHopping state is
shown in Figure A.6.

Once the Nyt slot is reached, data-tranmission has to be stopped on the working frequency
in order to perform sensing. During the sensing, the cell not only checks whether it still can
use its old (non-hopping) working frequency but also tries to find a hopping working frequency
in order to go back to the hopping mode as it is the preferable operation mode. If a hopping
working frequency was found the cell tries to keep its non-hopping Ny slot. If it cannot keep
the sensing slot, it tries to find a new one. Depending on whether or not the Ny¢ can be
kept, the cell switches to the startHopping or directly to the hopping state, provided a Ngt
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slot and sensing frequency was found. The reason for differentiating between keeping the old
Nyt or choosing a new one is the same as described for the hopping state.

If the cell cannot switch back to the hopping mode, it has to revalidate its old non-
hopping working frequency or find a new one. Upon success it starts operation on the working
frequency. The timestamp is increased (by ffame) and the jumpTimer is set (to the current
time plus tfame). The jumpedList is reset and a jumpAnnounce message is broadcasted to
announce the new working frequency to the neighbors.

If the old working frequency is not usable anymore and no new working frequency could
be found, the cell has to go back to the initialization state, set the endListen timer, and
broadcast a neighborInfo message.

A.7 Time synchronization

In order to synchronize the hopping patterns of neighboring nodes, the timestamps need to
be synchronized. To do so, the timestamp of every received message is compared with the
own timestamp. The timestamps are compared modulo tgame in order to determine which
one has the earlier frame start. If the timestamp contained in the message has an earlier
frame start, it is copied, otherwise it is ignored.

The Nyr slot has to be translated to the new timestamp, i.e. the absolute time for sensing
the working frequency does not change, only the Nyt slot due to the new timestamp.

In DH mode the Ng slot is copied from the neighbor with the smaller timestamp, if that
slot is still available, i.e. the absolute time for sensing the sensing frequency changes. On
success a neighborInfo message is broadcasted.

The reason for trying to adapt the Ng slot from the neighbor is that with this approach
the slots used for sensing the sensing frequency are reduced. As explained in Chapter 3,
ideally all neighbors should perform sensing of the sensing frequency at the same time. The
more different N slots are used, the less neighbors can fit into the hopping structure.

However, it might happen that the Ny slot from the neighbor is not usable, as it is used
as a Nyt slot by some other neighbor. In this case the old Ny slot has to be translated in the
same way as the Ny slot.
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Appendix B

Acronyms

AFH Adaptive Frequency Hopping

BS Base Station

CCl Co-Channel Interference

CDH Common Double Hopping

CR Cognitive Radio

DFH Dynamic Frequency Hopping

DFHC Dynamic Frequency Hopping Community
DH Double Hopping

DFA Distributed Frequency Allocation

DHA Distributed Hopping Approach

DLF Distributed Largest First

FAP Frequency Assignment Problem

IDH Individual Double Hopping

GSM Global System for Mobile Communications
LIP Linear Integer Program

MAL Mobile Allocation List

OFA Optimal Frequency Allocation

PER Packet Error Rate

PMF Probability Mass Function

PU Primary User
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QoS Quality of Service

RH Revolver Hopping

SU Secondary User

TDMA Time Division Multiple Access
WLAN Wireless Local Area Network
WRAN Wireless Regional Area Network

|V| total number of CR cells in the network

Fiot total number of frequencies available for secondary communication
F. first non-hopping frequency

tmax maximal interference time

lsens Sensing time [ms]

tquiet quiet time [ms]

ldata data transmission time [ms]

tframe frame time [ms]

N, number of quiet times (fquiet) per data transmission time (fqata)
Nus sensing slot for the working frequency

Ny sensing slot for the sensing frequency

F,, working frequency

F; sensing frequency
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