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ABSTRACT 1 INTRODUCTION

Efficient and adaptive network topology design is fundamen-
tal in communication systems. A key problem is to construct
low-cost structures like minimum spanning trees (MSTs)
from uncertain and stochastic link measurements. However,
topology and link data often reveal sensitive attributes, in-
cluding location and traffic patterns, posing privacy risks.
We propose Differentially Private Matroid Bandits, an online
learning framework for consecutive MST construction with
formal privacy guarantees. Modeling the problem as sto-
chastic optimization over a matroid, we develop algorithms
that balance exploration and exploitation while ensuring
differential privacy in both central and local models. We es-
tablish regret upper bounds capturing the trade-offs among
privacy, accuracy, and structural complexity. Experiments on
real network data show our approach achieves near-optimal
performance with strong privacy protection.
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Efficient communication topologies are essential to net-
worked systems, including wireless sensor networks [7, 18],
ad-hoc and mobile networks [17, 26, 46], satellite constella-
tions [21, 25], and data center interconnects [10, 36]. Among
various design primitives, the minimum spanning tree (MST)
serves as a key structure for enabling multi-hop routing [14],
data aggregation [19], and broadcast dissemination [1]. In
these systems, edge weights used for MST computation often
represent application-specific connectivity metrics, such as
energy consumption, signal strength, or latency in communi-
cation networks, or interaction frequency or social proximity
in social networks. Revealing these weights or the resulting
MST can expose sensitive structural information [4, 23, 38].
For instance, in wireless or IoT deployments (e.g., smart
buildings or battlefield networks), an MST may disclose de-
vice proximity, relay nodes, or aggregation points, creating
opportunities for traffic analysis or targeted disruption. In
organizational graphs, spanning tree structures may reveal
implicit hierarchies or access patterns; in social networks,
they may highlight tightly-knit communities or influential
intermediaries. Prior work has shown that even anonymized
graphs are vulnerable to re-identification attacks via topo-
logical patterns [38]. These risks underscore the need for
privacy-preserving topology construction algorithms, partic-
ularly in settings where network structures reflect sensitive
operational data. Differential privacy (DP) [12] offers a rigor-
ous and widely adopted framework for private data analysis.
Several works have studied differentially private graph algo-
rithms [22], including for MST computation [28, 29, 32, 34].
However, these methods are fundamentally offline: they as-
sume access to the full graph and all edge weights in advance,
and return a one-shot output. This assumption breaks down
in practical systems, where link quality is uncertain, stochas-
tic, or observable only through repeated interactions (e.g.,
via packet success rates or round-trip time measurements).
In such settings, MST construction becomes an online learn-
ing problem: the system must sequentially explore edges
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and build increasingly accurate and efficient topologies over
time. This raises a natural question: Can we design algorithms
that learn to construct minimum-cost spanning trees through
sequential interactions, while ensuring rigorous differential
privacy guarantees?

Our Contribution. We address this question by studying
the problem of matroid bandit optimization (MBO), focus-
ing on MST as a canonical application. The matroid bandit
framework [20] models stochastic combinatorial optimiza-
tion where feasible actions form the independent sets of a
matroid, a structure generalizing spanning trees, matchings,
and linear independence. In our setting, each network edge
corresponds to a stochastic base arm, and each feasible span-
ning tree corresponds to a super arm (i.e., a matroid basis). At
each round, the algorithm selects a spanning tree, observes
stochastic feedback on its edges, and aims to minimize cumu-
lative regret under DP constraints. Our main contributions
are: (1) We formalize private MBO problem under both cen-
tral and local DP (CDP/LDP) models; (2) We develop new
anytime privacy-preserving algorithms that achieve near-
optimal regret bounds. Our methods combine the optimistic
matroid maximization principle with tailored noise mecha-
nisms and confidence bounds for matroid structures; (3) We
apply our framework to online private MST construction
in stochastic networks, and empirically demonstrate that
accurate, private topologies can be learned over time even
under strong privacy constraints.

Related Work on Matroid Bandits. The matroid ban-
dit problem was introduced by [20], who proposed the
Optimistic Matroid Maximization (OMM) algorithm using
UCBI1 [3] to construct confidence bounds. [39] later improved
gap-dependent constants via KL-UCB [15], yielding the KL-
OSM algorithm. Beyond UCB approaches, [45] developed a
Thompson Sampling variant with Beta priors that matched
the optimal regret rate. Other works have explored related
directions, including best-arm identification [8], efficiency
improvements [31], submodular maximization [30], and ro-
bustness [40, 41]. Privacy in bandit learning has been studied
extensively for classical [24, 33, 35, 42, 43] and combinato-
rial bandits [9], but only recently considered for matroid
bandits by [6]. Compared to their work, we (1) study both
central and local DP models, while they focus solely on CDP;
(2) provide both gap-dependent and gap-free regret bounds,
whereas they only give gap-dependent bounds; and (3) in-
troduce a hybrid-scheme-based DP-UCB strategy, showing
it is as effective as their lazy-update approach.

2 PRELIMINARIES

Matoid Optimization A matroid is a pair M = (E, 1),
where E = {1,..., N} is a finite ground set, and 7 C 2 isa
family of subsets of E, called the independent sets, satisfying
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the following properties: (1) Non-emptiness: 0 € 7; (2)
Hereditary property:if A € 7 and A’ C A, then A’ € 1;(3)
Augmentation property: if A, B € I and |A| > |B|, then
there exists a € A\ B such that BU{a} € 7. An independent
set A € 7 is called a basis of M if it is inclusion-maximal in
I ,ie., there exists no A’ € I such that A c A’. Equivalently,
for any a € E \ A, we have AU {a} ¢ 1. Let B denote the
set of all bases of M. It is a well-known fact that all bases
of a matroid have the same cardinality [27], known as the
rank of the matroid. We denote the rank by K, so that for
any A € 8B, |A| = K. In the classical matroid optimization
problem, each element a € E is assigned a non-negative
weight w,. Let w € (R*)N denote the weight vector. The
objective is to find a basis A* that maximizes the total weight,
ie, A* := argmaxgeg D,qgca Wo- This problem admits an
efficient solution via the greedy algorithm [13].

Matroid Bandit Optimization Matroid bandit optimiza-
tion (MBO) is an online and stochastic generalization of
matroid optimization. An agent interacts with a matroid ban-
dit instance sequentially over T rounds. Each element a € E
is referred to as a base arm, associated with an unknown
reward distribution 9,, and each basis in B is called a su-
per arm. At each round t € [T], the agent selects a super
arm A(t) = {a1(t),...,ax(t)} € B. Each selected base arm
a € A(t) yields stochastic feedback x,(t) ~ D,, drawn i.i.d.
across rounds. We assume each 9D, is bounded in [0, 1]. Let
Uq = E[x,4(t)] denote the mean of D,, which serves as the
expected reward or “weight” of base arm a. We consider the
semi-bandit feedback setting [2], where the agent observes
the feedback from each played base arm, i.e., upon playing
A(t), the agent receives total reward r(t) := X ,ca(r) Xa(t)
and observes the feedback set {(a,x,(t)) | a € A(t)}. The
goal is to design a learning policy 7 that maximizes the
agent’s expected cumulative reward over T rounds. Equiva-
lently, we aim to minimize the expected cumulative regret,
defined as: Rr := E[ZZ:](ZaeA* xq(t) — ZaeA(t) xa(1))],
where A* := argmaxseg Y, 4c4 Ha 1S the optimal super arm,
and the expectation is over all randomness involved. W.lo.g.,
let A* = {a7,...,ag}, sorted so that az is the base arm with
the k-th largest mean. A base arm a € E \ A* is called sub-
optimal; any aj € A* is an optimal base arm. For any pair
(a, ar) with a sub-optimal and a} optimal, define the pair-
wise gap as Ay = Hgx = Ha- For each sub-optimal base arm
a, define the index set: H, = {k € [K] | Agx > 0}, which
collects the indices of optimal arms with strictly higher mean
than a. Let H, := |H,]|. Define the gap of base arm a as the
smallest non-zero pairwise gap: A, = Agm,.

Differential Privacy Since the feedback in each round ¢
may reveal sensitive user information, we aim to protect the
data contributed by user t. We study how to design private
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learning algorithms for matroid bandit optimization that sat-
isty differential privacy (DP). Specifically, we consider both
the central and local models of DP, and provide definitions
tailored to the matroid bandit setting. In the central DP
model (CDP), we assume the agent is trusted and has access
to the true feedback from each user t € [T]. Let o; denote
the observation in round ¢, and 0y, the sequence of obser-
vations up to round t—1. We require the learning algorithm
7 to be differentially private, as defined below.

Definition 1 (e-Differentially Private Matroid Bandit Al-
gorithm). A matroid bandit algorithm = is said to be e-
differentially private if, for any two observation sequences
01:t—1 and o7,,_, that differ in at most one round, and for any
measurable subset U C B, it holds that: P,[A(t) € U |
01:1-1] < €€ -Pr[A(t) € U |0}, ,].

This definition requires the algorithm = to be randomized
such that its output distribution does not change signifi-
cantly when a single observation is modified. In the local
DP model (LDP), the agent is not trusted to access raw
feedback. Instead, each user perturbs their feedback using
a local randomizer R(-) before sending it to the agent. The
agent thus receives only privatized feedback. The local DP
requirement is defined as follows.

Definition 2 (Local Differential Privacy). Let R : X —
Y be a randomized mechanism. Then R satisfies e-local

differential privacy if, for any x, x’ € X and any measurable
subset U C Y, we have: P[R(x) € U] < e -P[R(x") € U].

In both CDP/LDP, € is known as the privacy budget, which
quantifies the level of indistinguishability between neighbor-
ing inputs: smaller € indicate stronger privacy.

Definition 3 (Laplace Mechanism [12]). Let g : X" — R4
be a query function, and let D € X" be a dataset. The Laplace
mechanism with privacy parameter € outputs: £(D, g, €) =
q(D) + (L1, Ly, ..., Lg), where each L; is drawn i.i.d. from
the zero-mean Laplace distribution Lap(AlT@). Here, A1(q)
denotes the ¢ -sensitivity of q: A1(q) = supp_p [lg(D) —
q(D")|l1,and D ~ D’ indicates that D and D’ differ in at most
one entry. The Laplace distribution Lap(b) has probability
density function ﬁ exp(—|x|/b). The Laplace mechanism
satisfies e-DP.

3 MBO IN CDP

We present an anytime algorithm that achieves e-DP for
the matroid bandit optimization problem under the central
model. That is, our algorithm does not require prior knowl-
edge of the time horizon T and maintains privacy guaran-
tees throughout. It is based on the Optimistic Matroid Max-
imization (OMM) principle [20], combined with the hybrid
data releasing scheme [5] to privately estimate the cumu-
lative feedback for each base arm. The hybrid scheme is a
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powerful technique for privately releasing partial sums over
unbounded data streams. Originally developed for general
streaming data, it has been applied to private multi-armed
bandits [16, 43]; here, we extend it to the differentially pri-
vate combinatorial bandit setting. The key idea is to combine
the logarithmic mechanism and the binary mechanism: the
former releases noisy aggregates at exponentially increas-
ing time steps t = 2" using Laplace noise, while the latter
constructs additional noisy sums between these points to
support continuous estimation. In contrast, [9] adopt only
the binary mechanism for the combinatorial semi-bandit set-
ting, which requires a known time horizon T and assumes a
bounded stream. Moreover, they treat each round’s feedback
as a K-dimensional vector and apply a single binary mecha-
nism to the entire vector stream, splitting the privacy budget
€ evenly across components. This leads to a regret bound
with a multiplicative factor of K log® T, due to the sequence
length for each base arm effectively being ¢ rather than its
own pull number T, (¢t — 1). We address this limitation by
assigning a dedicated hybrid instance to each base arm, allo-
cating privacy budget € evenly across arms. Consequently,
the sequence length for each base arm a becomes its own
pull count T, (t—1). This refinement improves the previous
Klog® T regret factor to K min{K, log T} log T. Building on
this design, we propose Differentially Private Optimistic
Matroid Maximization (DP-OMM), a DP adaptation of the
OMM algorithm [20]. DP-OMM maintains private upper con-
fidence bounds (UCBs) for each base arm using its associated
hybrid mechanism. A detailed description is provided in Al-
gorithm 1. At a high level, DP-OMM operates as follows: for
each base arm a € E, it creates a hybrid mechanism instance
Hybrid, and relies solely on its noisy feedback sum. In each
round t, the algorithm computes the UCB U,(t) for each
arm, sorts all arms by UCB in descending order, and greedily
selects a maximal independent set A(¢). It then plays A(t)
and updates each Hybrid, with the observed feedback x,(%).

Theorem 1. DP-OMM (Algorithm 1) satisfies e-DP under the
central model. The expected cumulative regret of DP-OMM
after T rounds is bounded as follows: (1) Gap-dependent

bound: RT < 5(2a€AT loAgaT + (N—K)Kmin{K,IogT}logT)

(2) Gap-free bound: Rr
(N—K)Kmin{K,logT}logT)

>

< OGR/(N-K)KTlogT +

4 MBO IN LDP

We now study the problem of designing an e-differentially
private algorithm for matroid bandit optimization under the
local DP model. As discussed earlier, in the local DP set-
ting the agent is untrusted, and each user t must add noise
to their own feedback before sending it to the agent. We
adopt the Laplace mechanism for local randomization and
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Algorithm 1: DP-OMM

Algorithm 2: LDP-OMM

Input: Time horizon T, privacy parameter €
Output: Arm choices A(t) fort =1,...,T
1 Construct N hybrid mechanisms for base arms
denoted by Hybrid,, ..., Hybridy;, each with privacy
budget ¢ = %;
2 for eacha € I do
3 Sample a feedback x,(0) ~ Dg;
4 Insert x,(0) into Hybrid ;
5 Initialize T,(0) « 1;
6 fort < 1toT do

7 for eacha € E do

8 Query Hybrid, to obtain noisy feedback sum
Salt = 1);

9 Compute the empirical mean:

Wal(t = 1) « Sa(t = 1)/Ta(t - 1);

10 Compute the upper confidence bound:

11 Uy(t) «

Tt g - S,

12 Initialize A(t) « 0;

13 Sort the base arms in descending order of their
upper confidence bounds, i.e.,

Ual(t) 22 UaN(t)§

14 fori <« 1to N do

15 if A(t) U {a;} € 7 then

16 L L Update A(t) « A(t) U{a;};

17 Play the super arm A(t) and obtain the reward

ZaeA(t) Xa(t);
18 for each a € A(t) do
19 Insert the observed feedback x,(t) into
Hybrid ;
20 Update T,(t) « T,(t —1) + 1;

propose the Locally Differentially Private Optimistic
Matroid Maximization (LDP-OMM) algorithm, presented
in Algorithm 2. LDP-OMM extends the non-private OMM
framework [20] to the local DP setting via a UCB-based strat-
egy. The overall structure parallels Algorithm 1, but with
a key distinction: LDP-OMM maintains private confidence
intervals for each base arm using independently perturbed
feedback, rather than aggregating noisy empirical means.
Adding Laplace noise to each observed feedback introduces
additional variance in mean estimation. Thus, the confidence
intervals must be carefully adjusted to account for this noise.
Prior results on Laplace concentration (e.g., [44, Lemma 1])

Input: Time horizon T, privacy parameter €
Output: Arm choices A(t) fort =1,...,T
€ — %
for eacha € E do
Sample a feedback x,(0) ~ Dy;
Add Laplace noise to the feedback:
wa(0) « x,(0) + v, where v ~ Lap(é);
5 Initialize T,(0) « 1;
6 fort — 1toT do
7 for eacha € E do
8 Compute the upper confidence bound:

9 Ua(t)<—v~va(t—1)+1/%+
1 [2log(2t*) 2log(2t*) |.
max{e_ov Ta(t=1) * @Ta(t=1) }
10 Initialize A(t) « 0;
11 Sort the base arms in descending order of their
upper confidence bounds, i.e.,
Ug, (1) 2 -+ + 2 Ugy (2);
12 fori «— 1to N do
13 if A(t) U {a;} € I then
14 L Update A(t) «— A(t) U {a;};

=

oW N

15 Play the super arm A(t) and obtain the reward

DacA(r) Xa(1);

16 for each a € A(t) do
17 Add Laplace noise to the feedback:

x,(t) = x4(t) + v, where v ~ Lap(e—lo);
18 Agent observes x/,(t) of each a € A(t);
19 Update T, (t) « T,(t — 1) + 1;
20 Update the empirical mean:
91 Wa(t) - Ta(t—1)~1;22;)—1)+x;(t);

require a sample size n exceeding Q(log %), which is un-
suitable for online settings where n starts from 1 and grows
incrementally. To address this, we establish the following
fine-grained concentration for Laplace random variables:

Lemma 1. Let Xy,...,X, ~ Lap(b) be i.i.d. samples. Then,
for any n > 1, with probability at least 1 — 5, we have:

|% 1 Xi| < max{2b+/2log(2/5)/n, 4blog(2/5)/n}.

This result is used to construct the confidence intervals of
LDP-OMM, which provides a valid confidence bound for all
n € N*. When n > 2log %, the bound recovers the standard

O(+/log(1/6)/n) rate as in [44]. When n is small, the bound
transitions smoothly to O(log(1/8)/n), which is consistent
with the classical tail bound for Laplace variables.
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Theorem 2. LDP-OMM (Algorithm 2) satisfies e-DP under
the local model. The expected cumulative regret of DP-OMM
after T rounds is bounded as follows: (1) Gap-dependent

bound: Ry < O(IE%2 > log T ); (2) Gap-free bound:

acA* Zxa)[1a

Rr < O(2/(N-=K)KTlogT)

5 EXPERIMENTS

We evaluate the performance of our proposed DP/LDP-OMM
algorithms on real-world datasets. As a baseline, we use the
non-private OMM algorithm [20]. The task considered is
network routing, formulated as a stochastic optimization
problem over a graphic matroid, using data from the Rocket-
Fuel dataset [37]. We assume that the routing network forms
a spanning tree, and the Internet Service Provider (ISP) aims
to learn a spanning tree that minimizes the expected total la-
tency across all selected edges. The ground set E corresponds
to the set of all graph edges, and a subset is considered inde-
pendent if it contains no cycles. The edge latency at round
t is defined as x.(t) := p, — 1+ 0(t), where . is the mean
latency of edge e from the RocketFuel dataset, and 0(¢) is sam-
pled from an exponential distribution with rate parameter 1.
Since edge latencies in ISP networks often reflect physical
distances between nodes [11], they may reveal users’ loca-
tion privacy, especially if an adversary has access to auxiliary
structural information. This motivates the need to protect
edge feedback during the learning process. In our experi-
ments, the privacy budget € is varied over {0.25,0.5, 1.0, 2.0}
for CDP and {0.5, 1.0, 2.0, 4.0} for LDP. Cumulative regret is
used as the evaluation metric. For each configuration, we
conduct at least 100 independent runs and report the average
results. The performance of the baseline OMM algorithm
is shown in all figures as a dashed line. Experiments are
conducted on two ISP topologies of different sizes from the
dataset. As shown in Figure 1, both DP/LDP-OMM achieve
sublinear cumulative regret under various privacy levels, sig-
nificantly outperforming the non-private baseline in terms
of privacy protection. DP-OMM consistently yields lower
regret than LDP-OMM, which is expected given that LDP
enforces stricter privacy constraints. However, the perfor-
mance gap narrows as € increases, indicating that LDP-OMM
can approach the performance of DP-OMM when the privacy
budget is sufficiently large. These results demonstrate the
efficacy of our algorithms for DP-MBO under both CDP/LDP.

6 CONCLUSION

We presented differentially private algorithms for matroid
bandit optimization, addressing the challenge of learning effi-
cient network topologies under rigorous privacy constraints.
We designed algorithms that achieve strong theoretical guar-
antees and empirical performance. Our results demonstrate
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Figure 1: Cumulative regret of e-DP-OMM (left column)
and ¢-LDP-OMM (right column) with baseline OMM
on ISP networks. Top row: 108 nodes and 153 edges.
Bottom row: 87 nodes and 161 edges.
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that meaningful utility can be retained even under strict pri-
vacy requirements, enabling practical deployment of private
topology optimization in sensitive networked systems.
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