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Abstract

In an internetendsystem,many applicationswith variousrequirementson their datastreamtrans-
missionrun simultaneously. The managementof thesedatastreamsin a sendingendsystem,and
particularlytheflow andcongestioncontrol for thedatastreams(if they exist at all), is for eachdata
streamseparateandindependentfrom all otherdatastreams.

An interestingalternative to sucha separatedatastreammanagementin a sendingendsystem
mightbeacommondatastreammanagementfor all datastreamsin asendingendsystem.Thiscom-
mon datastreammanagementconsistsof two differentaspectsimproving the overall performance,
i.e., the throughputandthe fairness,of the datastreamsof an endsystem.First, reuseof informa-
tion aboutthe currentnetwork conditionsfor an accurateadjustmentof connectionparametersof
otherdatastreamsin anendsystem.This informationcanbeimplicitly obtainedby someotherdata
streamsof the endsystemand/orexplicitly obtainedby a network performanceprobingapproach
from theendsystem.And second,a commoncongestioncontrolbetweenall datastreamsof anend
systemincludingTCPandUDPtraffic.

In thiswork someexistingapproachesfor network informationreuse,network performanceprob-
ing, anda commoncongestioncontrolareregardedandthemain ideasof theseapproachesareex-
tractedto obtaintheunderlyingprinciplesof theseapproaches.

Basedon this groundwork one of theseapproachesor a combinationof someideasof these
approachespossiblycombinedwith new ideasis selectedasa casestudyto show thepotentialof a
commondatastreammanagementcomparedto the standarddatastreammanagementof TCP and
UDPdatastreamsin anendsystem.Thiscomparative investigationwill beperformedby simulations
of anappropriatesimulationmodelwhichmustbedevelopedandimplementedby usingawell-known
simulationtool callednetwork simulatorversion2 (ns-2).
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Chapter 1

Intr oduction

In an internetendsystemmany applicationswith variousrequirementson their datastreamtrans-
missionrun simultaneously. The managementof thesedatastreamsin a sendingendsystem,and
particularlytheflow andcongestioncontrol for thedatastreams(if it exists at all), is for eachdata
streamseparateandindependentfrom all otherdatastreams.

An interestingalternative to sucha separatedatastreammanagementmight be a commondata
streammanagementfor all datastreamsin a sendingend system. Somescenarioswheresucha
commondatastreammanagementwith regardto the two existing internettransportlayer protocols
TCPandUDP might beadvantageousare:

� During the lifetime of a TCPconnectiontheTCPsenderobtainsusefulinformationaboutthe
network conditionsin thepathto thereceiver, e.g.,the(smoothed)roundtrip timeto thereceiver
or thecurrentpossiblecongestionwindow size. This informationcanbeusedfor a new TCP
connectionfrom thesameendsystemor anendsystemin thesamesubnetto thesamereceiver
or to a receiver in thesamesubnetto calculatemoreappropriatevaluesthanthestandardinitial
valuesof someof the TCP variables,e.g., the (smoothed)roundtrip time or the congestion
window size.Thusthetransientandinefficient startphaseof thenew TCPconnectionwill be
shortenedandthereforetheoverall throughputof theTCPconnectionwill beincreased.

If no TCP connectionsareyet establishedwhena new TCP connectionstartsto sendor the
informationobtainedby previousTCPconnectionsis out-datedthentheendsystemcanfindout
thecurrentnetwork conditionsin thepathto areceiverby usinganactivenetwork performance
probingapproach.

� If two or moreTCPconnectionsareestablishedto thesamereceiveror to receiversin thesame
subnetin parallel, thentheseTCP connectionsshouldhave a commoncongestioncontrol to
reacha betterfairnessand to obtaina higher overall throughput. This commoncongestion
control would alsoavoid the well-known situationwheretwo or moreparallelstandardTCP
connectionsin anendsystembehave substantiallymoreaggressive in bandwidthconsumption
in thenetwork thanoneTCPconnectionin anendsystemdoes.

� In contrastto TCPUDP hasno built-in congestionor flow control.But dueto fairnessreasons
every UDP sendershouldbehave TCP-friendly, i.e.,a UDP sendershouldnot bemoreaggres-
sive in bandwidthconsumptionthana TCPsender. Onepossibilityto achieve this behavior of
a UDP senderis to usethenetwork feedbackinformationobtainedby establishedor recently
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closedTCP connectionsof the commondatastreammanagementto control the sendingrate
of a UDP sender. If no network informationis availablethe sendingrateof the UDP sender
shouldbecontrolledby usingotheralgorithmsthatguaranteetheTCP-friendlinessof a UDP
sender.

Lookingat theseexamples,two mainissuesin commondatastreammanagementsystemsareappar-
ent:

� Reusinginformationaboutthecurrentnetwork conditionsobtainedfrom someexisting or re-
cently closeddatastreamsand/ornetwork performanceprobingapproachesfor a quicker or
more accurateadaptionof the initial valuesof the traffic or congestioncontrol variablesof
otherdatastreams.

� Providing a commonflow andcongestioncontrolin anendsystemfor all typesof traffic. This
includestheimportanttaskto makeUDP streamsTCP-friendly.

In thenext four chaptersfor bothof theseissuessomeexisting approachesaredescribed.In Chapter
2, thenetwork informationreuseapproachTCPcontrolblock interdependence(TCBI) is described.
Chapter3 considersthecommoncongestioncontrolapproachensemble-TCP(E-TCP).In Chapter4,
thepassive network performanceprobingapproach”sharedpassive network performancediscovery”
(SPAND) is portrayed. And in Chapter5 the main ideasof anothercommoncongestioncontrol
approachcalledcongestionmanager(CM) for datastreamsof differentapplicationsin anendsystem
aredescribed.A summaryof themainfeaturesof all consideredapproachescanbefoundin Chapter
6.
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Chapter 2

TCP Control Block Interdependence

2.1 Intr oduction

In thesenderof aTCPconnectionthevariablesandparametersof theTCPconnectionarestoredin a
memoryblockcalledTCPcontrolblock. Thesevariablesandparameters,e.g.,thecongestionwindow
size,theslow startthresholdor the(smoothed)roundtrip time,areveryimportantfor theaccurateand
protocol-conformworking of theTCPsender. Togetherthevariableshold theinformationaboutthe
connectionandnetwork statusobtainedby thenetwork so far on a per-connectionbasis(seeFigure
2.1).

Internet

TCP Sender

TCP Receiver

TCP Receiver

TCP Control Block
�

TCP Control Block
�

LAN/Subnet

LAN/Subnet

TCP 1 TCP N

e.g.�
- RTT
- CWND
- SSTHRESH

e.g.�
- RTT
- CWND
- SSTHRESH

Information found out from the network

Figure2.1: TheTCPcontrolblocksof aTCPsender

During thelifetime of aTCPconnectionthis informationis continouslyupdated.
It might be— at least— aninterestingideato usethestoredinformationof oneTCPconnection

for otherTCP connectionsin orderto improve their performance,i.e., the fairnessandthroughput.
This is theideabehindtheTCPcontrolblock interdependence(TCBI) [5].

In this text a TCPsenderwith TCBI capabilitiesis calleda TCBI TCPsenderor, briefly, a TCBI
sender. The TCBI approachis only reasonablebetweenTCP connectionsof a TCBI senderwhich
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have thesameTCPreceiver or at leastTCPreceiversin thesamesubnetof thenetwork. TheseTCP
connectionsform a TCBI TCPconnectionsetor, briefly, aTCBI connectionset.

Whichof theinformationof otherTCPconnectionsbelongsto thesameTCBI connectionsetand
how this informationis usedfor a new TCPconnectionof theTCBI connectionsetis dependenton
theimplementationof theTCBI controllerin theTCBI sender.

TheTCBI canbeusednot only for adjustingtheconnectionvariablesof new TCPconnections.
In a scenariowith mobile TCP receivers the TCBI canbe usedafter a handover of a mobile TCP
receiver for two reasons:
First andsimilar to the TCBI of a new TCP connection,to increasethe throughputandfairnessof
theTCPconnectionby usingahigher(initial) congestionwindow sizeafterthehandover if possible.
And second,to reducethe probability of a congestionin the new subpathof the TCP connection
betweenthe handover switchingnodein the network and the new basestationby usinga smaller
congestionwindow sizethanthecurrentcongestionwindow sizeif necessary. Thelattercaseis the
more importantone from the network point of view, sincea congestionnegatively influencesthe
throughputof all TCPconnectionsover thecongestedpath.

Thenext two sectionssummarizethepotentialitiesanddifficultiesin usingtheTCBI approachin
fixedandwirelessnetworks.

2.2 TCP control block interdependencein fixed networks

In thefollowing list someideasaboutthefeasibility andusabilityof theTCPcontrolblock interde-
pendencein fixednetworksarementioned:

� If theTCPconnectionsof aTCBI senderhavedifferentTCPreceivershow fineshouldthegran-
ularity bechosento determinethat two or moreof theseTCPconnectionshave TCPreceivers
in thesamepartof thenetwork andcanform aTCBI connectionset?

If the precisesegmentationof a classA, B, or C network in subnetworks is not known, only
the network part of a classA, B, or C network addresscanbe usedfor that. But this might
betoo inaccurate,since,for example,awholeclassB network usuallyconsistsof many LANs
with differentcurrentlyavailablebandwidths.The sameproblemoccursif someof the TCP
receiversarelocatedbehinda routerwith network addresstranslation(NAT) capabilities.

� The TCBI canbe usednot only betweenTCP connectionswhich exist in parallel (ensemble
TCBI), but alsobetweenanew TCPconnectionandoneor moreTCPconnectionswhichwere
recentlyclosed(temporalTCBI). In someTCPimplementations,e.g.,in theLinux kernel,the
controlblockof a terminatedTCPconnectionfurtherexistsfor ashortperiodof time.

But how longcanthedurationbebetweenaclosedTCPconnectionandanew TCPconnection
thattheinformationobtainedfrom thenetwork sofar is still meaningfulandnot totally out-of-
dateandevendetrimentalfor theperformanceof theTCPconnections?

Measurements[1] have shown that with a properobservation methodfor the availableband-
width onapathseenby oneTCPconnectionthevaluefor theobservedbandwidthcanbeused
asa fairly goodpredictionfor thefutureavailablebandwidthfor otherTCPconnectionson the
samepathfor aperiodof time on theorderof tensof minutes.
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� The informationexchangebetweenTCP connectionsof a TCBI connectionsetcanbe done
once,e.g., at the start of a new TCP connection,or dynamicallyduring the whole lifetime
of the TCP connectionsin the sameTCBI connectionset. This decisioncandependon the
TCPvariablesfor which theTCBI is used,e.g.,for all TCPconnectionsof aTCBI connection
setonly onevalue for the (smoothed)roundtrip time or the derived timeout timer seemsto
be reasonable.Anotherpossibility is to usean aggregatecongestionwindow sizeandshare
it (dynamically)over the TCP connectionsof the TCBI connectionset. A new part of the
TCBI controller, potentiallywith differentpriority classesfor theTCPconnectionsof theTCBI
connectionset,is ableto assigntheaggregatecongestioncontrolparametersto eachof theTCP
connectionsin theTCBI connectionset.This is similar to theideasof theTCPimplementation
in theensemble-TCPapproach[6] which is describedin detail in thenext chapter.

� The TCBI might be usedto shortenthe transientstartphaseof a TCP connectionwith small
congestionwindow sizesdueto theTCPslow startalgorithm.Particularlyfor shortTCPcon-
nectionswith only a few segmentsto sendthe TCBI might be very useful,sincefor eachof
theseTCP connectionsthe transientstart phaseis a large part of the whole lifetime of this
TCP connectionandhasa high andnegative influenceon theoverall throughputof this TCP
connection.

� Although the TCBI might be very useful for shortTCP connections,for an accuratecollec-
tion of informationaboutthenetwork theTCBI sendershouldhave many TCPconnectionsin
parallelor oneafteranotherat shortintervalsandat leastsomeof themshouldbelongerTCP
connectionswith dozensof segmentsto be transmitted.Only thoselongerTCP connections
have achanceat all to increasetheir congestionwindow sizeto a valuethatrepresentsthecur-
rentlyavailablebandwidthin thepathto areceiver sothatshorterTCPconnectionscanbenefit
from it if they usetheTCBI.

� Only thoseTCPconnectionscanbenefitfrom theTCBI whichhaveasufficient longroundtrip
time betweenthe TCBI senderandthe TCP receiver andthereforecanmake useof a higher
(initial) congestionwindow size. Other TCP connectionswith a short round trip time, e.g.,
intra-LAN TCP connections,cannottake advantageof a higher (initial) congestionwindow
size,sincetheTCBI sendercansendonly onesegmentandasmallfractionof anothersegment
duringthis roundtrip time.

In general,one TCBI senderrarely hasas many TCP connectionsthat the TCBI can be usedby
expectinga noticeableincreaseof themeanthroughputof all of its TCPconnections.But, for exam-
ple, a highly frequentedWWW server or a proxy server with TCBI capabilitieshave a muchhigher
probability to usethe TCBI for increasingthe meanthroughputand the fairnessof all their TCP
connections.

2.3 TCP control block interdependencein wir elessnetworks

In thefollowing list someadditionalideasabouttheusageof theTCPcontrolblock interdependence
in networkswith at leastonewirelesslink, e.g.,thelasthopto TCPreceiversin awirelessLAN, and
with mobileTCPreceiversarementioned:
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� For a standardTCP senderin a wired network an observed packet loss is an indication of
congestionin thenetwork. Therefore,it drasticallyreducesits sendingrateby decreasingthe
congestionwindow sizeandusestheslow startalgorithmto find out thecurrentpossibleload
for thenetwork. This reactionof a TCP senderis not appropriatefor a TCP connectionover
at leastonewirelesslink, sincein generalmostof the observed packet lossesof sucha TCP
connectionoccur in the wirelesslink andarenot causedby congestionin the network (in a
wirelesslink thebit errorrate(BER) is severalordersof magnitudehigherthanin awired link,
i.e., in awirelesslink apacket or acknowledgmentlossoccursmoreoftenthanin awired link).

If theTCPcontrolblockinterdependenceisusedfor aTCPconnectionoveratleastonewireless
link, thedescribedreactionof a standardTCPsenderon packet lossesin thewirelesslink can
vitiate the whole advantageof the TCBI approach,sincea higher congestionwindow size
at the beginning of a TCP connectioncanbe rapidly reducedto one(or two in currentTCP
implementations)afterobservingthefirst packet loss.

For TCPconnectionsin a wirelessnetwork theTCPcontrolblock interdependenceshouldbe
combinedwith other mechanismsdesignedfor a betterperformancefor TCP over wireless
links, e.g.,the remotesocket architecture(ReSoA)[4]). Anotherinterestingideais to enable
theTCPsenderto distinguishbetweenpacket lossescausedby congestionin thenetwork from
packet lossesin thewirelesslink(s). ThentheTCPsendercanadequatelyreactonpacket losses
andno TCPthroughputcollapsewill occur.

� In the context of this text the mobility of a TCP receiver meansthat the receiver is mobile
during the lifetime of a TCP connection,i.e., the mobile receiver hasto performa handover
from its currentbasestationto its new basestation.For a handover TCPconnectiontheTCP
control block interdependenceshouldbe usedfor two reasons.First andsimilar to theTCBI
of a new TCPconnection,to increasethethroughputof theTCPconnectionby usinga higher
initial congestionwindow sizeif possible,andsecond,reducingtheprobabilityof congestion
in thenew subpathof theTCPconnectionby usinga smallercongestionwindow sizethanthe
currentcongestionwindow sizeif necessary. The latter caseis the moreimportantonefrom
thenetwork point of view, sincea congestionnegatively influencesthethroughputof all TCP
connectionsover thecongestedrouteror thecongested(new) basestation.

� The TCP control block interdependencecanonly be usedif a TCP senderhasthe capability
to detecta handover of a mobileTCPreceiver, i.e., thehandover mustbenon-transparentfor
theTCPsender. Thehandover detectioncanbedonein an indirectway, e.g.,by usingthe IP
pathdiscovery mechanismif thereis enoughtimefor it. But for somewell-known mechanisms
to achieve mobility in IP-basednetworks,e.g.,mobile IP, this doesnot apply. Anotherreason
againstnon-transparenthandoversis thatat any time theTCPsenderhastheknowledgeof the
currentlocationof themobileTCPreceiver. But thesearerathersecondaryaspectscompared
to theadvantagea non-transparenthandover has:Only a non-transparenthandover cantrigger
a mechanismin the TCP senderwhich canavoid congestionin the new subpathof the TCP
connectiondueto ahandover of themobileTCPreceiver.

� A non-transparenthandovercanbeinterpretedasatwo-stepoperation.In thefirst steptheTCP
connectionto theold locationof themobileTCPreceiver is closed.In thesecondstepa new
TCPconnectionto thenew locationof themobileTCPreceiver is opened.Thesetwo stepscan
bedonein parallelto reducethehandover latency time.
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For thenew TCPconnectionof a non-transparenthandover two scenariosarepossible.In the
first scenariotheTCPsenderstartssendingsegmentsfollowing thelastacknowledgedsegment
of theold TCPconnectionbeforethehandover hasoccurred.This additionalfeaturerequires
someminor changesin the existing implementationof a TCP senderto exchangethe state
informationof theold TCPconnectionwith thenew TCPconnection.In thesecondscenario
theTCPsenderstartssendingsegmentsfrom thebeginningof theold TCPconnection.In this
scenarioalsoan application-controlled behavior of theTCP senderwhich avoids the sending
of alreadyacknowledgedsegmentsis conceivable.

If a TCPsenderwith TCBI capabilitieshastwo or moreTCPconnectionsto (mobile)TCPreceivers
in adjacentcells of a wirelessnetwork than the TCBI canbe usedfor a handover of oneof these
(mobile) TCPreceivers into anothercell of thewirelessnetwork whereat leastoneof the (mobile)
TCPreceiversof theTCPsenderis alreadylocated.This scenariois shown in Figure2.2.

Internet

TCP Sender

Handover

with TCBI
�

capabilities

TCP Receiver

mobile�
TCP Receiver

(W)LAN/Subnet

(W)LAN/Subnet

Figure2.2: TCBI in awirelessnetwork
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Chapter 3

Ensemble-TCP

3.1 Intr oduction

Thecommoncongestioncontrolof many TCPconnectionswithin anendsystemwith thesamere-
ceiver or two or morereceiversin thesamesubnetis usedto avoid the drawbacksof the following
well-known behavior of TCPconnections:� active TCPconnectionsof anendsystemareroughly
� timesasaggressive to the network thanonesingleTCP connectionis. This behavior of many
parallelTCPconnectionsof anendsystemcanleadto unfairnesstowardsotherTCPconnectionsin
the network. In addition,due to the aggressive behavior of parallelTCP connectionsthe network
cansuddenlybe highly congested.Thenmany packet lossesoccur, someor all of theparallelTCP
connectionshave to undergo a slow start, and the overall efficiency of the datatransmissionwill
dramaticallydecrease.

Onesolutionto thatproblemis theensemble-TCP(E-TCP)[6] approach.In this commoncon-
gestioncontrol approachfor TCP connectionsa groupof parallelTCP connectionswith the same
receiver or with receiversin thesamesubnetarecombinedto oneTCPensemble.Togetherwith their
connectionstatus,i.e., their TCPparametersandvariables,theTCPconnectionsof a TCPensemble
have a commoncongestioncontrol whoseaggregatedbehavior andaggressivenessto the network
is similar to the behavior andaggressivenessof a singleTCP connection.Therefore,a singleTCP
connectionof aTCPensembleis lessor atmostasaggressive asasinglestandardTCPconnection.

In additionto thisensembleTCPstatesharing,theE-TCPapproachprovidesamechanismsimilar
to thetemporalTCBI wherethenetwork informationobtainedfrom previously closedTCPconnec-
tions is reusedfor a new TCP connectionto the samereceiver or to a receiver in the samesubnet.
In this temporalTCPstatesharingtheE-TCPcanberegardedasanimplementationof thetemporal
TCBI.

Similar to theTCBI informationreuseapproachthesamequestionshave to beansweredfor the
ensemble-TCPapproach:

� Which TCPconnectionsform a TCPensembleandsharetheir TCPvariablesin orderto form
acommoncongestioncontrol?

� Which TCPvariablesof theTCPconnectionsof a TCPensemblehave to besharedandhow
shouldtheTCPvariablesbeupdatedandshared?

� If — similar to thetemporalTCBI — alsothecachedlastvaluesof thevariablesof apreviously
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closedTCPconnectionareusedfor a betteradjustmentof theinitial parametersof a new TCP
connection,how shouldthecachedvaluesof theTCPvariablesbeusedthatthey arehelpful in
improving theperformanceof thenew TCPconnection?

Exceptfor somemechanismssupportingT/TCPall changesin a givenTCPimplementationprovid-
ing the E-TCPapproachare locatedin the TCP sender. Therefore,it is worthwhile to investigate
the E-TCPapproachasan example-implementationof a commoncongestioncontrol algorithmfor
TCP connectionsin a sendingendsystem.UDP datastreamsarenot supportedby the E-TCPap-
proach.But with someminor extensionstheE-TCPapproachshouldbe amenableto supportUDP
datastreamsandimplementa commoncongestioncontrol for all datastreamsof a sendingendsys-
tem.

3.2 The E-TCP design

Oneor moreTCPconnectionsof asendingendsystemwith thesamereceiveror with areceiver in the
samesubnetarecombinedto a TCPensemble.For eachTCPensembleoneensemblecontrolblock
(ECB) is createdin which the necessaryparametersanddatastructuresfor a commoncongestion
controlof theTCPconnectionsin theTCPensemblearestored.TheECBconsistsof

� several TCPparametersaggregatedfrom theoriginal TCPcontrolblocks(TCBs) of theTCP
connectionsin theTCPensemble,e.g.,the (smoothed)roundtrip time, thevariancein round
trip time, thecongestionwindow sizeandtheslow startthreshold,

� somenew datastructuresandparameters,e.g.,the list of theTCBsof theTCPconnectionsin
a TCPensemble,themaximumsegmentsize(MSS)supportedin thepathbetweenthepair of
endsystemsof the TCP ensemble,anda bit that specifiesif rate-basedpacingis usedor not
(with thatmechanismtheperformanceof restartedidle TCPconnectionscanbeimproved[7]),

� a time-sortedlist of previously sentbut not yet acknowledgedTCPsegmentsof theTCPcon-
nectionsin theTCPensembletogetherwith anassociatedskippedACK counterfor eachTCP
segmentin the list (this list is usedfor an adaptationof a TCP segmentretransmissionand
congestiondecreasingschemeoriginally designedfor TCP-INT [8]),

� someotherparametersnecessaryonly for T/TCPconnectionswhich arenot in themainscope
of thispaper.

Therearetwo typesof ECBs:active ECBsandcachedECBs.An active ECB hasat leastoneactive
TCP connectionassociatedwith it. A cachedECB is not associatedwith a currently active TCP
connection.It consistsof ECB parametersfrom a TCPensemblewherethe lastTCPconnectionof
this TCP ensemblehasbeenpreviously closed. A new TCP connectionto the samereceiver or to
a receiver in thesamesubnetcanprofit from thenetwork informationstoredin a cachedECB, e.g.,
to shortenthe transientstartphasewith a lower performanceby usingmoreadequateinitial values
of someof the TCP variables. To avoid out-of-datenetwork informationstoredin a cachedECB
the lifetime of a cachedECB shouldbe limited, e.g.,by usingan agingalgorithmfor the network
informationstoredin acachedECB.

In eachTCP ensemblea schedulerwith four priorities is used,e.g., to give retransmittedTCP
segmentsahigherpriority overotherTCPsegmentsor to have theability to sharethewholepossible
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sendingrate of a TCP ensemblein different proportionsbetweenthe TCP connectionsof a TCP
ensemble.

In theimplementationof E-TCPdescribedin [6] theTCPretransmissiontimer is notaggregated,
i.e.,eachTCPconnectionof aTCPensemblemanagesits own TCPretransmissiontimer.

Under a specificscenariowith HTTP/1.0-traffic and no backgroundtraffic in the network the
simulationsshow a17%–61%higherthroughputfor ensembleTCPstatesharingof E-TCPcompared
to standardTCP. For temporalTCPstatesharingof E-TCPthethroughputgainis about10 %–27%
comparedto standardTCP. Thedevelopersof E-TCPfeelcertainthattheideaof ensembleor temporal
TCPstatesharingin theE-TCPapproachis alsousefulunderothertraffic conditionsin thenetwork.
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Chapter 4

SharedPassive Network Performance
Discovery

4.1 Intr oduction

If it is possibleto predictthenetwork performance,e.g.,theavailablebandwidth,thelatency, or the
packet lossprobability, betweena pair of endsystemsmany applicationscouldbenefitfrom suchan
approach.For example,applicationscanchoosetheserverwith thebestcurrentnetwork performance
from a list of servers that offer the sameservice,e.g.,FTP or WWW mirror sites. Eachof these
applicationsshouldbeableto determinein advancetheexpectednetwork performancebetweenpairs
of end systems. Previous work in this researchareahasbeenmainly focusedon active network
probingmechanismsfrom individual endsystems.Thesenetwork probesaredevelopedto measure,
for example,the round trip time and the available peakor fair sharebandwidthbetweentwo end
systemsby sendinga burst of packetsor somespecialICMP echopacketsfrom oneendsystemto
the relevant endsystemfrom which they aresentback to the sender. Dependingon the queueing
implementationin the routerson the pathbetweenthe endsystemsthe time intervals betweenthe
received echoedpacketscanbeusedto calculatethewholebandwidthor theavailablefair shareof
thebandwidthin thebottlenecklink in thepath.

But the active network probingapproacheshave threedrawbacks. Thesenetwork probingap-
proachesincreasethenetwork traffic. Sometimesthisextra network traffic canbecomeameasurable
fractionof thewhole traffic which mustbehandledby someof theservers. In addition,active net-
work probingmechanismsrequiresometime for their probesandtheevaluationof theproberesults.
And network probingfrom asingleendsystemresultsin lessaccuratenetwork informationandmore
redundantnetwork probesfrom nearbyendsystemsthana network probingmechanismfor a setof
endsystems.Thesharedpassive network performancediscovery (SPAND) [11] approacheliminates
thesedisadvantagesby usingnetwork performancemeasurementsfrom a collectionof endsystems
combinedwith passive network performancepredictionalgorithms.This approachcanbeusedonly
if the network performancebetweentwo endsystemsis predictablepreciselyenoughfrom earlier
network performancemeasurementsdoneby nearbyendsystemsandfor a longerduration.A recent
study[1] hasshown that thenetwork performancebetweentwo endsystems,i.e., oneclient andone
server, canbestablefor many minutesandverysimilar to thenetwork performanceobservedby other
nearbyclients.
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TheSPAND approachis mainlydevelopedfor endsystemsworkingasclientsto choosetheserver
with thebestcurrentnetwork performancefrom a list of serversthatoffer the requestedservice.In
this scenariothe availablenetwork informationis (re)usedon the receiver sideof the datastreams.
Although the original SPAND approachis not designedfor a commondatastreammanagementin
sendingendsystems,themainmechanismsin SPAND of collectingnetwork informationandreusing
this network informationfor otherdatastreamsareneverthelessinterestingandvaluablefor a com-
mondatastreammanagementin sendingendsystems.

In thenext threesectionswetakealook atpassivenetwork probingapproachesandattheSPAND
approach.This look is donewith regardto a commondatastreammanagementin sendingendsys-
tems.

4.2 Passivenetwork performanceprobing

Therearetwo mainreasonsfor passive insteadof active network performanceprobingmechanisms.
First,activenetwork probingmechanismsrequireadditionalnetwork traffic for theirnetwork probing.
For example,someof the existing active network probingapproachesrequiretensof kilobytesof
probetraffic for only oneprobe. This amountof probetraffic is a significantfraction of the mean
transfersizefor many WWW connections.And second,anactive-probing-baseddecisionwhich of
thepossibleserversto usefor theupcomingdatatransferneedssometimesincethenetwork pathsto
all possibleservershave to beprobedoneafteranother. A passive network probingapproachavoids
thesedrawbacks.

But passivenetwork probingmechanismsalsohaveonemaindisadvantage.They canonly collect
network performanceinformation for a remoteendsystemif oneof the endsystemsis connected
to the remoteend system. To avoid out-of-datenetwork performanceinformation or no network
performanceinformationat all for an endsystemaboutremoteendsystemsthe endsystemhasto
establishconnectionsto theremoteendsystemsoftenenough.

In passive network probing mechanismsthe collection of network performanceinformation
shouldtake into accountwhetherthenetwork performancemeasurementsaredoneby TCP-or UDP-
baseddatastreams,sincefor different transportprotocolsthe network performancemeasurements
canvary andleadto inaccuratenetwork performancepredicitionsfor othertransportprotocolsthan
thosewhichwereusedfor themeasurements.

4.3 Network information sharing

In general,onesingleendsystemis not connectedfrequentlyenoughto the remoteendsystemsof
interestto measurethe currentnetwork performancein the path to the remoteend systemsoften
enoughsuchthatapassive network performanceprobingapproachcanbereasonablyusedto predict
thefuturenetwork performancein thesepathssufficiently exactly. An alternative to thatis thecollec-
tion of thecurrentnetwork performancemeasurementsof many endsystemsin a local domain.This
canbedonein a centralizedwayby usinganetwork performanceserver which is regularly informed
by the endsystemsabouttheir currentnetwork performancemeasurements.Then, in the network
performanceserver a passive network probingapproachcanbeusedto find theremoteendsystems
with thebestcurrentnetwork performance.Thenetwork informationobtainedby thepassivenetwork
probingapproachin thenetwork performanceserver canbesharedover theendsystemsin thelocal
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internetdomain,for example,by usinga network informationrequest/responsescenariobetweenthe
endsystemsandthenetwork performanceserver.

The network informationsharingshouldnot be appliedfor endsystemswith differentnetwork
connectivity, e.g.,betweenendsystemswhichareconnectedvia modemsto theinternetandendsys-
temsin anethernet-basedenvironment,or betweenendsystemswith differentTCPimplementations.
In thesecasesthesharednetwork informationmight betoo inaccurate.

4.4 The SPAND prototype

Thearchitectureof thecurrentSPAND prototypeis shown in thefollowing Figure4.1.
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Figure4.1: Architectureof thecurrentSPAND prototype

It mainly consistsof several clients with a modified network protocol stackand oneperformance
server. Theadditionalpacketcapturehostis only usedfor network performancemeasurementsof the
datastreamsof thoseclientswhicharenotableto do thaton their own. Theclients,theperformance
server, andthepacket capturehostform a localdomainin theSPAND architecture.

All the network performancemeasurementsof the clientsandthe packet capturehostaresent
in a performancereport to the performanceserver of the local domain. In the performanceserver
a passive probingmechanismis usedto evaluatetheperformancereportsanddeterminethecurrent
network performancein thenetwork pathsto theremoteendsystems.

When,for example,a client wantsto usea serviceofferedby two or moreremoteendsystemsit
first contactstheperformanceserver of the local domainusinga performancerequest.If theperfor-
manceserverhasnetwork performanceinformationabouttheremoteendsystemsit informstheclient
accordingly. Now the client is ableto choosethe remoteendsystemwith the bestcurrentnetwork
performance.Otherwise,theclient usesthedefault remoteendsystem.

Dependingon the numberand frequency of performancereportsreceived by the performance
server, on the numberof consideredremoteend systems,and on the runtime of the performance
server, the fraction of answeredperformancerequestsmight be high or low. Measurementsin an
industrialenvironmentwith thecurrentSPAND prototypehave shown thattheperformanceserver is
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ableto answer70 % of theperformancerequestswithin receiving thefirst 300performancereports,
andat around10000receivedperformancereportstheperformanceserver reachesasteadystateper-
formancerequestansweringrateof about95%. Themeasuredaccuracy of theansweredperformance
requestsshowsthatthepredictedthroughputof theperformanceserver for apathto aremoteendsys-
temis in 69% of theansweredperformancerequestswithin a factorof 2 andin 90% of theanswered
performancerequestswithin a factorof 4 of therealobservedthroughput(see[11]). Thedevelopers
of SPAND hopethatwith somemodificationsin theperformancecapturehostandin theperformance
server they will improve theaccuracy of theSPAND performanceestimations.
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Chapter 5

CongestionManager

5.1 Intr oduction

In a currentinternetendsystemeachtraffic flow is managedseparatelyandindependentlyfrom all
other traffic flows of the endsystem. For efficiency reasonsit might be a good ideato establisha
commonmanagementframework for all traffic flows of anendsystem.Similar to theensembleTCP
approachfor TCPconnectionsthecongestionmanager(CM) [12],[13] providesa commonmanage-
mentfor all datastreamsof anendsystemto onereceiver or to receiversin thesamesubnetfrom an
end-to-endperspective. If in future internetinfrastructuresotherservicemodelsthanbesteffort are
incorporated,e.g.,differentiated/integrated servicesor otherpriority mechanismsfor packets in the
routers,a commoncongestioncontrolof datastreamsof anendsystembasedonly on thereceiver’s
IP addressmight bein generalincorrect.In this casealsothedifferenta priori propertiesof thedata
streamshave to beconsideredanda segregationof thedifferentdatastreamsof anendsystemmust
beperformed.

Themaindesignprinciplesof thecongestionmanagerareto put theapplicationsin controlandto
supportheterogenousdatastreamsandapplicationsof anendsystem.Many mechanismsof theCM
needno additionalinformationfrom thenetwork beyondtheexisting mechanismsof theusedtrans-
portprotocolsor theapplications.But for somemechanismsof theCM anadaptationof theprotocol
stackin thereceiversis necessaryto supportanew lightweightinformationfeedbackprotocol.

AlthoughtheCM approachis neithertransparentfor theapplicationsrunningon anendsystem
andusingthecommonmanagementframework nor is it strictly locatedonly on thesendersideof the
datastreams,it is valuableto investigatethe main ideasandmechanismsof theCM with regardto
developa transparentcommoncongestioncontrolfor all datastreamsof asendingendsystem.

In the next sectionthe architectureof the congestionmanageris described.In addition,some
performanceresultsobtainedby investigationsof a CM prototypearestated.

5.2 The congestionmanagerframework

In thefollowing Figure5.1thenew protocolstackof asenderusingthecongestionmanageris shown.
Thecoreof thecongestionmanagerframework is thecongestionmanageritself. It collectsnetwork
informationandmaintainsnetwork statisticswhich areusedto control the datastreamsof an end
systemfollowing robustcontrolprinciples,e.g.,theadditive increasemultiplicativedecrease(AIMD)
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Figure5.1: New protocolstackof asenderusingthecongestionmanager

approach. The CM coordinateshost- and domain-specificpath information betweenthe different
datastreams.Theobtainedpathpropertiesaresharedbetweenthedatastreams,sincethe transport
protocols(TCP, UDP, andRTP)andsomeapplicationsusingtheCM framework directlyperformdata
transmissionsonly with theconsentof theCM. Internally, theCM consistsof thefollowing parts:

� The congestioncontroller of the CM is implementedas a hybrid window- and rate-based
scheme.A window-basedAIMD mechanismsimilar to the existing TCP congestioncontrol
algorithmNewrenois usedto control theoverall datatransmissionsof anendsystemdepend-
ing on the availablebandwidthin the network. To reduceburstsof datatransmissionsof an
endsystema traffic shaperbasedon a rateestimationcombiningthecurrentcongestionwin-
dow sizeandthesmoothedroundtrip time is includedin thecongestioncontroller. If thereis
no feedbackfrom thenetwork, thecongestioncontrollerchangesto anexponentiallydecaying
rate-basedscheme.

� The scheduleris usedto distribute the availablebandwidthto theexisting datastreamsof an
endsystem.With thatapproachpriority mechanismsbetweendatastreamsof an endsystem
with differentpropertiesaswell asfairnessbetweendatastreamsof anendsystemwith equal
propertiescanbeobtained.

� Two formsof feedbackfrom thereceiversareusedin theCM to adjustits congestionwindow
sizewith responseto packet lossesdueto congestionin thenetwork: applicationnotification
(AN) andexplicit feedback(EF).

AN occurswhentheapplicationsor thetransportprotocolsareableto sendtheirown feedback
information,e.g.,packet lossesor explicit congestionnotification(ECN) from the routers,to
thesender.

EF is usedfor thoseapplicationsor transportprotocolswhich do not have an integratedfeed-
back mechanism.In this casean explicit probingprotocol from the CM to the receivers is
usedto obtainperiodicallyfeedbackinformation,e.g.,detectpacket lossesor otherusefulin-
formation,from thedatastreamsof anendsystemonaperstreambasis.Thisprobingprotocol
shouldnotrequiretoomuchadditionalbandwidthin thenetwork andshouldalsoberesilientto
probingprotocolmessagelosses.Thefrequency of theprobingprotocolis determinedto twice
per roundtrip delay. Dueto congestionin thenetwork probingmessagesor responsescanbe
lost,i.e.,thesenderhasnoacccurateestimationof thenetwork stateduringtimesof congestion.
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In this caseanexponentialagingalgorithmof thecurrentnetwork stateis usedthathalvesthe
sendingrateof all datastreamsin an endsystemevery so far measuredminimum roundtrip
time of the datastreamsduring the durationof activity. This half-life periodof the network
stateis chosenasa compromisebetweena too conservative anda too aggressive behavior to
thenetwork of thedatastreamsof anendsystem.

Thetransportprotocolsandsomeapplicationsaccessthefeaturesof theCM by usinga new API in-
corporatedwith anew CM protocollocatedbetweentheIP layerandthehigherlayersof theprotocol
stackin anendsystemsupportingtheCM.

The designof this new API is intendedto enablethe transportprotocolsand applicationsto
adapttheir sendingrate to the currentavailable bandwidthin the network pathsto the receivers.
Therefore,theAPI supportsmechanismsto querypathstatus,scheduledatatransmissions,andupdate
variablesdependingon successfultransmissionsor congestionin thenetwork. In addition,theAPI
includescallbackfunctionalitiesfrom the CM to the applicationsso that the applicationscanlearn
aboutthecurrentnetwork conditionsandhave theability to decidewhich informationto transmitand
what relative fraction of the availablebandwidthis usedfor a datastream. This feature,which is
motivatedby theend-to-endargumentandtheprincipleof applicationlevel framing(ALF), reduces
thepossibilityto havecongestionin thenetwork pathsto therelatedreceivers.TheCM canalsolearn
from theapplications,sincetheAPI providesa callbackmechanismfrom theapplicationsto theCM
to updatethenetwork statusparametersin theCM.

Thenew CM protocolis designedto take advantageof all featuresof theCM, e.g.,theprobing
protocol to periodicallyobtainfeedbackinformationfrom the receivers. However, a CM senderis
able to communicatewith a receiver that doesnot supportthe new CM protocol and the CM. In
this case,theCM in thesenderworkswell only for thosetransportprotocolsandapplicationswhich
provide feedbackinformationto the sender. Whethera receiver supportsthe CM protocolandthe
CM or not canbedeterminedby theCM senderwith a two-way handshake protocol.

If the receiver supportsthe CM protocolandthe CM, thenevery packet of the datastreamsof
the senderis encapsulatedin a new CM protocoldataunit with a CM protocolheader. This CM
protocolheaderconsistsof a protocol field which containsthe original protocol type identifier of
the encapsulatedpacket. With the type field in the CM protocolheaderthe different typesof CM
protocolmessages,e.g.,a probeor a proberesponsemessage,canbe chosen.EachCM protocol
headeris markedby aflow ID thatuniquelyidentifiestheflow for which theCM protocolmessageis
sentandasequencenumberthatreflectstheincrementalsequencenumberof theencapsulatedpacket
in theflow.

An experimentthatcomparesthethroughputof four independentTCPNewrenoconnectionswith the
throughputof four coupledTCP/CMconnectionsshows theexpectedresultthattheoverall through-
putof thesingleTCPNewrenoconnectionsis 15% higherthantheoverall throughputof theTCP/CM
connections.But while the throughputsof TCP Newreno connectionsvary by a factor of 2.7 all
TCP/CMconnectionshave nearlythesamethroughput.Therefore,for TCPconnectionstheCM im-
provesthefairnessandtheperformanceconsistency betweenTCPconnectionsthatthepredictability
of thethroughputof a TCP/CMconnectionis muchbetterthanfor aTCPNewrenoconnection.

Anotherexperimentwith oneTCP/CMconnectionandanaudiodatastreamshows thattheaudio
applicationis able to reactto changingnetwork conditionsby choosingencodingalgorithmswith
diffferent coding ratesthat matchthe currentthroughputof the TCP/CM connection. The overall
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throughputof the TCP/CM connectionand the audio datastreamis equalto the throughputof a
NewrenoTCPconnection.
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Chapter 6

Summary

In the previous chaptersthe main ideasof four commoncongestioncontrol and/ornetwork infor-
mationreuseapproachesaredescribed.Thefollowing Table6.1 summarizesthefunctionalitiesand
propertiesof theseapproaches.For comparisonreasons,it is assumedthat thefunctionalitiesof the
original receiver-sidelocatedSPAND approachareadaptatedto a sender-sidelocatednetwork infor-
mationreuseapproachsimilar to thethreeotherapproaches.

Table6.1: Overview of thefour network informationreuseapproaches

TCBI E-TCP SPAND CM

network informationreuse � � � �
commoncongestioncontrol � � � �

supportfor TCP/UDP ����� ����� ����� �����
locatedonly on thesenderside � � ����� �

transparentfor applications � � � �
complexity of theimplementation low medium high high

no additionalnetwork traffic (e.g.probing) � � � �
performancegain(expected) � ��� � ���

Theoverview shows that theE-TCPapproachhassomeadvantagesover theotherthreeapproaches.
TheCM providesmuchmorefunctionalitiesthanE-TCP, e.g.,themechanismthatapplicationscan
adapttheirsendingrateonthecurrentnetwork conditions,but atthecostof amuchhighercomplexity
of theimplementationandanew API whichchangesthestandardtransportlayerprotocolinterfaces.
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