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Abstract

In aninternetend system,mary applicationswith variousrequirement®n their datastreamtrans-
missionrun simultaneously The managementf thesedatastreamsn a sendingend system,and
particularlythe flow andcongestiorcontrolfor the datastreamq(if they exist atall), is for eachdata
streamseparatandindependentrom all otherdatastreams.

An interestingalternatve to sucha separatelatastreammanagemenin a sendingend system
mightbea commondatastreammanagemerfor all datastreamsn asendingendsystem.Thiscom-
mon datastreammanagementonsistsof two differentaspectimproving the overall performance,
i.e., the throughputandthe fairnessof the datastreamsof an endsystem.First, reuseof informa-
tion aboutthe currentnetwork conditionsfor an accurateadjustmeniof connectionparameterof
otherdatastreamsn anendsystem.This informationcanbeimplicitly obtainedby someotherdata
streamsof the end systemand/orexplicitly obtainedby a network performanceprobing approach
from the endsystem.And seconda commoncongestiorcontrol betweerall datastreamsf anend
systemincluding TCP andUDP traffic.

In thiswork someexisting approachefor network informationreuse network performanceorob-
ing, anda commoncongestiorcontrol areregardedandthe main ideasof theseapproachesre ex-
tractedto obtainthe underlyingprinciplesof theseapproaches.

Basedon this groundvork one of theseapproache®r a combinationof someideasof these
approachegossiblycombinedwith new ideasis selectedasa casestudyto shav the potentialof a
commondatastreammanagementomparedo the standarddatastreammanagemenof TCP and
UDP datastreamsn anendsystem.This comparatte investigationwill beperformedoy simulations
of anappropriatesimulationmodelwhich mustbedevelopedandimplementedy usingawell-knovn
simulationtool callednetwork simulatorversion2 (ns-2).
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Chapter 1

Intr oduction

In aninternetend systemmary applicationswith variousrequirementn their datastreamtrans-
missionrun simultaneously The managementf thesedatastreamsn a sendingend system,and
particularlythe flow andcongestiorcontrol for the datastreamq(if it exists at all), is for eachdata
streamseparat@andindependentrom all otherdatastreams.

An interestingalternatve to sucha separatalatastreammanagementight be a commondata
streammanagemenfor all datastreamsin a sendingend system. Somescenariosvheresucha
commondatastreammanagementvith regardto the two existing internettransportlayer protocols
TCPandUDP mightbeadwantageousire:

¢ During thelifetime of a TCP connectiorthe TCP senderbtainsusefulinformationaboutthe
network conditionsin thepathto therecever, e.g.,the(smoothedjoundtrip timeto therecever
or the currentpossiblecongestiorwindow size. This informationcanbe usedfor a nev TCP
connectiorfrom the sameendsystemor anendsystemin the samesubneto the samerecever
orto areceverin thesamesubneto calculatemoreappropriatevaluesthanthe standardnitial
valuesof someof the TCP variables,e.g., the (smoothedyoundtrip time or the congestion
window size. Thusthetransientandinefficient startphaseof the new TCP connectiorwill be
shortenedndthereforethe overall throughputof the TCP connectiorwill beincreased.

If no TCP connectionsare yet establishedvhena nev TCP connectionstartsto sendor the
informationobtainedoy previous TCPconnectionss out-datedhentheendsystencanfind out
the currentnetwork conditionsin the pathto arecever by usinganactive network performance
probingapproach.

o If two or moreTCPconnectiongreestablishedo the samerecever or to receversin thesame
subnetin parallel,thentheseTCP connectionshouldhave a commoncongestioncontrol to
reacha betterfairnessandto obtaina higher overall throughput. This commoncongestion
control would also avoid the well-known situationwheretwo or more parallel standardTCP
connectionsn anendsystembehae substantiallynoreaggressie in bandwidthconsumption
in the network thanone TCP connectionn anendsystemdoes.

e In contrastto TCP UDP hasnho built-in congestioror flow control. But dueto fairnesseasons
every UDP sendershouldbehae TCP-friendly i.e.,a UDP sendeishouldnot be moreaggres-
sive in bandwidthconsumptiorthana TCP sender Onepossibilityto achieve this behaior of
a UDP sendeitis to usethe network feedbackinformationobtainedby establishedr recently
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closedTCP connection®f the commondatastreammanagemento control the sendingrate

of a UDP sender If no network informationis availablethe sendingrate of the UDP sender
shouldbe controlledby using otheralgorithmsthat guaranteg¢he TCP-friendlinessf a UDP

sender

Looking attheseexamplestwo mainissuesn commondatastreammanagemergystemsareappar
ent:

¢ Reusinginformationaboutthe currentnetwork conditionsobtainedfrom someexisting or re-
cently closeddatastreamsand/ornetwork performanceorobing approachegor a quicker or
more accurateadaptionof the initial valuesof the traffic or congestioncontrol variablesof
otherdatastreams.

e Providing acommonflow andcongestiorcontrolin anendsystemfor all typesof traffic. This
includestheimportanttaskto make UDP streamsT CP-friendly

In the next four chapterdor both of theseissuessomeexisting approachearedescribedIn Chapter
2, the network informationreuseapproachl CP control block interdependenc€l CBI) is described.
Chapter3 considerghecommoncongestiorcontrolapproactensemble-TCRE-TCP).In Chapter,
the passie network performancerobingapproactsharedpassie network performanceliscosery”
(SFAND) is portrayed. And in Chapter5 the main ideasof anothercommoncongestioncontrol
approacttalledcongestiormanagefCM) for datastreamsf differentapplicationdn anendsystem
aredescribedA summaryof the mainfeaturesof all consideregpproachesanbefoundin Chapter
6.
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Chapter 2

TCP Control Block Interdependence

2.1 Intr oduction

In thesendeiof a TCP connectiorthe variablesandparametersf the TCP connectiorarestoredin a
memoryblock calledTCPcontrolblock. Thesevariablesandparameterss.g.,thecongestiorwindow
size,theslow startthresholdor the (smoothedyoundtrip time, areveryimportantfor theaccurateand
protocol-conformworking of the TCP sender Togetherthe variableshold theinformationaboutthe
connectionandnetwork statusobtainedby the network sofar on a perconnectiorbasis(seeFigure
2.1).

: B
TCP Sender 3 ——
|
~ LAN/Subnet
— =2 e ST
] Internet | ‘

TCP1 ---- TCPN 3

TCP Control Block TCP Control Block
eg. eg. ==
-RTT -RTT I 1]
- CWND - CWND ‘
- SSTHRESH - SSTHRESH ;
Information found out from the network . LAN/Subnet

Figure2.1: The TCP controlblocksof a TCP sender

During thelifetime of a TCP connectiorthis informationis continouslyupdated.

It mightbe— atleast— aninterestingdeato usethe storedinformationof oneTCP connection
for other TCP connectionsn orderto improve their performancej.e., the fairnessandthroughput.
Thisis theideabehindthe TCP controlblock interdependenc€ CBI) [5].

In thistext a TCP sendemwith TCBI capabilitiesis calleda TCBI TCP sendetor, briefly, a TCBI
sender The TCBI approachis only reasonabldetweenTCP connectionsf a TCBI sendemwhich
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have the sameTCPrecever or atleastTCPreceversin the samesubnetf the network. TheseTCP
connectiongorm a TCBI TCP connectiorsetor, briefly, a TCBI connectiorset.

Which of theinformationof otherTCP connectiondelonggo thesameT CBI connectiorsetand
how this informationis usedfor a new TCP connectionof the TCBI connectionsetis dependenbn
theimplementatiorof the TCBI controllerin the TCBI sender

The TCBI canbe usednot only for adjustingthe connectionvariablesof new TCP connections.
In a scenariowith mobile TCP receversthe TCBI canbe usedafter a handwer of a mobile TCP
recever for two reasons:

First andsimilar to the TCBI of a nevw TCP connectionto increasethe throughputand fairnessof

the TCP connectiorby usingahigher(initial) congestiorwindow sizeafterthe handawer if possible.
And second to reducethe probability of a congestionin the new subpathof the TCP connection
betweenthe handwer switching nodein the network andthe newv basestationby usinga smaller
congestiorwindow sizethanthe currentcongestiorwindow sizeif necessaryThe latter caseis the

more importantone from the network point of view, sincea congestiomegatively influencesthe
throughputof all TCP connectionsver the congestegath.

Thenext two sectionssummarizehe potentialitiesanddifficultiesin usingthe TCBI approachn
fixedandwirelessnetworks.

2.2 TCP control block interdependencein fixed networks

In thefollowing list someideasaboutthe feasibility and usability of the TCP control block interde-
pendencén fixed networksarementioned:

o If theTCPconnection®f aTCBI sendehave differentTCPrecevershow fine shouldthegran-
ularity be choserto determinghattwo or moreof theseTCP connectiondiave TCPrecevers
in thesamepartof the network andcanform a TCBI connectiorset?

If the precisesegmentationof a classA, B, or C network in subnetwrks is not known, only
the network part of a classA, B, or C network addressan be usedfor that. But this might
betooinaccuratesince,for example,awholeclassB network usuallyconsistof mary LANs
with differentcurrently available bandwidths. The sameproblemoccursif someof the TCP
receversarelocatedbehinda routerwith network addresdranslation(NAT) capabilities.

e The TCBI canbe usednot only betweenTCP connectionsvhich exist in parallel (ensemble
TCBI), but alsobetweera new TCP connectiorandoneor moreTCP connectionsvhichwere
recentlyclosed(temporalTCBI). In someTCP implementationse.g.,in the Linux kernel,the
controlblock of aterminatedl CP connectiorfurtherexistsfor a shortperiodof time.

But how long canthedurationbe betweera closedT CP connectiorandanen TCPconnection
thattheinformationobtainedrom the network sofar s still meaningfulandnottotally out-of-
dateandevendetrimentafor the performancef the TCP connections?

Measurement§l] have shavn that with a properobseration methodfor the available band-
width onapathseenby oneTCP connectiorthevaluefor the obsered bandwidthcanbe used
asafairly goodpredictionfor the future availablebandwidthfor otherTCP connection®nthe
samepathfor a periodof time onthe orderof tensof minutes.
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¢ The information exchangebetweenTCP connectionof a TCBI connectionsetcanbe done
once,e.g., at the startof a nev TCP connection,or dynamically during the whole lifetime
of the TCP connectiondn the sameTCBI connectionset. This decisioncandependon the
TCPyvariablesfor whichthe TCBI is used,e.g.,for all TCP connection®f a TCBI connection
setonly onevalue for the (smoothedyoundtrip time or the derived timeouttimer seemso
be reasonable. Another possibility is to usean aggreate congestiorwindow size and share
it (dynamically)over the TCP connectionof the TCBI connectionset. A new part of the
TCBI controller potentiallywith differentpriority classegor the TCPconnection®f the TCBI
connectiorset,is ableto assigrtheaggrgatecongestiorcontrolparameterso eachof the TCP
connectionsn the TCBI connectiorset. Thisis similarto theideasof the TCPimplementation
in theensemble-TCRpproach6] whichis describedn detailin the next chapter

e The TCBI might be usedto shortenthe transientstartphaseof a TCP connectionwith small
congestiorwindow sizesdueto the TCP slow startalgorithm. Particularlyfor shortTCP con-
nectionswith only a few segmentsto sendthe TCBI might be very useful, sincefor eachof
theseTCP connectionghe transientstart phaseis a large part of the whole lifetime of this
TCP connectionand hasa high and nggative influenceon the overall throughputof this TCP
connection.

¢ Although the TCBI might be very usefulfor short TCP connectionsfor an accuratecollec-
tion of informationaboutthe network the TCBI sendeishouldhave mary TCP connectionsn
parallelor oneafteranotherat shortintervals andat leastsomeof themshouldbe longerTCP
connectionsvith dozensof segmentsto be transmitted. Only thoselonger TCP connections
have achanceatall to increaseheir congestiorwindow sizeto a valuethatrepresentshe cur-
rently availablebandwidthin the pathto arecever sothatshorterTCP connectionganbenefit
fromit if they usethe TCBI.

¢ Only thoseTCP connectionganbenefitfrom the TCBI which have a sufficientlong roundtrip
time betweenthe TCBI senderandthe TCP recever andthereforecan make useof a higher
(initial) congestionwindow size. Other TCP connectionswith a shortroundtrip time, e.g.,
intra-LAN TCP connectionsgcannottake advantageof a higher (initial) congestiorwindow
size,sincethe TCBI sendeicansendonly onesegmentanda smallfractionof anothersegment
duringthis roundtrip time.

In general,one TCBI senderrarely hasas mary TCP connectionghat the TCBI can be usedby
expectinga noticeablancreaseof the meanthroughputof all of its TCP connectionsBut, for exam-
ple, a highly frequentedVWW sener or a proxy sener with TCBI capabilitieshave a muchhigher
probability to usethe TCBI for increasingthe meanthroughputand the fairnessof all their TCP
connections.

2.3 TCP control block interdependencean wir elessnetworks

In thefollowing list someadditionalideasaboutthe usageof the TCP controlblock interdependence
in networkswith atleastonewirelesslink, e.g.,thelasthopto TCPreceversin awirelessLAN, and
with mobile TCPreceversarementioned:
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e For a standardTCP senderin a wired network an obsered paclet lossis an indication of
congestiorin the network. Therefore,it drasticallyreducests sendingrate by decreasinghe
congestiorwindow sizeandusesthe slow startalgorithmto find out the currentpossibleload
for the network. This reactionof a TCP sendelis not appropriatefor a TCP connectionover
at leastonewirelesslink, sincein generalmostof the obsered paclet lossesof sucha TCP
connectionoccurin the wirelesslink and are not causedby congestionin the network (in a
wirelesslink thebit errorrate(BER) is several ordersof magnitudehigherthanin awired link,
i.e.,in awirelesslink apaclet or acknaviedgmentossoccursmoreoftenthanin awired link).

If theTCPcontrolblockinterdependends usedfor aTCPconnectioroveratleastonewireless
link, the describedeactionof a standardl CP senderon paclet lossesn thewirelesslink can
vitiate the whole adwantageof the TCBI approach,sincea higher congestionwindow size
at the beginning of a TCP connectioncan be rapidly reducedto one (or two in currentTCP
implementationsafterobservinghefirst pacletloss.

For TCP connectionsn awirelessnetwork the TCP control block interdependencshouldbe
combinedwith other mechanismgslesignedfor a betterperformancegor TCP over wireless
links, e.g.,theremotesoclet architecturd ReSoA)[4]). Anotherinterestingideais to enable
the TCP sendetto distinguishbetweerpaclet lossesausedy congestiorin the network from

pacletlossesn thewirelesdink(s). Thenthe TCPsendercanadequatelyeacton pacletlosses
andno TCPthroughputollapsewill occur

¢ In the contet of this text the mobility of a TCP recever meansthat the recever is mobile
during the lifetime of a TCP connectionj.e., the mobile recever hasto performa handwer
from its currentbasestationto its new basestation. For a handwer TCP connectionthe TCP
control block interdependencshouldbe usedfor two reasons.First andsimilar to the TCBI
of anew TCP connectionjo increasahethroughputof the TCP connectiorby usinga higher
initial congestiorwindow sizeif possible.andsecondyeducingthe probability of congestion
in the new subpathof the TCP connectiorby usinga smallercongestiorwindow sizethanthe
currentcongestionwindow sizeif necessaryThe latter caseis the moreimportantonefrom
the network point of view, sincea congestiomegatively influenceshe throughputof all TCP
connectiongver the congestedouteror the congestednen) basestation.

e The TCP control block interdependenceanonly be usedif a TCP senderthasthe capability
to detecta handwer of a mobile TCPrecever, i.e., the handwer mustbe non-transparerfor
the TCP sender The handwer detectioncanbe donein anindirectway, e.g.,by usingthe IP
pathdiscovery mechanisnif thereis enoughtime for it. But for somewell-knovn mechanisms
to achieve mobility in IP-basechetworks, e.g.,mobile IP, this doesnhot apply Anotherreason
againston-transparerttandwersis thatat ary time the TCP sendetasthe knowledgeof the
currentlocationof the mobile TCPrecever. But thesearerathersecondanaspectsompared
to theadwantagea non-transparertandoer has: Only a non-transparerfiandaer cantrigger
a mechanismin the TCP senderwhich canavoid congestiornin the new subpathof the TCP
connectiordueto a handwer of themobile TCPrecever.

e A non-transparertandoer canbeinterpretecasatwo-stepoperation.In thefirst stepthe TCP
connectiorto the old locationof the mobile TCP recever is closed. In the secondstepa hew
TCPconnectiorto thenew locationof themobile TCPreceveris opened.Thesetwo stepscan
bedonein parallelto reducethehandwer lateny time.
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For the naw TCP connectiorof a non-transparerttandoer two scenariosarepossible.ln the

first scenaridhe TCP sendeistartssendingsegmentdollowing thelastacknavliedgedsegment
of the old TCP connectiorbeforethe handwer hasoccurred.This additionalfeaturerequires
someminor changesn the existing implementationof a TCP senderto exchangethe state
informationof the old TCP connectiorwith the new TCP connection.In the secondscenario
the TCP sendesstartssendingsegmentsfrom the beginning of the old TCP connection.n this

scenaricalsoan application-contrited behaior of the TCP sendemwhich avoids the sending
of alreadyacknavledgedsegmentss concevable.

If aTCPsendemwith TCBI capabilitieshastwo or moreTCP connectiongo (mobile) TCPrecevers
in adjacentcells of a wirelessnetwork thanthe TCBI canbe usedfor a handwer of one of these
(mobile) TCP receversinto anothercell of the wirelessnetwork whereat leastone of the (mobile)
TCPreceversof the TCPsendelis alreadylocated.This scenarids shavn in Figure2.2.

" TCP Receiver

|
TCP Sender ——— \
. (W)LAN/Subnet
——— Internet ... Handover
] mobile
with TCBI TCP Receiver
capabilities

-

(W)LAN/Subnet

Figure2.2: TCBI in awirelessnetwork
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Chapter 3

Ensemble-TCP

3.1 Intr oduction

The commoncongestiorcontrol of mary TCP connectionswithin an endsystemwith the samere-
ceier or two or morereceversin the samesubnetis usedto avoid the dravbacksof the following
well-knowvn behaior of TCP connections:N active TCP connection®f anendsystemareroughly
N timesasaggressie to the network thanone single TCP connectionis. This behaior of mary
parallel TCP connection®f anendsystemcanleadto unfairnessowardsother TCP connectionsn
the network. In addition, dueto the aggressie behaior of parallel TCP connectionghe network
cansuddenlybe highly congested Thenmary paclet lossesoccur someor all of the parallel TCP
connectionshave to undego a slow start, and the overall efficiengy of the datatransmissiorwill

dramaticallydecrease.

Onesolutionto that problemis the ensemble-TCRE-TCP)[6] approach.In this commoncon-
gestioncontrol approachfor TCP connectionsa group of parallel TCP connectionswith the same
recever or with receversin the samesubnetarecombinedo oneTCP ensembleTogethemwith their
connectiorstatus,.e., their TCP parameteraindvariablesthe TCP connection®f a TCP ensemble
hare a commoncongestioncontrol whoseaggregatedbehaior and aggressienessto the network
is similar to the behaior and aggressienessof a single TCP connection. Therefore,a single TCP
connectiornf a TCP ensemblés lessor at mostasaggressie asa singlestandardlr CP connection.

In additionto thisensembld& CPstatesharing the E-TCPapproaciprovidesamechanisnsimilar
to thetemporalTCBI wherethe network informationobtainedfrom previously closedTCP connec-
tionsis reusedfor a newv TCP connectionto the samerecever or to a recever in the samesubnet.
In this temporalTCP statesharingthe E-TCPcanberegardedasanimplementatiorof thetemporal
TCBI.

Similar to the TCBI informationreuseapproackthe samequestionshave to be answeredor the
ensemble-TCRpproach:

e Which TCP connectiongorm a TCP ensembleindsharetheir TCP variablesin orderto form
acommoncongestiorcontrol?

e Which TCP variablesof the TCP connection®f a TCP ensembléhave to be sharedandhow
shouldthe TCP variablesbe updatedandshared?

e If — similarto thetemporalTCBI — alsothe cachedastvaluesof thevariablesof a previously
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closedTCP connectiorareusedfor a betteradjustmenbf theinitial parametersf anew TCP
connectionhow shouldthe cachedvaluesof the TCPvariablesbe usedthatthey arehelpfulin
improving the performancef thenew TCP connection?

Exceptfor somemechanismsupportingT/TCP all changesn a given TCPimplementatiorprovid-
ing the E-TCP approachare locatedin the TCP sender Therefore,it is worthwhile to investigate
the E-TCP approachasan example-implementationf a commoncongestiorcontrol algorithmfor
TCP connectionsgn a sendingend system. UDP datastreamsare not supportedby the E-TCP ap-
proach. But with someminor extensionsthe E-TCP approachshouldbe amenablgo supportUDP
datastreamsandimplementa commoncongestiorcontrol for all datastreamsof a sendingendsys-
tem.

3.2 The E-TCP design

Oneor moreTCPconnection®f asendingendsystemwith thesamerecever or with areceverin the
samesubnetarecombinedto a TCP ensembleFor eachTCP ensembleoneensembleontrol block
(ECB) is createdin which the necessarparameterand datastructuresfor a commoncongestion
controlof the TCP connectionsn the TCP ensemblarestored.The ECB consistoof

¢ se/eral TCP parameteraggrgatedfrom the original TCP control blocks (TCBs) of the TCP
connectionsn the TCP ensembleg.g.,the (smoothedyoundtrip time, the variancein round
trip time, the congestiorwindow sizeandthe slow startthreshold,

e somenew datastructuresandparameterse.g.,thelist of the TCBsof the TCP connectionsn
a TCP ensemblethe maximumseagmentsize (MSS) supportedn the pathbetweerthe pair of
endsystemsof the TCP ensembleanda bit that specifiesf rate-basegbacingis usedor not
(with thatmechanismhe performancef restarteddle TCP connectionganbeimproved|[7]),

e atime-sortedist of previously sentbut not yet acknaviedgedTCP segmentsof the TCP con-
nectionsin the TCP ensembldogethemwith anassociatedkippedACK counterfor eachTCP
segmentin the list (this list is usedfor an adaptationof a TCP sggmentretransmissiorand
congestiordecreasingchemeoriginally designedor TCP-INT [8]),

e someotherparametersiecessarpnly for T/TCP connectionsvhich arenotin the mainscope
of this paper

Therearetwo typesof ECBs: active ECBsandcachedECBs. An active ECB hasat leastoneactive
TCP connectionassociatedvith it. A cachedECB is not associatedwith a currently active TCP
connection.It consistsof ECB parametersrom a TCP ensemblevherethe last TCP connectionof
this TCP ensemblenasbeenpreviously closed. A new TCP connectionto the samerecever or to
arecever in the samesubnetcan profit from the network informationstoredin a cachedeCB, e.g.,
to shortenthe transientstart phasewith a lower performanceby usingmore adequateénitial values
of someof the TCP variables. To avoid out-of-datenetwork information storedin a cachedECB
the lifetime of a cachedECB shouldbe limited, e.g.,by usingan agingalgorithmfor the network
informationstoredin a cachedeCB.

In eachTCP ensemblea schedulewith four prioritiesis used,e.g.,to give retransmittedT CP
segmentsa higherpriority over otherTCP segmentsor to have the ability to sharethewholepossible
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sendingrate of a TCP ensembldn different proportionsbetweenthe TCP connectionsof a TCP
ensemble.

In theimplementatiorof E-TCPdescribedn [6] the TCPretransmissiotimeris notaggreated,
i.e.,eachTCP connectiorof a TCP ensemblananagedts own TCPretransmissiotimer.

Under a specificscenariowith HTTP/1.0-trafic and no backgroundtraffic in the network the
simulationsshav a17 %—61% higherthroughpufor ensembl& CPstatesharingof E-TCPcompared
to standardl CPR. For temporalTCP statesharingof E-TCPthethroughputgainis about10 %—27%
comparedo standard’ CP. Thedevelopersof E-TCPfeel certainthattheideaof ensembl@rtemporal
TCPstatesharingin the E-TCPapproachs alsousefulunderothertraffic conditionsin the network.
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Chapter 4

Shared Passve Network Performance
Discovery

4.1 Intr oduction

If it is possibleto predictthe network performancee.g.,the available bandwidth the lateng, or the
paclet lossprobability betweena pair of endsystemsanary applicationscould benefitfrom suchan
approachFor example,applicationscanchoosehesenerwith the bestcurrentnetwork performance
from a list of senersthat offer the sameservice,e.qg., FTP or WWW mirror sites. Eachof these
applicationsshouldbeableto determindn adwancethe expectechetwork performancédetweerpairs
of end systems. Previous work in this researchareahasbeenmainly focusedon active network
probingmechanismérom individual endsystems Thesenetwork probesaredevelopedto measure,
for example,the roundtrip time andthe available peakor fair sharebandwidthbetweentwo end
systemgby sendinga burst of paclets or somespeciall CMP echopacletsfrom oneend systemto
the relevant end systemfrom which they are sentbackto the sender Dependingon the queueing
implementationin the routerson the path betweenthe end systemshe time intenals betweenthe
receved echoedpaclets canbe usedto calculatethe whole bandwidthor the availablefair shareof
the bandwidthin the bottlenecHKink in the path.

But the active network probing approachefave threedravbacks. Thesenetwork probing ap-
proachesncreasahe network traffic. Sometimeghis extra network traffic canbecomea measurable
fraction of the whole traffic which mustbe handledby someof the seners. In addition,active net-
work probingmechanismsequiresometime for their probesandthe evaluationof the proberesults.
And network probingfrom a singleendsystenresultsin lessaccuratenetwork informationandmore
redundannetwork probesfrom nearbyendsystemghana network probingmechanisnfor a setof
endsystemsThesharedpassie network performancealiscovery (SFAND) [11] approacteliminates
thesedisadwantagedy usingnetwork performanceneasurementom a collectionof endsystems
combinedwith passie network performancepredictionalgorithms.This approactcanbe usedonly
if the network performancebetweentwo end systemsis predictablepreciselyenoughfrom earlier
network performancaneasurementdoneby nearbyendsystemsandfor alongerduration.A recent
study[1] hasshavn thatthe network performanceébetweerntwo endsystemsi.e., oneclientandone
sener, canbestablefor mary minutesandvery similarto thenetwork performancebseredby other
nearbyclients.
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TheSPFAND approachs mainly developedfor endsystemavorking asclientsto choosahesener
with the bestcurrentnetwork performancedrom a list of senersthatoffer the requestedervice.In
this scenariathe available network informationis (re)usedon the recever side of the datastreams.
Although the original SFAND approachis not designedor a commondatastreammanagemenin
sendingendsystemsthe mainmechanism# SPAND of collectingnetwork informationandreusing
this network informationfor otherdatastreamsare neverthelessnterestingandvaluablefor a com-
mondatastreammanagemerit sendingendsystems.

In thenext threesectionsve take alook at passie network probingapproacheandatthe SPFAND
approach.This look is donewith regardto a commondatastreammanagemenin sendingendsys-
tems.

4.2 Passwvenetwork performance probing

Therearetwo mainreasondor passie insteadof active network performancgrobingmechanisms.
First,active network probingmechanismsequireadditionalnetwork traffic for their network probing.
For example,someof the existing active network probingapproachesequiretensof kilobytes of
probetraffic for only oneprobe. This amountof probetraffic is a significantfraction of the mean
transfersizefor mary WWW connections And secondan active-probing-basedecisionwhich of
the possiblesenersto usefor the upcomingdatatransfemeedssometime sincethe network pathsto
all possiblesenershave to be probedoneafteranother A passie network probingapproachavoids
thesedravbacks.

But passie network probingmechanismalsohave onemaindisadantage They canonly collect
network performancdnformationfor a remoteend systemif one of the end systemss connected
to the remoteend system. To avoid out-of-datenetwork performanceinformation or no network
performanceanformationat all for an end systemaboutremoteend systemshe end systemhasto
establishconnectiondo the remoteendsystemsftenenough.

In passie network probing mechanismghe collection of network performanceinformation
shouldtake into accountwhetherthe network performanceneasuremen@redoneby TCP-or UDP-
baseddatastreamssincefor differenttransportprotocolsthe network performancemeasurements
canvary andleadto inaccuratenetwork performancepredicitionsfor othertransportprotocolsthan
thosewhich wereusedfor the measurements.

4.3 Network information sharing

In general,onesingle endsystemis not connectedrequentlyenoughto the remoteend systemsof
interestto measurethe currentnetwork performancen the pathto the remoteend systemsoften
enoughsuchthata passie network performancegrobingapproactcanbereasonablyisedto predict
thefuturenetwork performancen thesepathssuficiently exactly. An alternatve to thatis thecollec-
tion of the currentnetwork performanceneasurementsf mary endsystemsn alocal domain.This
canbedonein a centralizedvay by usinga network performanceener whichis regularly informed
by the end systemsabouttheir currentnetwork performanceneasurementsThen,in the network
performancesener a passie network probingapproackcanbe usedto find theremoteendsystems
with thebestcurrentnetwork performanceThenetwork informationobtainedoy the passie network
probingapproachn the network performancesener canbe sharedover the endsystemsn thelocal
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internetdomain.for example,by usinga network informationrequest/responseenaricdetweerthe
endsystemsandthe network performancesener.

The network informationsharingshouldnot be appliedfor end systemawith differentnetwork
connectiity, e.g.,betweerendsystemavhich areconnectedria modemso theinternetandendsys-
temsin anethernet-baseernvironment,or betweerendsystemswith differentTCPimplementations.
In thesecaseghe sharechetwork informationmight betooinaccurate.

4.4 The SPAND prototype

Thearchitectureof thecurrentSPAND prototypeis shavn in thefollowing Figure4.1.

Data Stream .
= = ~—( Internet
—— 1

Client . < E=s
Pl
g |8 Packet
é Capture Host
Bl] £
———a g ¥
-
Performancs "
Server | |« =
% =
J > |
Performance Request ) .
Client Local Domain

Figure4.1: Architectureof thecurrentSPAND prototype

It mainly consistsof several clientswith a modified network protocol stackand one performance
sener. Theadditionalpaclet capturehostis only usedfor network performancaneasurementsf the
datastreamf thoseclientswhich arenot ableto do thaton their own. The clients,the performance
sener, andthepaclet capturehostform alocal domainin the SFAND architecture.

All the network performancemeasurementsf the clientsandthe paclet capturehostare sent
in a performanceeportto the performancesener of the local domain. In the performancesener
a passie probingmechanismis usedto evaluatethe performanceeportsanddeterminethe current
network performancen the network pathsto the remoteendsystems.

When,for example,a client wantsto usea serviceofferedby two or moreremoteendsystemst
first contactghe performancesener of the local domainusinga performanceequest.lf the perfor
mancesener hasnetwork performancénformationabouttheremoteendsystemst informstheclient
accordingly Now the clientis ableto choosethe remoteend systemwith the bestcurrentnetwork
performanceOtherwisethe client useshe default remoteendsystem.

Dependingon the numberand frequenyg of performancereportsreceved by the performance
sener, on the numberof consideredremoteend systems,and on the runtime of the performance
sener, the fraction of answeredoerformanceequestanight be high or low. Measurementin an
industrialervironmentwith the currentSRAND prototypehave shavn thatthe performanceseneris
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ableto answer70 % of the performanceequestavithin receving the first 300 performanceeports,
andat around10000receved performancaeportsthe performancesener reaches steadystateper
formancerequesainsweringateof aboutd5%. Themeasuredccurag of theansweregerformance
requestshavs thatthepredictedhroughpuf the performanceener for apathto aremoteendsys-
temis in 69 % of theansweregerformanceequestsvithin afactorof 2 andin 90 % of theanswered
performancaequestsvithin afactorof 4 of therealobseredthroughput(see[11]). Thedevelopers
of SFAND hopethatwith somemodificationgn the performanceapturehostandin theperformance
senerthey will improve theaccurag of the SPFAND performancestimations.
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Chapter 5

CongestionManager

5.1 Intr oduction

In a currentinternetendsystemeachtraffic flow is managedeparatehandindependenthfrom all
othertraffic flows of the end system. For efficiency reasonst might be a goodideato establisha
commonmanagemerframavork for all traffic flows of anendsystem.Similar to theensemblerCP
approachor TCP connectionghe congestiormanage(CM) [12],[13] providesa commonmanage-
mentfor all datastreamsf anendsystento onerecever or to receversin the samesubnetfrom an
end-to-endperspectie. If in futureinternetinfrastructureotherservicemodelsthanbesteffort are
incorporatedge.qg.,differentiated/intgrated servicesor otherpriority mechanismsor pacletsin the
routers,a commoncongestiorcontrol of datastreamsf anendsystembasedonly ontherecever’s
IP addressnight bein generalincorrect.In this casealsothe differenta priori propertiesof the data
streamshave to be consideredinda segregationof the differentdatastreamsof an endsystemmust
be performed.

Themaindesignprinciplesof thecongestiormanageareto puttheapplicationsn controlandto
supportheterogenoudatastreamsandapplicationsof anendsystem.Many mechanismef the CM
needno additionalinformationfrom the network beyondthe existing mechanism®f the usedtrans-
port protocolsor the applications But for somemechanismsf the CM anadaptatiorof theprotocol
stackin thereceversis necessaryo supporta new lightweightinformationfeedbackprotocol.

Althoughthe CM approachs neithertransparentor the applicationsrunningon an endsystem
andusingthecommonmanagemerframevork noris it strictly locatedonly onthe sendessideof the
datastreamsit is valuableto investigatethe main ideasand mechanism®f the CM with regardto
developatransparentommoncongestiorcontrolfor all datastreamf a sendingendsystem.

In the next sectionthe architectureof the congestiormanagelis described.In addition, some
performanceesultsobtainedby investigationof a CM prototypearestated.

5.2 The congestionmanagerframework

In thefollowing Figure5.1thenew protocolstackof asendeusingthecongestiormanageis shavn.
The coreof the congestiormanageframeavork is the congestiormanageitself. It collectsnetwork
information and maintainsnetwork statisticswhich are usedto control the datastreamsof an end
systentollowing robustcontrolprinciples,e.g. theadditive increasamultiplicative decreas¢AIMD)
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Figure5.1: New protocolstackof a sendetusingthe congestiormanager

approach. The CM coordinateshost- and domain-specifigpath information betweenthe different
datastreams.The obtainedpath propertiesare sharedbetweerthe datastreamssincethe transport
protocols(TCR, UDP, andRTP)andsomeapplicationsusingthe CM framework directly performdata
transmissionsnly with the consenbf the CM. Internally the CM consistof thefollowing parts:

e The congestioncontroller of the CM is implementedas a hybrid window- and rate-based
scheme.A window-basedAIMD mechanisnsimilar to the existing TCP congestioncontrol
algorithmNewrenois usedto controlthe overall datatransmission®f anendsystemdepend-
ing on the available bandwidthin the network. To reduceburstsof datatransmission®f an
endsystema traffic shapemasedon a rate estimationcombiningthe currentcongestiorwin-
dow sizeandthe smoothedroundtrip time is includedin the congestiorcontroller If thereis
no feedbackfrom the network, the congestiorcontrollerchangedo anexponentiallydecaying
rate-basedcheme.

e The scheduleiis usedto distribute the available bandwidthto the existing datastreamsof an
endsystem. With that approachpriority mechanismbetweendatastreamsof an endsystem
with differentpropertiesaswell asfairnesshetweerdatastreamsf an endsystemwith equal
propertiescanbe obtained.

¢ Two formsof feedbackfrom thereceversareusedin the CM to adjustits congestiorwindow
sizewith responsdo paclet lossesdueto congestionin the network: applicationnotification
(AN) andexplicit feedback EF).

AN occurswhentheapplicationsor thetransporiprotocolsareableto sendtheir own feedback
information, e.g., paclet lossesor explicit congestiomaotification (ECN) from the routers,to
thesender

EF is usedfor thoseapplicationsor transportprotocolswhich do not have anintegratedfeed-
back mechanism.In this casean explicit probing protocol from the CM to the receversis
usedto obtainperiodicallyfeedbackinformation,e.g.,detectpaclet lossesor otherusefulin-
formation,from the datastreamsf anendsystemon a perstreanmbasis.This probingprotocol
shouldnotrequiretoo muchadditionalbandwidthin the network andshouldalsoberesilientto
probingprotocolmessagéosses.Thefrequeng of the probingprotocolis determinedo twice
perroundtrip delay Dueto congestiorin the network probingmessagesr responsesanbe
lost,i.e.,thesendehasnoacccuratestimatiorof thenetwork stateduringtimesof congestion.
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In this casean exponentialagingalgorithmof the currentnetwork stateis usedthat halvesthe
sendingrate of all datastreamsn an endsystemevery so far measuredninimum roundtrip
time of the datastreamsduring the durationof actiity. This half-life periodof the network
stateis chosermasa compromisebetweena too conserative anda too aggressie behaior to
the network of the datastreamf anendsystem.

Thetransportprotocolsandsomeapplicationsaccesghe featuresof the CM by usinganew API in-
corporatedvith anew CM protocollocatedbetweerthelP layerandthe higherlayersof the protocol
stackin anendsystemsupportinghe CM.

The designof this new API is intendedto enablethe transportprotocolsand applicationsto
adapttheir sendingrate to the currentavailable bandwidthin the network pathsto the recevers.
Thereforethe API supportanechanism#o querypathstatus schedulaatatransmissionsandupdate
variablesdependingon successfutransmission®r congestionin the network. In addition,the API
includescallbackfunctionalitiesfrom the CM to the applicationsso that the applicationscanlearn
aboutthecurrentnetwork conditionsandhave theability to decidewhichinformationto transmitand
what relative fraction of the available bandwidthis usedfor a datastream. This feature,which is
motivatedby the end-to-endargumentandthe principle of applicationlevel framing (ALF), reduces
thepossibilityto have congestiorin thenetwork pathsto therelatedrecevers. TheCM canalsolearn
from theapplicationssincethe API providesa callbackmechanisnirom the applicationgo the CM
to updatethe network statusparameterin the CM.

Thenew CM protocolis designedo take adwantageof all featuresof the CM, e.g.,the probing
protocolto periodically obtainfeedbackinformationfrom the recevers. However, a CM sendelis
able to communicatewith a recever that doesnot supportthe new CM protocolandthe CM. In
this casethe CM in the sendemworkswell only for thosetransportprotocolsandapplicationsvhich
provide feedbackinformationto the sender Whethera recever supportsthe CM protocolandthe
CM or not canbedeterminedy the CM sendemith atwo-way handshad protocol.

If the recever supportsthe CM protocolandthe CM, thenevery paclet of the datastreamsof
the senderis encapsulateih a nev CM protocol dataunit with a CM protocol header This CM
protocol headerconsistsof a protocolfield which containsthe original protocol type identifier of
the encapsulategaclet. With the type field in the CM protocol headerthe differenttypesof CM
protocol messagese.g.,a probeor a proberesponsanessagecan be chosen. EachCM protocol
headeis markedby aflow ID thatuniquelyidentifiesthe flow for whichthe CM protocolmessagés
sentanda sequencaumberthatreflectstheincrementabequenceumberof the encapsulatedaclet
in theflow.

An experimentthatcompareshethroughputof fourindependenT CP Newrenoconnectionsvith the
throughputof four coupledTCP/CM connectionshavs the expectedresultthatthe overall through-
putof thesingleTCPNewrenoconnectionss 15% higherthantheoverallthroughpubf the TCP/CM
connections. But while the throughputsof TCP Newreno connectionsvary by a factor of 2.7 all
TCP/CMconnectiondiave nearlythe samethroughput.Therefore for TCP connectionghe CM im-
provesthefairnessandthe performanceonsisteng betweenl CP connectionghatthe predictability
of thethroughputof a TCP/CMconnectiornis muchbetterthanfor a TCP Newrenoconnection.
Anotherexperimentwith oneTCP/CMconnectiorandanaudiodatastreamshavs thattheaudio
applicationis ableto reactto changingnetwork conditionsby choosingencodingalgorithmswith
diffferent coding ratesthat matchthe currentthroughputof the TCP/CM connection. The overall
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throughputof the TCP/CM connectionand the audio datastreamis equalto the throughputof a
NewrenoTCP connection.
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Chapter 6

Summary

In the previous chaptersthe main ideasof four commoncongestioncontrol and/ornetwork infor-
mationreuseapproachesaredescribed.Thefollowing Table6.1 summarizeshe functionalitiesand
propertiesof theseapproacheskFor comparisorreasonsit is assumedhatthe functionalitiesof the
original recever-sidelocatedSFAND approachareadaptatedo a sendessidelocatednetwork infor-
mationreuseapproactsimilarto thethreeotherapproaches.

Table6.1: Overview of the four network informationreuseapproaches
| TCBI | E-TCP |SRAND | CM |

network informationreuse + + + +

commoncongestiorcontrol — + — +
supportfor TCP/UDP +/- +/- +/+ +/+

locatedonly onthe sendesside + + (+) -

transparentor applications + + + —
compleity of theimplementation low | medium| high high

no additionalnetwork traffic (e.g.probing) + + - -
performancegain (expected) + ++ + ++

The overview shaws thatthe E-TCPapproacthassomeadwantagesver the otherthreeapproaches.
The CM providesmuchmorefunctionalitiesthanE-TCR e.g.,the mechanisnthat applicationscan
adaptheirsendingateonthecurrentnetwork conditions put atthecostof amuchhighercompleity
of theimplementatioranda new API which changeshe standardransportayer protocolinterfaces.
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