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Abstract—Cross-technology communication (CTC) is a key en-
abler for direct over-the-air communication between incompatible
wireless technologies. By using signal emulation the CTC frame
contains the waveform of both, underlying and the emulated
technology, and is vulnerable to selective jamming attacks on
both technologies, so-called technology-selective jamming (TSJ).
In this paper, we target WiFi-to-LoRa CTC and present a low-cost
hardware solution that allows to mute the signature from the
underlying technology, making it robust against WiFi jamming.
Its feasibility is demonstrated using a full prototype, where a
selective WiFi jammer was unable to interrupt the emulated
LoRa transmission.

Index Terms—Cross-technology communication, CTC, jamming,
WiFi, LoRa

I. INTRODUCTION

The rise in the Internet of things increases the use of hetero-
geneous incompatible wireless technologies in the 2.4 GHz ISM
band, such as WiFi, Bluetooth, ZigBee, and LoRa, requiring
additional multi-technology gateways (MTG) for communi-
cation. Cross-technology communication (CTC) overcomes
this limitation by allowing devices of different technologies
to communicate with each other without the need for MTGs.
Although the first CTC approaches used side channels, later
approaches use signal emulation instead for higher data rates,
as we do in the WiFi-to-LoRa CTC Wi-Lo [1]. For signal
emulation the payload of a frame of one technology (the
underlying technology) is chosen in a way that it forms
in the air the waveform of the receiving technology (the
emulated technology). This new signal contains the preambles
of both technologies (Figure 1), which can both be attacked
by technology-selective jamming (TSJ). Such a jammer first
listens on a channel and, as soon as it detects a given preamble,
it switches to jamming mode, only corrupting frames of this
specific format [2]. This makes TSJ an energy efficient jamming
method. Without this vulnerability CTC is a good candidate
to increase resilience in a multi-link network, as we already
analyzed [3]. In this paper, we present hardenedWiLo which
solves the presented vulnerability by muting the immutable
WiFi preamble of Wi-Lo with the help of a small hardware
circuit. We show, that this approach successfully re-enables
communication in a TSJ scenario.

II. RELATED WORK

There are numerous works that handle jamming attacks. For
example, Vanhoef and Piessens [2] studied how COTS WiFi
hardware can be used to implement a WiFi TSJ to run a TKIP

Figure 1. Spectrum of Wi-Lo signal with WiFi and emulated LoRa preamble

attack. Proano and Lazos [4] show that encryption prevents
TSJ attacks, as randomization avoids recognizable patterns. In
case of 5G, Skokowski et al. [5] renew the ideas of channel
hopping, MIMO techniques and to adjust the transmission
range. In ZigBee, introducing a random delay can avoid the
jamming of fixed timing communication, as Achour et al. [6]
discuss. Up to our knowledge, there is no work to strengthen
CTC against TSJ.

III. SYSTEM MODEL & PROBLEM STATEMENT

We study how a co-located WiFi selective jammer effects
a transmission from Wi-Lo to LoRa. Whenever the jammer
detects a WiFi preamble, it starts its jamming actions. To
make Wi-Lo robust against WiFi jamming we mute the WiFi
preamble which is generated by the COTS WiFi card but not
used for further transmission. However, the generation of the
WiFi preamble is a core feature of the WiFi cards and can not
be deactivated by software.

IV. APPROACH

To mute the immutable WiFi preamble, we developed a
small hardware circuit to be placed between the WiFi card and
its antenna (Figure 2). This circuit consists of (a) an ADL5910
board for packet detection, (b) a digital filter to prevent re-
triggering of (c) the delay circuit. In case a packet is detected
by (a), the WiFi preamble is muted by generating a pulse used
as control input for the RF switch, such that antenna and WiFi
card are disconnected during the duration of the WiFi preamble.
Since Wi-Lo is based on IEEE 802.11b we adjust the pulse
duration such that it has the length of the pure WiFi preamble
(56 µs) or the length of a WiFi physical header (96 µs). For
normal WiFi operation we propose adding an additional logic
gate such that hardenedWiLo can be disabled via GPIO.



Figure 2. System model of hardenedWiLo including the ADL5910 for packet detection, a filter for retrigger prevention and NE555-based pulse extension

V. PERFORMANCE EVALUATION

For evaluation we are using the wired setup shown in
Figures 3 and 4 consisting of an USRP-based transmitter, a
COTS WiFi receiver, a LoRa receiver and a WiFi TSJ [2]. For
comparison, we transmit packets of (a) WiFi 802.11b, (b) LoRa,
(c) Wi-Lo under perfect channel conditions and jamming. For
Wi-Lo we keep the switch closed while for hardenedWiLo
we set tm to 56 µs or 96 µs. We calculate the packet delivery
ration (PDR) over 100 packets and repeat each experiment
10 times. Our results in Figure 5 reveal that while all three
technologies reach a PDR of nearly 1.0 without jamming for
a high transmission gain, nearly no WiFi and Wi-Lo packet
is received in case the jammer is activated. With an activated
muting of the WiFi preamble the Wi-Lo packets are received
by the LoRa receiver, even thought the PDR is only 83% in
case of tm = 96 µs. The lower PDR compared to tm = 56 µs
can be explained by the fact that an inaccurate packet detection
can destroy parts of the LoRa packet.

VI. CONCLUSION

In this paper, we introduced a muting mechanism for signal
emulation in CTC to strengthen CTC against technology
specific jamming attack. For Wi-Lo, we show that a WiFi
jammer can nearly completely prevent any communication. At
the cost of a slightly reduced PDR, our approach successfully
hides the Wi-Lo transmission from TSJ. For future work, we
plan to use our approach for other CTCs.
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Figure 3. Wired setup in our lab
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Figure 4. Schematic of wired experimental setup with attenuator
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Figure 5. Selected results from experiments
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