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Vorwort

Am 10. und 11. Juli 2003 fand das erste “Gl/ITG Fachgesprach Sensornetze” statt. Es wurde gemeinsam durch das Le
tungsgremium dieses Fachgespraches (Dr. Thomas Fuhrman, Universitat Karlsruhe, Prof. KurtGeihs, Technische Univers
tat Berlin, Dr. Holger Karl, Technische Universitat Berlin, Prof. Friedemann Mattern, ETH Zirich, sowie Dr. Hartmut Ritter,
FU Berlin) organisiert. 35 Teilnehmer aus Universitaten und Industrie waren angemeldet; es fanden 12 Prasentationen un
die Vorfuhrung einiger Demonstratoren statt. Dieser Bericht enthélt die Beschreibungen dieser Préasentationen sowie einig
der vorgestellten Foliensétze.

Die Organisatoren hoffen, dal3 diese Veranstaltung die Zusammenarbeit und Qualitat der Forschung zu Sensornetz
verbessern wird.

Berlin, Juli 2003
Holger Karl
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SWARMS - Software Architecture for Radio-Based Mobile Self-Organizing Systems

Carsten Buschmann, Stefan Fischer Jochen Koberstein, Norbert Luttenberger, Florian Reuter
Institut fiir Betriebssysteme und Rechnerverbund Institut fiir Informatik und praktische Mathematik
Technische Universitit Braunschweig Christan-Albrechts-Universitdt zu Kiel
Miihlenpfordtstr. 23, D-38106 Braunschweig Christian-Albrechts-Platz 4, D-24098 Kiel
{buschmann|fischer} @ibr.cs.tu-bs.de {jko|nl|flr} @informatik.uni-kiel.de
1. Einleitung

Fortschritte hinsichtlich Miniaturisierung und Energieeffizienz von Hardware fiir Sensoren,
Prozessoren und Speicher sowie Funkinterfaces haben mit den Sensornetzen eine neue Klasse
von Netzwerken ermoglicht, die eine Fiille neuer Anwendungsfelder erschlieen. So konnten
beispielsweise liber einem Waldbrandgebiet Tausende kleiner Temperaturfiihler abgeworfen
werden, die sich vernetzen und aufgrund der gemessenen Werte komplexere Informationen
iiber den Brand wie etwa Position, Richtung und Geschwindigkeit von Feuerfronten liefern.

In dem beschriebenen Szenario finden sich Parallelen zu Schwérmen von z.B. Vogeln,
Fischen oder Insekten, die mittels des Zusammenspiels von in ihren Féhigkeiten relativ
beschrinkten Individuen komplexe Aufgaben wie Nestbau oder Nahrungssuche bewiltigen.
In dem beschriebenen Netzwerk ergibt sich die Féhigkeit der einfachen Gerite, die
Beantwortung komplexerer Fragestellungen zu unterstiitzen, ebenfalls durch Kooperation.
Thre grofle Zahl fiihrt dabei zu neuen Herausforderungen hinsichtlich der Programmierung
und Kooperation. Im SWARMS-Projekt wird untersucht, inwieweit die Programmierung von
problemorientierten Anwendungen flir gemeinsam operierende Schwidrme von mobilen,
funkvernetzten Systemen auf der Basis eines read/write Kooperationsparadigmas unterstiitzt
werden kann [FLO1]. In dieser Arbeit wird auf verschiedene Teilaspekte ndher eingegangen:
Zundchst wird der Begriff des Schwarmes nédher erldutert. Im sich daran anschlieBenden
Abschnitt wird das zugrunde liegende Datenmodell beschrieben. Der nichste Teil beschéftigt
sich mit der geplanten Implementierung in einer Middleware. Der Beitrag wird durch die
Betrachtung von Eigenschaften der avisierten Hardware abgerundet.

2. Schwarme

Das von uns betrachtete Kooperationsparadigma ist wie oben angedeutet durch das in der
Tierwelt zu beobachtende Phdnomen des Schwarms inspiriert. In Anlehnung daran wird der
Begriff des Schwarmes hier wie folgt verstanden: Die Einzelsysteme verfiigen iiber eine
begrenzte Rechen- und Speicherleistung. Sie kommunizieren iiber ein infrastrukturloses
Funknetzwerk, d.h. {iber ein geteiltes Medium. Dabei kann weder auf fehlerfreie noch auf
standige Konnektivitdt vertraut werden. Weiterhin muss davon ausgegangen werden, dass die
meisten Einzelsysteme nicht iiber klassische Bedienelemente wie Tastatur oder Bildschirm
verfiigen; stattdessen sind sie liber Sensoren oder Aktoren direkt in ihre Umwelt eingebettet.
Hinsichtlich der Mobilitit der Systeme lassen sich drei wesentliche Fille unterscheiden. Im
ersten Fall ist die weit {iberwiegende Anzahl der Gerite stationédr (z.B. Sensorknoten). Im
zweiten Fall sind die Gerdte zwar mobil, die Applikation kann jedoch nicht {iber die
Bewegung bestimmen (z.B. umher getragene PDAs). Der dritte Fall umfasst selbstbestimmte
Bewegung, wofiir autonome mobile Roboter ein Beispiel darstellen. Unabhdngig von der



Mobilitdt muss damit gerechnet werden, dass eine optimale Platzierung der Systeme aufgrund
von Anwendungsszenarien und Umweltgegebenheiten nicht moglich ist.

Die Zusammensetzung des Schwarmes ist variabel, die Verdnderungen sind zumindest
teilweise nicht im Voraus absehbar. Griinde fiir diese Verdnderungen konnen menschliche
Eingriffe sein, aber auch Mobilitit, =zeitweilige Kommunikationsabbriiche oder
Geritefehlfunktionen beispielsweise durch Batterieentleerung oder sogar Zerstérung. Somit
sind die von einzelnen Systemen gelieferten Informationen weder persistent noch zuverléssig.

Der Schwarm verfolgt ein definiertes gemeinsames Operationsziel; dieses kann durchaus iiber
die Zeit variieren. Es wird durch die auf alle Gerite einheitlich programmierte Anwendung
vorgegeben und kann im Allgemeinen nur durch die Kooperation mehrerer
Schwarmmitglieder erreicht werden. Dieses Ziel erfordert situation awareness: Die Gerite
miissen sich des Kontextes bewusst sein, also z.B. ihrer Konfiguration, ihrer Umwelt oder
ihrer eigenen Lokation. Letztere kann sowohl als absolute Position in Form von Koordinaten
als auch kontextabhidngig relativ (z. B. ,,am Ufer”) ausgedriickt werden. Dabei kann zur
Ermittlung des Kontextes die Kooperation mit anderen Mitgliedern des Schwarmes nétig sein.

Aufgrund von Mobilitdt, sich wandelndem Kontext und funktionaler Beschrinkung der
Gerite ist eine feste Rollenzuweisung nicht sinnvoll. Daher haben die einzelnen Systeme
keine fest zugewiesenen Teilaufgaben. Das Aushandeln der Aufgabenverteilung erfolgt
selbstorganisiert und situationsabhiingig. Beispielsweise konnte ein Gerdt mit Sensoren und
Festnetzanbindung je nach Bedarf die Funktionen Datenlieferant oder Festnetz-Gateway
iibernehmen.

3. Datenmodell

Die Losung vieler Anwendungsprobleme setzt eine globale oder mindestens regionale Sicht
auf die eigene Umgebung voraus. Nicht nur wegen der daraus resultierenden enormen
Programmierkomplexitét, sondern vor allem auch wegen des enormen Kommunikations- und
damit verbundenen Energiebedarfs ist es nicht sinnvoll, diese Sicht durch den Austausch von
direkt an einzelne Systeme gerichteten gerouteten Unicast-Nachrichten zu etablieren.

Daher fuflit die Kooperation in SWARMS auf einem Virtual Shared Information Space
(VSIS), in dem der Zustand sowohl der Umwelt als auch des Schwarmes selbst beschrieben
ist. Es wird deshalb von einem ,,virtual® shared information space gesprochen, weil es keinen
Knoten im System gibt, der iiber alle Komponenten dieses Informationsraumes verfiigt. Der
VSIS setzt sich aus Informationen zusammen, die von den Schwarmmitgliedern akquiriert
und verfiigbar gemacht werden. Aus der Mobilitit der Knoten, moglichen Geréteausfillen und
der beschriankten Funkreichweite resultiert fiir jedes Mitglied eine unter Umstéinden
inkonsistente Sicht auf einen Ausschnitt der Gesamtinformation.

Es gibt eine gewisse Ahnlichkeit zum Publisher/Subscriber-Modell [HGO1], aber auch
wesentliche  Unterschiede: der VSIS kennt weder zentrale Instanzen zur
Informationsverwaltung noch eine starre Rolleneinteilung in Informationsquellen und Senken.

Der VSIS wird aufgebaut aus semistrukturierten selbstbeschreibenden
Informationskomponenten und durch ein XML-Schema in seinem Aufbau beschrieben. Diese
Komponenten umfassen auch syntaktische und semantische Metainformationen zum Kontext
der Informationsentstehung (rdumlicher und zeitlicher Bezug, Verldsslichkeit) oder zu den



Daten selbst (Aggregationsgrad, Giiltigkeitsbereich und -zeitraum). Diese helfen der
Applikation, die Daten richtig zu nutzen.

4. Middleware

Um nun miteinander kommunizieren zu konnen, greifen Knoten mit Hilfe von Read-/Write-
Operationen auf den VSIS zu. Die SWARMSware — eine im SWARMS-Projekt konzipierte
Middleware — stellt eine Abstraktionsschicht dahingehend dar, dass der Programmierer eine
Schwarm-Applikation als ein kohdrentes Softwaresystem entwickeln kann, statt eine Menge
unterschiedlicher Einzelsysteme zu programmieren.

Die SWARMSware verbirgt Selbstorganisation und Mobilitdt innerhalb eines Schwarms. Dazu
gehoren die Etablierung und Pflege von Ordnungen innerhalb des Schwarms (z.B. Regionen
und Reihenfolgen). Der Aufwand zur Aufrechterhaltung solcher Ordnungen ist abhidngig vom
Grad der Mobilitdt der Schwarmmitglieder. Die SWARMSware stellt aulerdem Mechanismen
zur Etablierung eines gemeinsamen Zeitverstindnisses zur Verfligung.

Das die VSIS-Struktur beschreibende XML-Schema legt fest, welche Struktur die Daten
haben, die iiber die Zugriffsfunktionen der SWARMSware an die Anwendung iibergeben
werden konnen. Beim Zugriff der Applikation auf den VSIS erfolgt eine Transformation der
Daten aus der XML-Darstellung in eine Reprisentation, die fiir die Applikation geeignet ist
(Language Binding).

Beim Empfang von Informationen von anderen Knoten stellt die SWARMSware die
Konformitdt der von anderen Knoten erhaltenen Daten zum XML-Schema sicher. Die
Anwendung tibergibt der SWARMSware Filter, die festlegen, welche dieser Informationen fiir
sie von Interesse sind und in den VSIS-Ausschnitt aufgenommen werden sollen. Eine
Herausforderung stellt die kompakte, die Anwendungsalgorithmen gut unterstiitzende und
flexible Représentation der Daten dar. Die Applikation muss die Mdoglichkeit haben, sowohl
die Anordnung als auch die Darstellung der Daten zu beeinflussen.

Eine weitere Aufgabe der Middleware ist die Unterstiitzung der Kontextuierung und
Bewertung von Informationskomponenten. Metainformation wird z.B. durch die Applikation
beim Schreibprozess oder durch die Middleware beim Erhalt von &hnlichen Daten
(hinsichtlich Art, Zeit, Ort, etc.) erzeugt. Wenn ein Knoten z.B. weil3, dass mehrere direkte
Nachbarn zu einem bestimmten Zeitpunkt eine Temperatur von 20°C messen, kann man
aufgrund physikalischer Gesetze davon ausgehen, dass der von einem einzelnen Nachbarn
iibermittelte Messwert von 0°C nur bedingt vertrauenswiirdig ist. Eine Moglichkeit zur
Realisierung eines solchen Bewertungsmechanismus stellt das Voting mit Quoren dar, die von
der Applikation spezifiziert werden. Dabei bleibt es der Anwendung iiberlassen, wie sie mit
Informationen zur Verldsslichkeit von Daten umgeht. Modelliert werden solche
Informationen entweder als XML-Attribute oder eigene XML-Dokumentenelemente.

Auf diesen Basismechanismen aufbauend unterstiitzt die Middleware zusitzlich die
Informationsaggregation. Es werden Funktionen zur Transformation einer Menge von
Informationselementen in eine kompaktere oder aussagekréftigere Darstellung zur Verfiigung
gestellt. Diese Transformationen sind anwendungsspezifisch und miissen nach von der
Applikation vorgegebenen Regeln stattfinden.



Die Middleware soll auch die Rollenverteilung innerhalb des Schwarmes unterstiitzen. Die
Aushandlung der Ubernahme von verschiedenen Teilaufgaben durch einzelne Gerite erfolgt
anhand des Kontextes und anhand der Fahigkeiten der Gerdte. Der Kontext kann durch die
Anwendung ,,gesetzt“ werden, oder nach im Vorfeld durch die Anwendung spezifizierten
Kriterien von der Middleware ermittelt werden. Die Zuordnung von Aufgaben zu bestimmten
Geriteeigenschaften und Kontextmerkmalen wird von der Anwendung nach ihren
Bediirfnissen definiert.

Applikationslogik
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Abbildung 1: Architektur der SWARMSware mit der darauf aufsetzenden Anwendung

Im drahtlosen Netz eines Schwarms verbreiten die Knoten Informationen per adressenfreier
Kommunikation (Broadcast). Knoten, die eine Information empfangen, leiten diese nur dann
weiter, wenn sie fiir den Knoten selbst neu war bzw. mit eigener Information in geeigneter Art
und Weise verschmolzen werden konnen. Ist die Menge der im Netz zu verteilenden
Informationen endlich, I4sst sich auf diese Weise die Anzahl der versendeten Pakete
gegeniiber simplem Fluten erheblich senken.

5. Hardware

Die von einigen Szenarien erforderte grole Anzahl der bendtigten Gerdte sowie die grof3e
Verlustgefahr erfordern einen geringen Herstellungspreis. Dariiber hinaus bedingen
verschiedene Anwendungsszenarien eine starke Miniaturisierung [AAC+00], einige
Forschungsgruppen legen ihren Uberlegungen Gerdte mit nur ein bis zwei Millimetern
Kantenldnge zu Grunde [WLL+01]. Um die Batterielebensdauer der Gerdte zu maximieren,
ist ein geringer Stromverbrauch eine weitere Anforderung. Insgesamt muss davon
ausgegangen werden, dass die in Sensornetzwerken eingesetzte Hardware eine sehr
beschrinkte Leistungsfihigkeit besitzt. So besitzen beispielsweise SensorMotes nur einen
zwischen 8 und 128KB groflen Befehlsspeicher sowie zwischen 512 Byte und 4 KByte
Arbeitsspeicher [LC02]. Die Netzknoten kommunizieren iiber ein infrastrukturloses Funknetz;
dabei handelt es sich um ein geteiltes Medium. Jeder Empféanger muss selbst entscheiden, ob
eine ausgesendete Information fiir ihn interessant ist, es handelt sich um eine adressenlose
Kommunikation. Somit findet auch kein Routing statt, es konnen hochstens Informationen in
eine bestimmte Region geflutet werden. Da die Informationsiibertragung mehr Energie
benotigt als die Informationsverarbeitung [PGO00], ist auf moglichst hohe Lokalitit
eingesetzter Verfahren zu achten.



6. Ausblick

Das SWARMS-Projekt befindet sich derzeit in der Anfangsphase. Neben einer groben
Datenmodellierung wurden bisher Anforderungen und Ziele definiert, aber auch noch offene
Forschungsfelder identifiziert. Die in dieser Arbeit beschriebenen Problemstellungen und
Losungsansétze sollen experimentell evaluiert und weiterentwickelt werden. Neben einer
simulativen Erprobung soll auch mit einer heterogenen Handwarelandschaft und
unterschiedlichen Kommunikationstechniken experimentiert werden. Dabei kommen PDAs
(mit Bluetooth, WLAN, IrDA und RS-232-Schnittstelle), einfache mobile autonome Roboter
(Kommunikation via IrDA) sowie Berkeley Mica Motes (mit einem 433MHz Funkinterface)
zum Einsatz. Die verschiedenen Plattformen lassen sich miteinander kombinieren und bieten
so eine breite, vielfaltige Basis.
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A common wireless sensor network architecture?

Vlado Handziski, Andreas Kopke, Holger Karl, Adam Wolisz
Telecommunication Networks Group
Technische Universitat Berlin
handzisk, koepke,karl,wolisz@ft.ee.tu-berlin.de

1 Fragmentation of research

Wireless sensor network (WSN) research is currently heavily fragmented: Independent developments
take place on both sides of the Atlantic, in many different research groups. There is not yet a common
“lingua franca™ as in some other fields of networking research, where e.g. Linux on Intel processors
or the Network Simulator [1] have achieved such a status—with all the advantages and disadvantages of
such a predominance. In WSNs, the need for a harmonization of research efforts is particularly felt in the
following areas.

Simulation environments Many different research groups use different simulation environments
for performance evaluation. Currently popular tools include NS/2, Opnet, GlomoSim, Qualnet, or Om-
NET++. None of these simulation tools perfectly meet the demands of WSNs. For example, the wireless
channel model is too simplistic and not easily changed (NS/2), not all relevant protocols are easily avail-
able (Omnet), some are commercial (Opnet, Qualnet), some are too infrequently used to easily allow
comparison of results with work of other researchers (all tools with the possible exception of NS/2).

More importantly, there is no simulation tool for which convincing models of applications or sensor
excitation are available.

Hardwareplatforms The overall setup of sensor node prototypes that have been developed and are
currently used by different groups for experimental research is in principle very similar. Examples for
such nodes include the Mica Motes, the nodes used by the EYES project [2], and nodes developed locally
at Technische Universitt Karlsruhe, ETH Zrich, Freie Universitt Berlin, or Technische Universitt Dresden.
Typical microcontrollers are the Atmel, Motorola microcontrollers or the Texas Instruments MSP 430;
usable radio modems include those by RFM, Chipcon, Maxim, Nordic, RFMD, Xemics, Infineon and
others; also, Bluetooth chipsets are sometimes used.

While all of these nodes have their individual advantages and disadvantages and the level of diversity
is natural for the current state of WSN research, a lot of synergy could be gained if a convergence to a
single prototype could be achieved. The economies of scales alone would make such an effort worthwhile
by making prototype nodes available in larger quantities at low cost. The Mica Motes offerings by
Crossbow are a step in this direction, but are still somewhat expensive. Possibly, the current developments
in the IEEE 802.15.4 standardization process will create sufficient pressure towards unification.

Moreover, this multitude of prototypes often renders experimental results difficult to compare. Radio
modems have different modes of operations with different power consumptions, resulting in differently
optimized lower-layer protocols. While these solutions are important and necessary, what is still missing
is the next logical step in comparing the design decisions for example for MAC layer protocols that result
from various properties of a specific node.
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Operating systems Different prototypes are beneficial as long as their idiosyncracies can be ab-
stracted away if necessary. Usually, an operating system performs this role of hardware abstraction. The
design decisions taken for various prototypes vary quite a bit: from a simple hardware abstraction over
an run-time environment like TinyOS to a full-blown task scheduler like in the EYES OS.

Again, the problem of comparability arises: How can own solutions be compared with established
solutions and protocols that have been developed for a given operating system?

Development environments Sometimes, the hardware abstraction/operating system mandates the
use of given development environments like MS Windows or commercial compilers like IAR. Typically,
publicly available tool chains are preferable.

2 Threeapproachestowards better integration

One important step for overcoming these overcomings would be a harmonized simulation and experi-
mental environment, which is a somewhat utopian goal. Nonetheless, the following three issues could be
attempted.

Hardware abstraction for new sensor node prototypes While a complete porting of an arbitrary
operating system to a new hardware is a painful undertaking, it might be reasonable to look for a useful
hardware abstraction set that could be supported by most or all of the existing and imagined sensor nodes,
that would be expandable to integrate future possibilities, and on top of which operating systems or run-
time systems could be easily ported or developed.

The TinyOS abstraction layer is an excellent start in this direction; also, some work done at Freie
Universitt Berlin could be leveraged here.

The advantage for hardware developer is the wider range of possible environments which could use a
new hardware; the advantage to software developers is the wider range of usable hardware.

Ideally, for each sensor node prototype in practical use, such a hardware abstraction layer should be
made publicly available.

Abstract model of power consumption As different, heterogenous hardware is here to stay, still a
fairly accurate and standardized model of the capabilities of hardware is required, with respect to mainly
power/energy consumption and performance. Both the radio front end and the microcontroller of a sen-
sor node should be included in this model. If the actual sensor or actuator hardware also noticeably
contributes to power consumption (as is the case e.g. for magnetometer sensors), it should also be men-
tioned.

The most relevant aspects of such an energy/power consumption model are:

e How many modes of operation can be distinguished for the microcontroller (sleep modes, opera-
tion, potentially reduced clock rate, ...) and the radio front end (sleep, idle, receive, transmit, ...)?
Avre there any other functional parts for which relevant state transitions occur, and what are they?

e What is the power consumption for these blocks in each of these modes? Does it depend (in which
way) on additional parameters, e.g., the modulation?

e In case transmission power control is available: What is the mapping from radiated power to con-
sumed power? Does it depend on additional parameters, e.g., modulation?

e What is the transition time from each operational mode to each other one (if the transition is directly
possible at all), what is the power consumed during such a state transition (and, hence, the energy)?
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e What are the performance parameters of the radio modem, especially, the receiver sensitivity, the
maximum output power, the blocking characteristics, the mapping from SINR to bit error rate
(depending on data rate and modulation), the available data rate(s), number of available channels?

e What are additional quality parameters like temperature drift of the radio front end or frequency
stability, calibration of received signal strength indication (RSSI) signals, etc.?

e Any additional “unusual” characteristics of the microcontroller or the radio modem, e.g., the pos-
sibility to emit a busy tone while receiving data? Is the level of forward error correction or channel
coding controllable, etc.?

While most of this information is available in some form or another in manufacturer’s data sheets,
a single, easy to access repository of this type of information is missing. Such a repository should be
quite valuable, especially when evaluating communication protocols by simulating, providing a reference
to actually realistic assumptions about the behavior of a range of real hardware. Moreover, experience
reports like “often bad frequency stability” would add to the usefulness.

A Protocol Architecture Schemefor WSN  One reason that makes the implementation of wireless
networks in general and wireless sensor networks in particular so challenging is the need to exchange
information between functionalities that belonged, in the traditional ISO/OSI model, to different proto-
col layers. A simple example is link-layer triggering for handover in cellular networks, transmission-
power-aware routing protocols in ad hoc networks, and the multitude of mutual influences of protocol
functionalities in wireless sensor networks.

In such a situation, the reuse of communication protocols, especially from a thrid party, is challenging.
Ideally, individual “building blocks” for wireless sensor network protocols should be identified and im-
plemented separately, with different ideas for the mechanisms realizing the desired functionalities. These
building blocks would pass packets between each other, but also exchange meta-information, e.g., con-
cerning the topology of the network or about the geographic position of individual nodes. In this sense,
there will be building blocks that are predominantly engaged in packet exchange (e.g., a link layer build-
ing block) while others will be mostly tasked with the collection and computation of meta information
(e.g., a building block that provides estimates about a sensor node’s position).

When trying to structure a WSN protocol suite along these lines, identifying the most relevant build-
ing blocks and their most important packet passing and information exchange relationships, a structure
like the one in Figure 1 is a possible outcome (depicting an intermediate state of the EYES project’s
architecture discussion).

This approach results in two challenges: How to organize the passing of a packet to the correct next
building block; the second challenge is how to then organize the information exchange between building
blocks. The first challenge is akin to the same problem in conventional protocol stacks with well-known
solutions like packetfilters [3] which should also be applicable here. The second one is more difficult
since it is neither clear when information is required from another building block nor to whom to deliver
information. As an example, a building block for location estimates might be used by additional building
blocks even after this block has been completed.

Hence, a separation of communication in time and space is required—the publish/subscribe model
is doing exactly this. Providers of information publish it under a given “name”, users of information
can subscribe to such names and be informed of any value changes. One example for such a name
would be RSSI: the physical layer could publish this information, and any layer that is interested in it
could subscribe to it. One practical implementation concept for such a publish/subscribe structure is a
“blackboard”, where each building block can “write down” values for a given name and where a building
block can post a callback for a given name to be invoked when a value for this name is initialized or
changes.
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The advantage of such a publish/subscribe approach is the separation of individual building blocks,
making the individual, separate development of protocol mechanisms easier.

Ideally, a protocol architecture should therefore be feasible that specifies names for such published
information along with an appropriate packetfilter interface. In addition, some configuration language is
necessary to describe which type of information a given building block relies upon and which therefore
has to be present. In this way, a simple mixing and matching of individual building blocks from arbi-
trary sources and a comparison of different implementations of the same building block using different
mechanisms should become easier.

3 Conclusion

The fragmentation of current WSN research is difficult to overcome and a complete harmonization of
simulation and experimental environments is probably illusionary. Nevertheless, this paper has identified
three approaches which could contribute to a better comparison and reuse of existing solutions: hardware
abstractions for prototypes, characterizing the power consumption of actual hardware, and one possible
approach to structure WSN protocol architectures that enables reusability in the face of the necessary
tight integration of protocols in WSN.
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Fragmentation of research

Many different simulation environments
Different hardware platforms

Different operating systems
Development environments

=>Research results are not comparable

= (Almost) everybody is building (almost) everything
from scratch

w 1. Fachgesprach Sensornetze, 10./11. 7. 03 2 TKN relecommunication
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| Hardware abstraction for operating systems

| = Porting complete operating systems to new hardware
is time-consuming and bears no immediate return on
investment

= Converging on a single hardware platform is unlikely
to happen and not necessarily a good thing

=>A common hardware abstraction layer on top of which
operating systems can be easily implemented?
= For any type of sensor node that is publicly available
= TinyOS abstraction layer, some work at FU Berlin

TK Telecommunication

w 1. Fachgesprach Sensornetze, 10./11.7.03 3 Networks Group

Abstract model of power consumption

= Power consumption of sensor nodes is their key
characteristic
= Common set of parameters?
= Should be available for all nodes

= Typical parameters
= Relevant blocks: Radio front end, microcontroller
= Number of modes of operation for each block
= Power consumption in each mode
= Turn-around times between these modes
= Transmission power mapped to consumed power
= Additional factors, like modulation?
= Performance characteristics of radio front end
= Quality parameters: temperature drift, calibration, ...?
= “"Unusual” characteristics: dual-channel radio, etc.
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| A protocol architecture scheme

| = Strict ISO/OSI layering is hardly appropriate for WSNs
Strong interaction between individual protocol building
blocks
How to handle such interaction when blocks come
from different sources?
One approach:

= Publish/subscribe for cross-layer communication

= “Configuration language” how to connect building blocks

w 1. Fachgesprach Sensornetze, 10./11. 7. 03 5 TKN Rotone aroas "

Example architecture

User Application

-Dl Network Management [

{1--B| Locaton je--*

| Agreement

Mainly tasked with

packet for 1angs
D Mainly tasked with inter-building

block information exchange

<+—>  Message passing
<] » Information exchange

| Hardware Abstraction
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Sicherheit in Sensornetzen am Beispiel von SWARMS

Stefan Schmidt, Carsten Buschmann und Stefan Fischer
TU Braunschweig, Institut fiir Betriebssysteme und Rechnerverbund
Miihlenpfordtstr. 23, D-38106 Braunschweig
{schmidt|buschmann|fischer} @ibr.cs.tu-bs.de

Viele Forschungsarbeiten {iber Sicherheit in Sensornet-
zen gehen von recht unterschiedlichen Pramissen aus.
Fur generischere Ansétze muss man auf spezifische For-
derungen wie Gerédte mit besonderen Féahigkeiten (z.B.
leistungsfahige Prozessoren) oder Basisstationen ver-
zichten und auf gleichwertige Geréte setzen, die dyna-
misch unterschiedliche Aufgaben tibernehmen konnen,
wobei jedwede Kommunikation zwischen den Knoten
drahtlos geschieht. Die Vermeidung komplexer und zer-
brechlicher logischer Hierarchien wie netzweite Baum-
strukturen oder zentrale Instanzen verbessert Skalierbar-
keit und Robustheit. Um die Kosten pro Gerét niedrig zu
halten, muss momentan auch auf physikalisch manipula-
tionssichere Gerate verzichtet werden.

In dieses Umfeld ist auch das SWARMS-Projekt einzu-
ordnen. In diesem wird untersucht, inwieweit die Pro-
grammierung von problemorientierten Anwendungen fir
gemeinsam operierende Schwarme von mobilen, funk-
vernetzten Sensorknoten auf der Basis eines Read/Write-
Kooperationsparadigmas unterstiitzt werden kann [2].
Die Ldsung vieler Anwendungsprobleme setzt eine glo-
bale oder mindestens regionale Sicht auf die eigene Um-
gebung voraus. Daher fuBt die Kooperation der Kno-
ten in SWARMS auf einem Virtual Shared Informati-
on Space (VSIS), in dem der Zustand der Umwelt und
des Schwarmes selbst beschrieben ist und der in einer
Middleware implementiert wird. Dabei verfiigt kein Sys-
tem Uber die gesamte Information des Schwarmes, viel-
mehr représentiert jedes Gerét einen Teilausschnitt des
VSIS. Uber Mechanismen zur Informationsverbreitung
mittels adressenloser Kommunikation (Broadcast) sowie
zum Verbergen der Verteiltheit durch Selbstorganisation
hinaus soll die Middleware die transparente Programmie-
rung verteilter Anwendungen durch semiautomatische
Bewertung und Kontextuierung von Informationen, In-
formationsaggregation sowie dynamische Aufgabenver-
teilung unterstiitzen.

Sensornetze kommen im Allgemeinen in einem unkon-
trollierbaren, nicht vertrauenswiirdigen Umfeld zum Ein-
satz, woraus sich ein erhdhter Bedarf an Sicherheit ab-
leitet. Hierfiir kdnnen die gebréuchlichen Sicherheitspri-
mitive Authentifizierung, Integritat, Vertraulichkeit und
Verfiigbarkeit auch in Sensornetzen angewendet werden.
Ihr Einsatz ist generell auf das Absichern des Netzes ge-
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genliber dem Zugriff Dritter ausgerichtet. Unerlésslich
sind SicherheitsmalRnahmen beispielsweise zum verlass-
lichen Austausch von Daten, der sicheren Datenaggrega-
tion innerhalb des Sensornetzes oder beim Einsatz von
mobilem Code. Generell muss dabei beachtet werden,
dass durch SicherheitsmalRnahmen aufgrund der Berech-
nung immer Latenzzeiten und Energieverbrauch erhoht
und eventuell auch zusétzliche Nachrichten zur Koordi-
nation der SicherheitsmalRnahmen im Netz bendtigt wer-
den.

Im Bereich mobiler Ad-hoc-Netze werden zahlreiche
vielversprechende Sicherheitsansétze diskutiert, die un-
ter anderem die Risiken der inherent unsicheren, draht-
losen Kommunikation und der Probleme, die durch
das Fehlen einer Infrastruktur entstehen, betrachten.
Grundsatzlich sind in Sensornetzen die gleichen Pro-
blemstellungen wie in Ad-hoc-Netzen zu beriicksich-
tigen. Dariiber hinaus miissen jedoch weitere wichti-
ge Randbedingungen berticksichtigt werden, was Si-
cherheitslosungen aus Ad-hoc-Netzen nur bedingt auf
Sensornetze Ubertragbar macht. Vor allem die extrem
geringe Leistungsfahigkeit der Sensorknoten hinsicht-
lich vorhandenem Speicher, Rechenleistung und Ener-
gie schliel3t etliche Sicherheitslosungen aus. So sind zum
Beispiel Verfahren, die auf asymmetrischer Kryptogra-
phie beruhen, in vielen Sensornetzen nicht nutzbar, da
sie hohe Anspriiche an Rechenleistung und Speicherplatz
stellt. Weiterhin liegen Sensornetzen dynamische Topo-
logien mit potenziell extrem vielen Knoten zu Grunde.
Eine Sicherheitsldsung muss somit extrem skalierbar und
moglichst selbstadministrierend sein, da beispielsweise
das manuelle Einfilhren eines neuen kryptographischen
Schlissels bei tausenden Sensorknoten nicht effizient ge-
steuert werden kann. Ebenfalls aus Grunden der Skalier-
barkeit und um einen mdglichst gleichméRigen Energie-
verbrauch der einzelnen Knoten zu erreichen, sollten au-
Rerdem Berechnungs- und Verkehrskonzentrationen im
Netz vermieden werden. Da weiterhin Messwerte und
Ereignisse abhéngig von der Anwendung schnell veral-
ten kdnnen, miissen sie zeitnah kommuniziert werden,
was SicherheitsmalRnahmen mit langen Berechnungszei-
ten ausschlieft. Schlielich miissen noch Datenaggrega-
tion innerhalb des Netzes und der Einsatz mobilen Codes
beim Entwickeln einer Sicherheitsldsung fiir Sensornet-



ze beriicksichtigt werden.

Obwohl bereits einige Sicherheitsansatze speziell fiir
Sensornetze existieren, beriicksichtigt unserer Kennt-
nis nach kein Ansatz alle der oben genannten Randbe-
dingungen, bzw. es werden Vereinbarungen getroffen,
die nicht mit dem SWARMS-Konzept harmonieren. So
benétigen manche Ansétze zwingend eine Basisstation,
die als zentrale Instanz im Netz sicherheitsrelevante Auf-
gaben tibernimmt [1, 3, 4, 5]. Weiterhin werden teilwei-
se logisch strukturierte Netze gefordert, die dynamisch
Hierarchien im Netz bilden [1, 3], oder physikalisch ma-
nipulationssichere Gerdte [1].

Folglich ist flir SWARMS ein generischeres Sicherheits-
konzept erforderlich, welches die gegebenen Randbedin-
gungen beriicksichtigt. Grundsatzlich miissen immer die
spezifischen Einschréankungen von Ad-hoc-Netzen (unsi-
chere Kommunikation, fehlende Infrastruktur, etc.), Sen-
sornetzen (Skalierbarkeit, Echtzeit-Anforderung, etc.)
und der einzelnen Knoten (eingeschrénkter Speicher,
Rechenleistung, Energie, etc.) beriicksichtigt werden.
Dariiber hinaus ist es notwendig, ein flexibles Konzept
zu entwickeln, in dem sich der Grad der Sicherheit
bei Bedarf variieren ldsst. Dies ermdglicht insbesonde-
re einen der Anwendung angepassten Kompromiss zwi-
schen bendtigter Sicherheit und dem resultierenden Ener-
gieverbrauch. In diesem Zusammenhang differenzieren
wir hinsichtlich der beiden Dimensionen inhaltsbasier-
te Sicherheit und situationsbasierte Sicherheit. Inhalts-
basierte Sicherheit griindet auf der Prdmisse, dass un-
terschiedliche Inhalte auch unterschiedliche Sicherheits-
anforderungen haben. Zum Beispiel hat mobiler Co-
de Ublicherweise viel hohere Sicherheitsanforderungen
als kommunizierte Messwerte oder Lokationsinformatio-
nen. Dies ermdglicht es der Middleware, fiir unterschied-
liche zu kommunizierende Inhalte flexibel verschiede-
ne Sicherheitsgrade festzulegen. Situationsbedingte Si-
cherheit beschreibt unterschiedliche Sicherheitsanforde-
rungen abhdngig vom internen Zustand des Sensornet-
zes und der Umwelt. Zwei Situationen, in denen flr
gleiche zu kommunizierende Daten (z.B. Lokationsin-
formationen der Knoten) verschiedene Grade an Sicher-
heit wiinschenswert sind, sind zum Beispiel die Lang-
zeitiiberwachung von Deichen oder die Uberwachung
der Planung eines terroristischen Anschlages. Hierbei
kann die Anwendung den gewiinschten Grad der Sicher-
heit sowohl fiir anwendungsrelevante Daten, wie auch fiir
Daten, welche die Middleware zur internen Organisation
bendtigt, festlegen.

Sicherheit in Sensornetzen kommt anwendungsabhéngig
eine unterschiedlich starke Bedeutung zu. Aus diesem
Grund sind wir davon Uberzeugt, dass aufbauend auf
den Basisanforderungen, die immer beachtet werden
missen, ein flexibles Sicherheitskonzept entwickelt wer-
den muss. Denn so kann der optimale Kompromiss zwi-
schen dem bendtigten Grad an Sicherheit und dem Ener-
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gieverbrauch erreicht werden. Zusétzlich sollte dieser
Ansatz moglichst generisch sein, um die Anforderungen
an ein Sensornetz, bzw. der einzelnen Knoten méglichst
gering zu halten.

In dem Vortrag wollen wir zundchst allgemein das Pro-
blemfeld der Sicherheit in Sensornetzen beschreiben und
Voraussetzungen und Limitationen aufzeigen. Im Haupt-
teil werden wir dann auf die beiden Paradigmen inhalts-
und situationsbedingter Sicherheit eingehen und erste
Ideen zu ihrer Umsetzung vorstellen. Dabei soll es sich
nicht um die Prasentation fertiger Konzepte handeln.
Vielmehr wollen wir erste konzeptionelle Ansétz be-
schreiben, die im weiteren Projektverlauf simulativ und
experimentell evaluiert und weiterentwickelt werden sol-
len. Auf diese Art und Weise soll eine Diskussion aus-
geldst werden, da wir von der Wichtigkeit des Themas
tiberzeugt sind.

[1] Basagni, S. et al., ,,Secure Pebblenets”, MobiHoc
2001.

Fischer, S., Luttenberger, N., ,,SWARMS - Soft-
ware Architecture for Radio-Based Mobile Self-
Organizing Systems™, Projektantrag im Rahmen
des DFG-Schwerpunktprogrammes ,,Basissoftwa-
re fiir selbstorganisierende Infrastrukturen fir ver-
netzte mobile Systeme” (SPP 1140), 2001.

Hu, L., Evans, D., Secure Aggregation for Wireless
Networks, Workshop on Security and Assurance in
Ad-hoc-Networks, 2003.

Perrig, A. et al., ,,SPINS: Security Protocols for
Sensor Networks*“, MobiCom 2001.

Undercoffer, J. et al., ,,Security for Sensor Net-
works”, CADIP Research Symposium 2002.

[2]

(3]

[4]
[5]
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SWARMS

Uberblick

Problemfeld und Ziel der Arbeit
SWARMS

Problematiken in Sensornetzen
Losungsansatz

Weiteres Vorgehen

SwaRrMs

20




Problemfeld

= Einsatzgebiete von Sensornetzen meist
unkontrollierbar und nicht vertrauenswurdig.
= Absichern des Netzes gegen Zugriff Dritter
= verlasslicher Austausch von Daten
= Einsatz von mobilem Code

— Schaffen eines moglichst generischen
Sicherheitskonzept, das nur geringe
Anforderungen an Netzkomponenten stellt.

SWARMS

Wesentliche Charakteristika:

= Kooperation gleichwertiger Gerate
= keine logische Netzstruktur

= dynamische Verteilung und Bewaltigung von
Aufgaben

= Knoten nicht physikalisch manipulationssicher

SwaRrMs 4
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Probleme

= Ad-hoc-Netz Problematiken

— fehlende Infrastruktur, etc.
= Sensornetz Problematiken

— Skalierbarkeit, Echtzeitanforderungen, etc.
= Sensorknoten Problematiken

— geringe Rechenleistung, etc.

— Das Sicherheitskonzept muss diese
Randbedingungen berucksichtigen!

SWARMS 5

Sicherheitskonzept

= Sicherheitsmallnahmen kosten Energie durch
zusatzliche Rechenzeit und Bandbreite

- Kompromiss zwischen Grad der Sicherheit
und Energieverbrauch notig!

= Anwendungsspezifischer Kompromiss naotig!

- maglichst flexibel Sicherheit bereitstellen!

SwaRrMs 6
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Flexibles Sicherheitskonzept

flexible Sicherheit durch Anforderungsdimensionen

= inhaltsbasierte Sicherheit:
unterschiedliche Sicherheitsanforderungen
verschiedener kommunizierter Inhalte

= situationsbasierte Sicherheit:
abhangig vom internen Netzzustand und der
Umgebung

WWWWW

Nachste Schritte

= Bestimmen der kryptographischen
Algorithmen und Konzepte

= genauere Definition von Inhalten und internen
Netzzustanden

= Implementierung
= Evaluation

TECHNISCHE UNIVERSITAT
CAROLO-WILHELMINA
SwaRrMs

cccccc
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#SWARMS

Vielen Dank.

=
TECHNISCHE UNIVERSITAT
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Erste Erfahrungen mit der Karlsruher Sensornetz-Plattform

Erik-Oliver BlaR, Hans-Joachim Hof, Bernhard Hurler, Martina Zitterbart
Institut fur Telematik
Universitat Karlsruhe
[blass|hofihurler|zit] @tm.uni-karlsruhe.de

Die fortschreitende Miniaturisierung von Computer-Hardware erlaubt immer kleinere und leistungsfahigere
Gerdte. In naher Zukunft werden Kleinstcomputer unsere standigen Begleiter sein, allgegenwértig unsere Umge-
bung bestimmen und uns bei alltdglichen Aufgaben unterstltzen. Daraus ergibt sich eine Menge vielfaltiger
Mdglichkeiten auf dem Weg dahin aber vor allem auch Hindernisse, die es zu beseitigen gilt. So eignen sich
beispielsweise traditionelle Verfahren aus dem Bereich Sicherheit nur sehr eingeschrankt fiir die angestrebte
Zielplattform Kleinster eingebetteter Systeme, da dort meist nur wenig Speicher und Rechenleistung zur Verfi-
gung steht. Auch der sehr eingeschrénkte Energievorrat der eingesetzten Geréte stellt ein grofRes Hindernis fir
die Ubernahme traditioneller Architekturen und Algorithmen dar.

Fur erste praktische Versuchen mit solchen autonomen Sensoren bzw. Aktoren wurde eine Einheit entwickelt,
welche aus einem Mikrocontroller Atmel ATMega 128, einem Bluetooth-Modul und einem oder mehreren Sen-
soren/Aktoren besteht, die je nach Anwendung direkt auf der Platine oder Uber eine Drahtverbindung an den
Mikrocontroller angeschlossen sind. Zur drahtlosen Kommunikation mit einer Basisstation oder zwischen ein-
zelnen autonomen Sensoren dient das Bluetooth-Modul, fiir das ein sehr kompakter und effizienter Bluetooth-
Stack entwickelt wurde.

Abbildung 1:Blue Wand (links oben), Blue Cup (rechts oben) und Blue Cushion (unten)
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Diese flexible Grundeinheit wird am Institut fiir Telematik fir verschiedenste Anwendungen eingesetzt. Ausges-
tattet mit Beschleunigungssensoren und Gyroskopen wurde im Rahmen des IEEE-Wettbewerbs 2002 der
»BlueWand*“ (siehe Abbildung 1) entwickelt, welcher Bewegungen und Gesten des Benutzers aufzeichnet. Der
Blue Wand dient somit als alternatives Eingabegerét, mit dem eine Vielzahl von technischen Geréten bedient
werden kann. Ein mit einem Drucksensor ausgestatteter Birostuhl (Blue Cushion, siehe Abbildung 1) wurde in ein
CSCW-System (Computer Supported Collaborated Work) integriert. Er dient dort zur Ubermittlung von Zu-
standsinformationen an die Teilnehmer einer Session. Dies ermdglicht non-verbale und intuitive Interaktion
zwischen den Teilnehmern. Ein System mit einer gréBeren Anzahl autonomer Sensoren bzw. Aktoren ist derzeit
in der Entstehung. Als Testfall dienen hierzu eine Reihe von Sensoren und Aktoren, welche eine Topfpflanze mit
Wasser und geeignetem Licht versorgen sollen, indem GielRanweisungen an den Benutzer und Steuerimpulse an
Jalousien Ubermittelt werden. Als Grundlage fir die Elektronik der Topfpflanze dient ,,Blue Cup®, eine mit Blue-
tooth vernetzte Kaffeetasse (siehe Abbildung 1), die ihren Fillstand und die Temperatur des enthaltenen Getranks
Ubermitteln kann.

Fir die oben aufgefiihrten Anwendungen existiert bisher ein zentraler Punkt, der mit den verschiedenen Geréten
liber Bluetooth eine Point-to-Point-Verbindung Kontakt aufnimmt und die von den Sensoren ermittelten Daten
zentral auswertet. Im weiteren Verlauf der Arbeit am Institut fur Telematik ist geplant, mehr und mehr auf
Netzwerke von Sensoren hinzuarbeiten, um sowohl rdumlich weiter ausgedehnte Szenarien als auch Systeme
ohne zentrale Kontrolle realisieren zu kénnen. Die dazu entworfene Architektur zeigt Abbildung 2. Besonderer
Wert wurde beim Systementwurf auf Sicherheitsanforderungen gelegt.

Distributed Public Key Software-
Sensor Service Database Actor/Sensor Update
Replication/
Aggregation
S-CAN
Sichere Vermittlungs- Sichere Vermittlungs-
und Transportschicht und Transportschicht

Vermittlungs- und Transportschicht (Scatternets)

Bluetooth

Abbildung 2: Architektur des Sensornetzwerks

Im Folgenden werden die einzelnen Bestandteile der Architektur ndher beschrieben:

Sensor Data Replication/Aggregation-Modul:

Im SDR/A-Modul werden Sensordaten vor der Weiterleitung an andere Sensoren aggregiert. Da der mit Abstand
grolite Teil der Energie eines Sensor fiir das physikalische Senden von Daten verwendet wird (bzw. in Sensor-
netzwerken fir die Weiterleitung von Paketen), ist es wichtig, mdglichst wenig Daten zu Ubertragen und die
anfallenden Daten zu bundeln. Dazu werden redundante Daten nicht weiter Ubermittelt und Sensordaten von
verschiedenen gleichartigen Sensoren miteinander kombiniert, um kirzere Datensatze zu erhalten. Diese Reduk-
tion erfolgt applikationsspezifisch. Das Modul koordiniert ebenfalls die Replikation von hédufig angefragten
Daten an verschiedene Punkten im Sensornetzwerk. Durch intelligente Replikation kann der Kommunikations-
aufwand insbesondere bei periodisch anfallenden Daten erheblich eingeschrankt werden. Grundlage firr diese
applikationsspezifische Aggregation sind die am Institut fur Telematik entwickelten Mechanismen aktiver und
programmierbarer Netze.
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Software-Update-Modul:

Software-Updates sind fiir eine lange Lebenszeit eines unzuganglichen, unbeaufsichtigten Netzes wichtig. Die
Korrektur von Fehlern, die Erweiterung der Funktionalitdit ebenso wie die Anpassung an geanderte
Umweltverhaltnisse werden dadurch erméglicht bzw. vereinfacht. Software-Updates stellen hohe Anforderungen
an die Sicherheit, da die Authentizitdt und Integritat des zu installierenden Updates eindeutig festgestellt sein
muss, bevor es integriert werden kann. Jegliche Sicherheitsoperation muss mit den begrenzten Ressourcen der
Zielplattform auskommen. AuBerdem darf auch ein misslungenes Software-Update einen Sensor nicht véllig
unbrauchbar machen. Dazu ist es nétig, persistente Kernroutinen und Einsprungspunkte fiir Updates zu
definieren und diese auch zu schiitzen. Updates kénnen als Patch, Multi-Patch (Update Patch von verschiedenen
Versionen aus) oder Komplett-Update erfolgen. Dadurch werden Daten bei der Ubertragung der Updates
eingespart. Jegliche von Sensoren gewonnene Daten werden mit der aktuellen Softwareversion attributiert, so
dass durch Anpassungsfunktionen auch dann noch eine Funktionalitit des Netzes erbracht werden kann, wenn
Daten durch Programmcode verschiedener Versionen gewonnen werden. Angestrebt wird allerdings ein
konsistenter Zustand, in dem alle Sensoren die gleiche Softwareversion installiert haben. Inkonsistenzen lassen
sich jedoch nicht vermeiden, besonders wéhrend eines laufenden Updates. Updates verfiigen neben einer
Versionsnummer auch noch Uber einen Hash-Wert aus einer Hash-Kette des Update-Programmierers. Mit
diesem Hash-Wert ist es einem Knoten maéglich, seinen Nachbarn zu beweisen, dass ein neues Update verfiigbar
ist. Dadurch kann effizient der Update-Vorgang angestoRen werden und Denial-of-Service-Angriffe werden
erschwert. Ziel ist es, dem Update-Programmierer maximale Flexibilitdt zu gewahren. Die Sensoren am Institut
fur Telematik der Universitat Karlsruhe nutzen die Selbstprogrammierungs-Fahigkeiten des Atmel ATMegal28
RISC-Prozessors. Zur Zeit ist bereits die Maoglichkeit vorhanden, durch einen Bootloader gezielt
Speicherbereiche zu beschreiben. Der Software-Update Code selbst liegt im besonders geschiitzten Bootloader-
Bereich, der nur durch einen speziellen Programmieradapter geédndert werden kann. Im laufenden Betrieb ist es
so auch im Falle einer misslungene Code-Integration méglich, die Funktionalitat des Sensors wiederherzustellen.

Verteilte Aktor/Sensor-Interaktion:

Im vorliegenden Netzwerkmodell gibt es neben Sensoren, die Daten liefern, auch Aktoren, die aufgrund anwen-
dungsspezifischer Vorbedingungen ihre Umgebung beeinflussen kdnnen. Aktoren verbinden sich zeitweilig oder
dauerhaft mit Sensoren, wobei Konflikte bei diesem Bindungsvorgang aufgeldst werden missen. Dazu wurde
ein Konzept entwickelt, mit dem im einfachsten Fall Sensordaten abgefragt und Aktoren direkt angesteuert wer-
den konnen. Fir komplexere Zusammenhdnge, die ein Zusammenspiel zwischen verschiedenen Sensoren und
Aktoren erfordern, besteht die Mdglichkeit, dem Sensornetz Auftrdge zuzuteilen. Primitive Auftrdge beschrén-
ken sich auf oben genannte einfache Abfragen oder Steuerungen. Komplexe Auftrage enthalten wiederkehrende
bzw. von gewissen Bedingungen abhéngige Aufgaben. Diese Auftrdge kdnnen wiederum aus einer Reihe von
primitiven oder komplexen Auftrdgen bestehen. Ein Sensornetz erledigt die ihm gestellten Auftrdge autonom,
ohne dass weitere Eingriffe von aulen notwendig werden. Das Auftragskonzept ermdglicht es, ein Sensornetz
schnell und ohne Anderung der bestehenden Sensor-/Aktorkomponenten mit neuen Aufgaben zu belegen. Das
Auftragskonzept wird momentan in einer vereinfachten Form flir den oben genannten ,,Intelligenten Blumen-
topf* implementiert und eingesetzt.

Secure Content Adressable Network:

Einige Sensoren im Sensornetzwerk bilden ein Overlay-Netzwerk, das sogenannte Secure Content Adressable
Network (S-CAN). Mit Hilfe dieses Overlays wird ein verteiltes Service Directory mit einer Public Key Databa-
se realisiert. Das Service Directory dient primér dazu, verfiighare Daten und Dienste des Netzwerks aufzufinden.
Es kann auch zur Datenreplikation durch das SDR/A-Modul verwendet werden. Das Service Directory stellt die
Grundlage fiir das A/SI-Modul dar, das einem Sensor die Mdglichkeit bietet, einen Aktor aufzufinden. Die
Dienste des Service Directory werden nur gelegentlich genutzt (z.B. zum Aufbau einer Beziehung zwischen
einem Aktor und einem Sensor), sind aber von zentraler Bedeutung fiir die Funktionalitat des Sensornetzwerks.
Deshalb wurde besonderer Wert auf sichere Konstruktion und Erhalt der Strukur des Overlays gelegt. Dabei
verzichtet die vorgeschlagene Losung auf den Sensoren fast komplett auf asymmetrische kryptographische Ver-
fahren und spart so Rechenleistung und Speicherplatz. Bei der Konstruktion des CAN werden jeweils benachbar-
te Knoten im Overlay dynamisch mit einem gemeinsamen Geheimnis ausgestattet und kdénnen damit fortan si-
cher und ressourcen-effizient mittels symmetrischer Verschliisselung kommunizieren. Insbesondere die periodi-
schen Update-Nachrichten tber Nachbarschaftsbeziehungen werden durch diese Geheimnis geschiitzt. Somit
wird die Struktur des Overlay-Netzes gesichert. Um neue Gerdte in das CAN-Netz aufzunehmen wird ein so
genanntes ,,Master Device” eingesetzt. Dieses Gerdt hat eine herausragende Stellung im Sensornetzwerk: Es
bildet den Zugangsschlissel zum Netzwerk, ist in der Lage auch komplexere kryptographische Operationen
auszufiihren, ist zustandslos und kommuniziert nur zu bestimmten Zeitpunkten mit dem Sensornetzwerk. Der
Einsatz des Master Devices erfordert eine Interaktion mit dem Benutzer und stellt insofern eine Authentifizie-
rung des physikalischen Gerats dar (,,das ist das Gerét, welches ich gerade aus der Verpackung enthommen ha-
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be*). Das Master Device sorgt fir eine gleichméBige Verteilung der Knoten im CAN-Space und stellt den ein-
zelnen Geréaten des CAN ein Zertifikat fir die von ihnen verwaltete Zone aus. Das Master Device kommuniziert
mit dem hinzukommenden Gerét (iber einen Location Limited Side Channel, im vorliegenden Fall mit physikali-
schem Kontakt. AuRerdem verfiigt jedes Gerat tber ein gemeinsames Geheimnis mit dem Master Device. Durch
ein spezielles Konstruktionsschema muR dies nicht fiir jedes Gerat auf dem Master Device gespeichert werden.
Damit ist sichergestellt, dass neue Gerate auch nach Verlust des Master Devices durch eine Kopie des Master
Devices aufgenommen werden kdnnen. Der Ausfall eines Geréts und das damit entstehende ,,Loch“ im CAN-
Space kann durch das Master Device mit Hilfe von Blrgschaften der Nachbarn repariert werden. Die im S-CAN
zum Einsatz kommenden kryptographischen Algorithmen wurden am Institut fir Telematik im Hinblick auf die
besonderen Erfordernisse der Zielplattform implementiert. Bisher konnten durch die Algorithmen folgende Leis-
tungsdaten erzielt werden:

e  Symmetrische Verschliisselung Uber AES, 128 Bit Schlissellange: ca. 40 kBit/s

o Asymmetrische Verschlisselung tber Elliptische Kurven Kryptographie, 113Bit Schliissellange: ca.
0,06 kBit/s (verschiedene Formen zur erheblichen Optimierung in Arbeit)

e Hash-Algorithmus SHA-1, 4,4 kBit/s (auch hier sind noch einige Optimierungen in Arbeit)

Samtliche kryptographischen Algorithmen bendétigen dabei insgesamt nicht mehr als ca. 900 Bytes RAM.
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<=M Software Updates

Q0 Fur lange Lebenszeit notwendig (Fehlerkorrektur, Umweltanpassung, Funktionserweiterung)
O Daten-zentrische Updates
Q Als Patch, Multipatch oder Komplett-Update
0 Schutz von Kernroutinen: Update-Code + Connectivity
O Sensordaten attributiert mit Softwareversion
O Anpassungsfunktion fur Daten aus verschiedenen Softwareversionen
O Inkonsistenzen nicht zu vermeiden
O Hash-Kette zur Anzeige neuer Software-Updates
H,Hasts H, Hashy | Hashy | Hash,  Hash, p_
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==Macs - Service Directory

Q Content Adressable Network
O D-dimensionaler Torus
o Knoten tibernehmen einen Teil des CAN-Space

o Dienstenamen Uber Hashfunktion abgebildet auf
CAN-Space

Q Secure Content Adressable Network

o Erweitert CAN um sichere Konstruktion und
Strukturerhalt

O GroRtenteils symmetrische Kryptographie
0 Master Device

Q Manche Knoten im CAN

0 Diese Knoten kénnen Anfragen von anderen Knoten
bearbeiten
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Steuerung eines Sensornetzwerkes durch Aufgaben

Q Sensoren/Aktoren — Beteiligung an unterschiedlichen Aufgaben
O Neue Aufgaben - schnelle Implementierung im Netz
O Autonome Bearbeitung der Aufgaben

Blumenpflege 1 |:
Blumenpflege 2 |:::

‘ Arbeitsplatzbeleuchtung ‘
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==Mancs. - Actor/Sensor Interaction

Aufgabenorientierte Infrastruktur fir ein Sensornetzwerk:

Q Primitive Tasks
0 QueryTask: Daten von Sensoren
O OrderTask: Steuerung von Aktoren

Q Complex Tasks
o ConditionalTask: bedingte Ausfiihrung von Aufgaben
o RepetetiveTask: wiederholte Ausfiihrung von Aufgaben

-> Rasche Aufgabenstellung und -&nderung maoglich
-> Sensor-/Aktor-Einheiten kénnen sich an vielen Aufgaben beteiligen
-> Autonome Aufgabenerledigung
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Abstract

We motivate a prototyping platform for ad-hoc net-
working research showing some requirements and con-
straints. The architecture of the BTnodes, each of
which can store information, compute and communi-
cate, is explained in conjunction with some demo ap-
plications that have been implemented. Important re-
quirements and design trade-offs to be able to support
multiple, compatible communication interfaces, to han-
dle limited resources, for power-aware operation and
for efficient testbed deployment are discussed.

1 Introduction

By using standardized communication interfaces,
wireless sensor networking nodes can interact with
these everyday appliances, peripheral devices, sensors
and actors alike. According to [3, 6] and others, ser-
vices in the network are the dominating factor for fu-
ture growth. Fostering this interaction are well estab-
lished and acquainted user interfaces on already com-
mon devices such as PDAs and cellular phones that
make it possible to reach out into the digital represen-
tation of smart everyday objects and interactions.

Typical applications in research are in fast proto-
typing of demo applications [2, 7], interfacing to other
devices (sensors, actors, multimedia and computing de-
vices) [12] and the realization of emerging networking
concepts that have so far only been theoretically spec-
ified and simulated.

Bluetooth is a connection-oriented, wireless commu-
nication medium that assures interoperability between
different devices and enables application development

*The work presented in this paper was supported by the Na-
tional Competence Center in Research on Mobile Information
and Communication Systems (NCCR-MICS), a center supported
by the Swiss National Science Foundation under grant number
5005-67322.
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through a standardized interface. This Host Controller
Interface (HCI) hides most of the lower-layer abstrac-
tion from the system developer and leaves host-system
resources to higher-layer applications. Networks of
Bluetooth devices are organized in Piconets. These
are Master-Slave star topologies that can be intercon-
nected to form larger Scatternets. Compared to other
media used in low-power wireless research [11, 9, 4],
Bluetooth offers a host of high-level link-layer func-
tionality such as multiplexing, integrated audio, differ-
ent channel characteristics, link keys and encryption.
The most apparent difference is that the developer is
not dealing with a baseband and MAC interface but
with dedicated communication channels. Applications
thus need to be wireless-aware (broadcast medium),
but no knowledge of digital signal processing and real-
time systems is necessary.

Key requirements for a ubiquitous research platform
are flexibility, power-aware operation, efficient deploy-
ment and the support of standardized interfaces. The
following target features have been realized in the de-
sign of the BTnode:

e In-circuit programmable Bluetooth platform
e Remote update of system software

e Low component count

e Compact overall system size

e Simple debugging capability

e Sensor and user interface

e Single voltage design with power management

2 BTnode Architecture

The BTnode is an autonomous wireless communi-
cation and computing platform based on a Bluetooth
radio module and a microcontroller. The benefit of this



platform is having a small form factor of 6x4 ¢m while
still maintaining a standard wireless interface. With
its general purpose interfaces the BTnode can be used
with many peripherals, such as sensors, actors, DSPs,
serial devices (like GPS receivers, RFID readers, etc.)
and user interface components.

The BTnode hardware (see Fig. 1) consists of an At-
mel ATmegal28L microcontroller with on-chip mem-
ory and peripherals. The microcontroller features an
8-bit RISC core delivering up to 8 MIPS at a max-
imum of 8 MHz. The on-chip memory consists of
128 kbytes of in-system programmable Flash memory,
4 kbytes of SRAM and 4 kbytes of EEPROM. There
are numerous peripherals integrated as well: JTAG for
debugging, timers, counters, pulse-width modulation,
10-bit analog-digital converter, 12C bus, two hardware
UARTSs. An external low-power SRAM adds an ad-
ditional 240 kbytes of data memory to the BTnode
system.

GPIO  Analog 10 Serial IO

I S N v
Bluetooth ATmegal28L

Module Microcontroller RS232

— %~ Power
t t Supply
Clock/Timer  LED's |

e

Figure 1. The BTnode system overview

A real-time clock is driven by an external quartz os-
cillator to support timing updates while the device is in
low-power sleep mode. The system clock is generated
from an external 7.3728 MHz crystal oscillator.

An Ericsson Bluetooth module is connected to one
of the serial ports of the microcontroller using a detach-
able module carrier and to a planar inverted F antenna
(PIFA) that is integrated into the board to further re-
duce the critical components. The operating and power
modes of the Bluetooth module can be controlled by
the MCU.

Four LEDs were directly integrated, mostly for the
convenience of debugging and monitoring, although
they could easily be optional external add-ons. One
analog line is connected to the battery input and allows
to monitor the battery status. The other peripherals
are directly accessible via external connectors. These
connectors all have the same setup with 4 signal and
additional power and ground lines to be able to flexi-
bly power and control add-on sensor peripherals. The
supply voltage for MCU, memory and Bluetooth is fed
through separate 0 Ohm resistors. When replaced by a
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current meter, this is a common way to enable exact in-
situ power-consumption profiling for each component.

3 Communication Oriented OS Sup-
port

The BTnode system software is a lightweight op-
erating system made up of low-level drivers that are
interrupt driven and a simple dispatcher for scheduling
multiple threads. This OS is well-suited for the appli-
cations of such small-scale networking devices that will
consist mostly of simple IO and monitoring tasks and
communication.

Application | Task1 Task2 Task3 .. Task i |

Communication

Driver

Dispatcher

Hardware

Figure 2. A lightweight communication ori-
ented OS framework for WSN applications

An event-driven programming model provides con-
venient functions for resource management. The dis-
patcher is used for the scheduling of tasks; it im-
plements coarse-grained cooperative multithreading.
Ounly one task (event handler) can be active at a time.
Events are processed in the order they appear. Every
event handler is always completely executed until the
next one is scheduled. So every event handler depends
on the previous event handler to terminate in time. A
software component, such as a driver, can generate an
event to notify other components of the occurrence of
a change in state that requires further action.

The second part of the system software are low-level
interrupt-driven device drivers that allow applications
to access the peripherals and interfaces in a standard
way. The drivers are designed with fixed buffer lengths
that can be adjusted at compile time to meet the strin-
gent memory requirements. Available drivers include
memory, real-time clock, UART, 12C, LEDs, power
modes and AD converter.

4 Power Aware Operation

Different power-saving modes are available for both
the microcontroller and the Bluetooth module. A real-
time clock controlled by a separate driver is driven
by a separate oscillator to allow to make use of the



low-power modes of the BTnode over longer periods of
time. Furthermore, the microcontroller can be run at
different operating frequencies controlled by the soft-
ware.

A simple qualitative sensor application example (see
Table 1) with a 10 % duty cycle reveals a quite ac-
ceptable average power-consumption of 6.5 mW and
a battery lifetime T on the order of weeks on a stan-
dard 840 mAh Li-ion battery. Newer Bluetooth hard-
ware is much less power-hungry than our first genera-
tion developer hardware, reducing power-consumption
in communication mode by a factor of 2-4.

| Operation [t [sec] | P [mW] | T [h] |
Sensing 4 12 252
Communication 2 160 19
Idle 54 0.5 6048

| Total \ | 6.5 | 421 |

Table 1. Power consumption example

5 Platform Deployment and Tools

A software kit consisting of a build environment
(avr-gee cross compiler and standard libraries), source
code, debugging support, demo examples and docu-
mentation has been assembled for the BTnodes and
is available for download. A support mailing list and
software repository are also available to developers.

In order to support fast prototyping and debugging
without having to download to the embedded target on
every design iteration, a separate build tree on Linux
with the required interface and hardware emulation has
been developed. This allows immediate execution of
the identical system software as on the embedded tar-
get on a conventional PC with an attached serial Blue-
tooth device. A further advantage of this emulation
mode is the possibility to read and write files on the
host system and use the host system’s advanced com-
puting resources, e.g. for data gathering and analysis
in a network of sensor nodes.

To simplify maintenance and application develop-
ment with many BTnodes, a mechanism allowing selec-
tive network flooding with program-code updates has
been developed.

The BTnodes have been developed and distributed
in cooperation of the NCCR-MICS [5, 1] and the
Smart-Its Project, the latter being a part of the EU
Disappearing Computer initiative. The low complex-
ity and small bill of material of the BTnodes results
in a unit cost of USD 110 for the initial deployment of
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currently 200 units that have been distributed among
different research groups worldwide.

6 Applications

Many applications have been realized using the
BTnodes. Most of them are ubiquitous-sensing and
monitoring applications where fast prototyping and
ease of deployment are a key concerns [2, 10]. Other
applications such as the one shown in Fig. 3 want to in-
terface networks of sensors to commercial devices such
as cell phones [12, 13] and PDAs [7]. For the latter

type of application, compatibility and adaptability of
the interfaces is the most critical issue.

Figure 3. Product monitoring using BTnodes
as smart tags and SMS via mobile phones

Other applications are more specific in the network-
ing requirements and deal with multihop schemes, ad-
hoc routing, positioning and topology discovery, and
hardware-adaptable systems [8].
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Consumer Electronics Integration
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Bluetooth Piconets

Communication organized in piconets T
— controlled by one master
— up to 7 active slaves
— 255 inactive (parked) slaves

Master-Slave ya
— implements centralized control %
— synchronization of all slaves " A
— only master-slave communlcatlon

Multiple piconets
— separate channels
— no coordination
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Bluetooth Host Controller Interface

— standard interface for protocol software
— providing access to lower levels of the protocol stack

HCI COMMAND
HCI EVENT

OGF OCF PARAMETERS

Appllcatlons
M RECOMM . | ; Host processor

Host Controller Interface PhyS|ca| interface

Link Manager
Baseband Bluetooth module
RF
Juli 10, 2003
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Bluetooth Connections

Disconnected

/ O\

Statemachine for each connection  RedqConn O OReq Disc

N/
Link Layer Control & Adaptation (L2CAP) O
— connection-oriented Connected
—connectionless data _
— protocol multiplexing for a . e
single “air interface”
— packet segmentation and reassembly
— channel abstraction

— encryption Host Controller Interface
— Secu rlty i Link Manager

Baseband

Managed by the host controller

RF
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Hardware Requirements

Autonomous wireless communication and computing platform
based on a Bluetooth radio module and a microcontroller.

GPIO  AnaloglO Serial 10

i t : B SRAM
Bluetooth | = ATMegai128L o |

Y

Module Microcontroller B =Rsi
— e Power
3 : Supply
- Clock/Timer LED’s |
Requirements

— small form factor, low component count
— standardized wireless interface

— flexible and cost effective deployment of large quantities of
networking nodes

ETH Juli 10, 2003
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Swiss Federal Institute of Technology Zurich e
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Hardware Details

Integrated Communication LEDs, Memory
PIFA Antenna Ericsson Bluetooth Module Reset, 128 kB Flash
244 kB SRAM
Clocks 4 kB EEPROM

T
v

/ - 61 mm — I
: CPU
Generic Sensor  UART and I12C  pie) ATmega 128L McU Power
Interfaces Data Interfaces  8-Bit RISC (max. 8 MHz ~8MIPS) Management

ETH Juli 10, 2003
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Designing for Power Aware Operation

Features
— optional switchable power supply for Bluetooth module
— MCU with 6 power down modes, low idle/sleep current
— frequency scaling: 7.3 MHz - 57 kHz

— single power supply (3.6 — 16 V), single internal voltage (3.3 V)
— battery charge indicator
— direct current access shunts for all components

— internal Vcc available at every connector to power external sensor
modules

Power consumption @ 7.3 MHz [mW)] max typ Lifetime [h]*

— Bluetooth Connected/CPU On 250 160 12-19
— Bluetooth Idle/CPU On 95 67 32-45
— Bluetooth Off/CPU Idle 15 12 202-252
— Bluetooth Off/CPU Sleep 6 <0.5 504-6048
*on 840 mAh Li-ion
ETH Juli 10, 2003
Eidgenisiche Technische Hochschule Zirich Slide 10
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Power Consumption Details

TX/RX TX/RX
ldle

Sensor Network Example: 10% duty cycle

Operation Power consumption [mW] Lifetime [h]*
4 sec sensing 12 252

2 sec communication 160 19

54 sec idle 0.5 6048

Total duty cycle ~6.5mW 421

*on 840 mAh Li-ion

ETH Juli 10, 2003
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System Software

Lightweight OS
— event-driven application model
— cooperative multithreading

— device drivers (UART, RTC, ADC, ...)
| Task1 Task2 Task3 Task i |

Dispatcher

l

Programming
— standard C language
— high-level Bluetooth interface
— system software available as library

— emulation environment on Linux

ETH Juli 10, 2003
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Multiple Drivers and the Dispatcher

void handler( /*...*/ ) {}

void main() {
btn_disp_ev_reg( RECEIVE_EV, handler, 0 );
btn_disp_run();

}

handler ()

Applicaton

read ()

event buffer

Driver B
read buffer EVENT, handler func

RECEIVE_EV, handler()
OTHER_EV, func2()

received irq() Dispatcher

Hardware |

ETH Juli 10, 2003
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Better Avalanche Rescue through Sensors

b

it
orientation mobility

accelerometer, inclination
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Swiss Federal Institute of Technology Zurich
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Bluetooth enabled Appliances

Communication with other Bluetooth enables devices
— standard Bluetooth profiles for SMS, object push and RFCOMM

BTnode enabled Egg Carton SMS from Egg Carton Interactive Dialog

=50
| |

=7

ETH Juli 10, 2003
Eidgendssische Technische Hochschule Ziirich .
Swiss Federal Institute of Technology Zurich Slide 15

XHOP/R-DSR Multihop Network

Bluetooth multihop source routing prototype

— integrated scalable o Seivding of Uala peckets cvet o préderied DR roie
application protocol > -
— based on Dynamic Source o *”““’_'i"fl" e
Routing (CMU) P !
—_ routlng across plconet :en_‘lol_e__pr'og: sending of programs to distant networking nodes for execution i
emd | paameters | ™ | paramelers
borders to support >8 nodes Koo I"':""| ”f’l e l ‘ e ]
Remote topology discovery =
— script like command
language in the payload
\l‘ l\\““\ oK
Performance
— 1-2 sec per hop, ST
. . . . xhop (ABCDE) B
depending on inquiries ingl) xhop (ABHJIK)
return result ()} pos ()
ETH xhop (reverse route) return result()
Eidgenbssische Technische Hochschule Ziirich xhop (reverse route)

Swiss Federal Institute of Technology Zurich
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Other Projects using BTnodes

200 units with 16 research groups
— smart objects
— routing
— wearable computing
— perceptual computing
— operating systems

VTT, FI

DSG, ETH Zurich, CH

PCCV, ETH Zurich, CH

TecO, University of Karlsruhe, GE
PLAY, Interactive Institute, SE

TIK, ETH Zurich, CH

IFE Wearable Lab, ETH Zurich, CH
NTT DoCoMo, Munich, GE
Ptolemy Group, UC Berkeley, USA

Bill of material 50 parts Art of Technology, Zurich, CH
DistLab, Diku, Copenhagen, DK

Parts 60 USD LAP, EPF Lausanne, CH
Assembly 5 USD CS Department, Lancaster University, UK
Bluetooth 45 USD LSL, EPF Lausanne, CH
TinyOS Group, UC Berkeley, USA

Unit cost @ 200 units 110 USD University of Uppsala, SE
ETH Juli 10, 2003
Eidgendssische Technische Hochschule Ziirich S“de 17

Swiss Federal Institute of Technology Zurich

Hands-on experience

From tool installation to first application in less than a day

20 student projects completed

ETH

Eidgendssische Technische Hochschule Ziirich
Swiss Federal Institute of Technology Zurich
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Sensor Hardware for Real-World Experiments

Hartmut Ritter, Thiemo Voigt, Achim Liers, Jochen Schiller
Freie Universitit Berlin, Germany
Institut fiir Informatik
{voigt, hritter, liers, schiller } @inf.fu-berlin.de

1 Introduction

Research in the area of sensor networks is often conducted using simulations. Though this is
necessary for studies of scalability issues, we argue in this paper that experiences with real
hardware help to develop new concepts. Real-world experiments help to reveal limitations
and to integrate them in future large-scale simulations. We present a sensor hardware that is
part of our Scatterweb project and discuss the application of transmission power adjustment
for topology discovery. We plan to make the nodes available for other research groups soon.

2 Hardware Description

One of the design goals of the sensor nodes we built in our lab was to provide a small, yet
universally usable platform. Therefore, we integrated a lot of different sensors that could be
omitted in special scenarios. The sensors provided at the moment are:

A light sensor for the detection of visible light

A passive infrared sensor for movement detection

A temperature sensor

A gravitation sensor for the detection of movement of the sensor board

A microphone for determination of the ambient noise level
All these sensors are connected with a controller, the Texas Instruments MSP 430. It handles
all sensor data and coordinates communication with peer nodes. In addition, an external timer
module is provided. With this sensor node three different power modes can be deployed. In a
deep-sleep state the controller is basically shut down and wakes up only when a timer
interrupt or an infrared signal occurs. In normal standby mode (processor up and running) the
currency increases from 60 pA in the deep-sleep state to about 1,6 mA. Even in the most
power-intensive mode (currencies of 40 mA) the node can be run with a solar cell.
Communication takes place via an RF module in the 868 MHz band. The RF module
(TR1001 from RFM) provides an interesting feature as it allows currency-controlled
regulation of the transmission power. Using a digital resistor the controller can regulate
transmission power in 100 steps (we call these power control values) between off and
maximum power.

Figure 1: Sensor Node
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3 Initial experiments with transmitter output voltage

As mentioned in the previous section, the 868 MHz transceiver allows us to adapt the
transmission range by software. This is useful in at least two scenarios:
to inquire information about the location of sensors and the topology of the network
to simplify the realization of experiments with multi-hop communication between sensor
nodes
While simulations often assume well-defined transmission ranges, the transmission range of a
sensor depends very much on the actual environment. For example, as some initial
experiments have shown, the maximum transmission range outside is about 300 meters while
it is about 100 meters inside a building through one or two walls. Further experimental data is
shown in Figures 2 to 4. Figure 2 shows the transmission range dependent on the power
control values in the case of an outdoor measurement. Note that the maximum transmission
range is much lower than the 300 meters mentioned above since the measurements were
performed closer to the ground. Higher transmission ranges were achieved by holding up the
sensors in the air. The data shown in Figure 3 was collected with sensors placed in the
corridor while the results in Figure 4 are from measurements with sensors on a board inside
the hardware lab.
From these results we are going further into two directions:
It will be possible to set up sensor networks of approx. 20-30 nodes on a table, as the
adjusting of the transmission power allows building extremely short-ranged connections
between nodes. Real-world experiments with large-scale sensor networks thus do not
require large rooms.
Second, topology discovery using triangulation will be possible. We are currently
investigating into this. We assume that precision will not be as good as with transmission
delay measurements, though on the other hand the measurement results of a large number
of nodes in a sensor network can be correlated.

4 Other Work

Within the scope of project seminars and thesis works students are currently realizing several
real world experiments in different areas:
Data-centric routing
Access to sensor data over the Internet
Alarm notification and management of nodes using GSM’s short message service
Integration into database
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Appendix: Transmission Range Measurements
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Betrachtungen zum Energieverbrauch von
Sensornetzknoten

Katja Schwieger, Heinrich Nuszkowski and Gerhard Fettweis
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1. EINFUHRUNG

Drahtlose Sensornetzwerke stellen eine neue Herausforde-
rung auf dem Gebiet der Mobilkommunikation dar. Im Gegen-
satz zu herkdbmmlichen Funknetzen spielt dabei die verfiighare
Bandbreite kaum eine Rolle. Da die Netzknoten im Allge-
meinen batteriebetrieben sind, muss vielmehr der Energiever-
brauch der Sensoren optimiert werden. Um energieeffiziente
Protokolle zu entwickeln, muss zundchst der Energieverbrauch
der Hardwarekomponenten in verschiedenen Zustdnden ermit-
telt werden. Auch wenn die Netzwerke zumeist multi-hop
Funktionalitdt aufweisen, ist es sinnvoll, zunéchst den Energie-
verbrauch im single-hop Fall zu untersuchen. Ausgehend von
einer an unserem Lehrstuhl entwickelten Hardware soll im Fol-
genden der Energieverbrauch in einem single-hop Netzwerk
untersucht werden. Dabei werden die Modi “Senden” (TX),
“Empfangen” (RX) und “Sleep* separat betrachtet. Mit Hilfe
der Analyse kdnnen wichtige Riickschliisse auf das Design des
Protokolls gezogen werden. In der Fachliteratur werden bisher
zumeist Protokoll-Probleme fiir energieeffiziente Ubertragung
behandelt (z.B. [1], [2]), nur wenige Verdffentlichungen be-
handeln die Bitlibertragungsschicht (z.B. [3], [4]). Dies ist
ein Beitrag, der die schichtenlibergreifende Betrachtung (OSI-
Modell) bei der Energieoptimierung anstrebt.

Il. AUFBAU DES SENSORNETZWERKES

Abbildung 1 zeigt den prinzipiellen Aufbau eines Sen-
sorknotens. Er besteht aus dem eigentlichen Sensor, einem
Digitalteil (DSP oder ©C), das das Protokoll enthélt und die
Basisbandverarbeitung durchfiihrt und dem Analogteil, wel-
ches das digitale Signal auf die Trégerfrequenz f. moduliert.
Nicht dargestellt sind u.a. die Batterie, der Leistungsverstarker
(power amplifier-PA) und diverse Schnittstellen.

In unserem Fall ist das Digitalteil ein C von Texas Instru-
ments (TI) und das Analogteil der CC1000 von Chipcon, der
den PA bereits integriert. Tabelle | zeigt den Stromverbrauch

' A '
S
S Digitalteil Analogteil
& g 1A%
- J -

Abb. 1. Aufbau eines Sensorknoten
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der Komponenten im TX/RX/Sleep-Mode. Der Verbrauch des
Sensors wird nicht in die Berechnungen einbezogen, da er
stark vom jeweiligen Senor abhdngt. Der Gesamtverbrauch
wurde direkt am Sensorknoten gemessen und enthdlt also auch
den Verbrauch externer Bauelemente.

| TX [mA] P=-20dBm...10dBm | RX [mA] | Sleep [pA] |

TI uC 0.5 0.5 1.6
CC1000 5.3..26.7 7.4 1
gesamt >5.8-27.2 14 6
Tabelle |

STROMVERBRAUCH DER KNOTENKOMPONENTEN

Folgendes single-hop Szenario wird nun untersucht: Ein
Sensor sendet Daten liber einen AWGN-Kanal an eine 30m
entfernte Basisstation (BS). Dabei wird das Paket durch den
Kanal beeintrdchtigt; auBerdem kann es zu Kollisionen mit
anderen Paketen kommen. An der BS wird zunéchst die
Synchronisationssequenz gesucht (=Detektion). Nach erfolg-
reicher Detektion wird das Signal demoduliert und in einem
letzten Schritt der Fehlerschutz dekodiert. Werden alle 3 Stu-
fen erfolgreich abgeschlossen, sendet die BS ein Acknowledg-
ment (Ack). Dessen Ankunft am Sensor wird als erfolgreich
angenommen, da die BS {iber ausreichende Energieressourcen
verfugt, um das Ack mit gentigend hoher Sendeleistung zu
tUibertragen. Bekommt der Sensor kein Ack, wird das Paket so
lange Ubertragen, bis die Anzahl der maximalen Wiederholun-
gen L erreicht ist.

Weitere Randbedingungen sind: Das Netzwerk besteht aus
100 Sensoren, wobei jeder Sensor alle 5 Minuten ein Da-
tum sendet. Die unkodierte Paketldnge betragt 128 bit. Der
Kanalzugriff erfolgt mit slotted ALOHA [5]. Als Modulati-
onsschema wird 2 FSK (nichtkohdrente Detektion) eingesetzt.
Es wird im 433 MHz-ISM-Band mit einer Datenrate von 2.4
kbps gearbeitet. Diese Spezifikation sind mit denen im IEEE
802.15.4.-Standard [6] vergleichbar.

Der Ubertragungsprozess wird nun mit Hilfe von Markoff-
Ketten und den dazugehdrigen Signalflulgraphen analysiert.
Damit lassen sich u.a. berechnen: Die durchschnittliche Ener-
gie, die bei gegebenenem L fiir eine Ubertragung benétigt
wird, die mittlere Anzahl ben6tigter Wiederholungen sowie die
Wahrscheinlichkeit fiir die erfolgreiche Ankunft eines Paketes
an der BS.
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Abb. 2.  Gesamtenergieverbrauch vs. Nichtankunftswahrscheinlichkeit

I1l. ERGEBNISSE

Zundchst soll der Gesamtenergieverbrauch als Funktion der
(nicht-)erfolgreichen Ubertragung eines Datenpaketes betrach-
tet werden.

Folgende Szenarien werden dabei in einer ersten Untersu-
chung betrachtet: Die Anzahl der wiederholten Ubertragung
eines Paketes bei nicht erfolgreicher Ankunft ist auf 1 bzw. 3
beschrankt. Es werden BCH-fehlerschutzkodierte Pakete ver-
sendet, die entweder 152 bit lang sind (1 Fehler korrigierbar)
oder 252 bit enthalten (10 Fehler Kkorrigierbar). Abbildung
2 zeigt den Energieverbrauch pro Datenbit bei gegebener
Wahrscheinlichkeit fiir eine erfolglose Ubertragung. Folgende
Erkenntnisse lassen sich daraus ableiten:

o Eine hohere Anzahl erlaubter Wiederholungen steigert
die Zuverlassigkeit der Ubertragung bei nur geringfiigig
hdherem Energieverbrauch.

o Leistungsfahige Kodes erfordern die dauerhafte
Ubertragung langer Bitsequenzen. Dies filhrt zu
einem erhdhten Energieverbrauch und einer hoheren
Kollisionswahrscheinlichkeit. Daher ist der Einsatz
‘guter’  Kodes nur in einem schmalen SNR-
Bereich sinnvoll, ndmlich genau dort, wo der Kode
Mehrfachwiederholungen verhindert.

Abbildung 3 zeigt die Aufteilung der Gesamtenergie in die
Bestandteile fiir das Senden (TX), das Empfangen (RX) und
im Sleep-Modus. Dabei wurde angenommen, dass der Sensor
sich immer im Sleep-Modus befindet, wenn er nicht sendet
oder empfangt. Zwei Szenarien aus Abbildung 2 wurden fiir
zwei verschiedene Wahrscheinlichkeiten einer erfolgreichen
Ubertragung (0.9 bzw. 0.99) betrachtet.

o Der Empfangmodus bendtigt in diesem Fall die meiste
Energie. Da der Energieverbrauch im Sendemodus aller-
dings stark von der Sendeleistung und dem Wirkungs-
grad des PA abhéngig ist, sind Szenarien, in denen die

51

x10™

1 T
Il X Case 1: 1retrans., 1 err. corr., p. _=0.9
. RX . suce
B Siee Case 2: 3 retrans., 10 err. corr., psucc=0.9
P Case 3: 1 retrans., L err. corr., p =0.99
Case 4: 3retrans., 10 err. corr., p, _=0.99
Suce
@
S
o
S —
]
505 ; i
S
>
=
@
c
[}
0 [ [
1 2 3 4
Case
Abb. 3. Energieverbrauch der Einzelkomponenten

Sendeenergie die Empfangsenergie ubersteigt, durchaus
realistisch.

« Da Sensoren die meiste Zeit im Sleep-Modus verbringen
(sollten), ist auch Anteil der in diesem Zustand bendtigten
Energie hoch.

« Abhéngig vom spezifischen Szenario (ibersteigt die Ener-
gie im Sleep-Modus die des TX-Modus und umgekehrt.
Damit ist der EinfluR von Protokoll/Fehlerschutz auf
den Energieverbrauch deutlich gezeigt. Auch Parameter
der Bitubertragungsschicht, wie z.B. das Modulations-
verfahren, wiirden den Verbrauch der Einzelkomponenten
beeinflussen. Dies zeigt noch einmal die Bedeutung einer
schichtenuibergreifenden Betrachtung bei der Energieop-
timierung.

Der Verbrauch im TX/RX-Mode kann dadurch redu-
ziert werden, indem die Daten mit einer héheren Datenrate
tibertragen werden. Dies fiihrt dazu, dass der Transceiver
weniger Zeit im TX/RX-Modus verbringt.

Aktuelle Arbeiten beschaftigen sich u.a. mit der Ubertragung
der gewonnen Erkenntnisse auf multi-hop Netzwerke.
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Abstract

Due to the close coupling of sensor networks to the real
world, physical time and location play an important role
in many sensor network applications. We explain why this
is true and discuss several issues with time synchroniza-
tion and sensor node localization for sensor networks.

1 Introduction

Recent advances in wireless communication and micro
system technology allow the construction of so-called
sensor nodes. Such sensor nodes combine means for sens-
ing environmental parameters, processors, wireless com-
munication capabilities, and autonomous power supply in
a single tiny device. Large and dense networks of these
untethered devices can then be deployed unobtrusively in
the physical environment in order to monitor a wide vari-
ety of real-world phenomena with unprecedented quality
and scale while only marginally disturbing the observed
physical processes. Examples include monitoring the be-
havior of animals in their natural habitats, monitoring the
spreading of environmental pollutions in air and water,
and monitoring seismic activity and its influence on the
structural integrity of buildings.

These exemplary applications demonstrate one impor-
tant property of sensor networks: their inherent and close
integration with the real world, with data about the phys-
ical environment being captured and processed automati-
cally, online, and in real time. This has a number of con-
ceptual and technical implications. One such implication
is that physical time and location play a crucial role in sen-
sor networks. To understand why this is true, let us con-
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sider the basic operation of a sensor network. The func-
tionality of individual sensor nodes is rather simple, they
typically measure environmental parameters (e.g., tem-
perature, light intensity) at regular sampling intervals and
apply certain filters to the obtained time series of sensor
readings to detect “interesting” environmental conditions,
emitting a so-called sensor event which describes the de-
tected situation (e.g., the proximity of an observed ob-
ject). In order to accomplish more complex tasks (e.g.,
estimating the velocity of a moving object), sensor events
obtained from various nodes throughout the network have
to be merged in a process called data fusion.

Physical time and location are of importance here for
various reasons. Firstly, applications are often interested
in time and location of occurrence of a sensor event. Sec-
ondly, filters for selecting “interesting” events often con-
tain spatial and temporal constraints. Thirdly, time and lo-
cation are often a crucial foundation for performing data
fusion. Consider for example the estimation of the ve-
locity of a moving object, which can be accomplished by
considering the distance in space and time of two “object
detection” sensor events obtained from distinct nodes of
the sensor network.

For these purposes, nodes of the sensor network have
to share a common reference system in time and space,
requiring adequate means for time synchronization and
node localization. While both of the latter have been ex-
amined before in various research contexts, the charac-
teristics and requirements of sensor networks necessitate
new solutions. In the following, we will briefly review
these characteristics and requirements, before discussing
more specific issues with time synchronization and node
localization.



2 Sensor Network Characteristics

Individual sensor nodes should by very small (few cubic
millimeters), long-living (months to years), cheap, and ro-
bust to environmental influences. The small size severely
limits the onboard resources of a sensor node (energy,
communication bandwidth, computing power, memory).
To guarantee longevity despite the limited available en-
ergy, all hardware and software components must be con-
sequently optimized for energy efficiency. Sensor net-
works are highly dynamic: sensor nodes die due to de-
pleted batteries or harmful environmental influences, new
nodes are added to replace failed ones, some nodes are
mobile due to environmental factors like wind and wa-
ter. Despite these dynamics, sensor networks should per-
form their task in a robust way. Due to their potential de-
ployment in remote, inaccessible, or unexploited regions,
sensor nodes must operate without excessive external in-
frastructure — forming so-called ad hoc networks. Many
thousands of sensors may have to be deployed for a given
task, an individual sensor’s small effective range relative
to a large area of interest makes this a requirement. There-
fore, scalability is another critical factor in the design of
the system. The expected scale makes manual configura-
tion and management of individual sensor nodes impossi-
ble, thus sensor networks should be self-configuring and
self-managing.

3 Time Synchronization

Energy, size, and cost constraints typically preclude
equipping sensor nodes with receivers for time infrastruc-
ture like GPS [4] or DCF77 [15]. Also, logical time [5]
is not sufficient, since it only captures causal relation-
ships between “in system” events, defined by message ex-
changes between event-generating processes. In contrast,
phenomena sensed by sensor nodes are triggered by ex-
ternal physical events which are not defined by in-system
message exchanges; physical time must be used to relate
events in the physical world.

Time synchronization services for traditional dis-
tributed systems like NTP [6] are typically based upon
a manually configured hierarchy of network nodes. At
the top of the hierarchy are one or more so-called mas-
ter nodes — canonical sources of time which are synchro-
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nized to each other via some out-of-band mechanism such
as GPS. Nodes further down in the hierarchy are synchro-
nized to this global time scale by evaluating “time bea-
cons” received from their immediate parent(s). Such bea-
con messages are frequently sent by a network node to
its child nodes, containing the current clock-time of the
parent at the time of message generation.

There are various problems with such an approach in
the context of sensor networks. As noted above, equip-
ping master nodes with infrastructure such as GPS re-
ceivers is typically not an option. In the case of one
master (where no external infrastructure for out-of-band
synchronization is required), synchronization paths tend
to be very long due to the expected scale of sensor net-
works. This may lead to poor synchronization of nodes
far away from the master node. Even worse, nodes which
are close to each other, but are far away from the synchro-
nization master, may experience a large synchronization
error with respect to each other due to using different syn-
chronization paths to the master with different synchro-
nization quality. This can be a major problem, since co-
located nodes tend to require accurate synchronization in
order to correlate local sensor events.

Moreover, synchronization schemes like NTP are not
optimized for energy efficiency. For example, the CPU
is used continuously to perform frequency disciplining
of the oscillator by adding small increments to the sys-
tem clock. In addition, synchronization beacons are fre-
quently exchanged, which also requires constantly “lis-
tening” to the network for such beacons. However, with
low-power radios used in sensor networks, listening to,
sending to, and receiving from the network all require sig-
nificant amounts of energy. Also, the CPU may not be
available if the processor is powered down to save energy.

The manually and statically configured synchronization
topology used by NTP is not compatible with the network
dynamics in sensor networks. The frequently changing
network topology precludes static configuration, the unat-
tended operation of sensor networks precludes manual
configuration of individual nodes. Moreover, sensor net-
works are likely to be temporary partitioned due to node
failures or environmental obstructions. Clocks in differ-
ent partitions are poorly synchronized, which may lead
to difficulties when trying to temporally correlate sensor
events originating from different partitions after a rejoin
of the partitions.



Many of the above problems can be solved by rethink-
ing various aspects of a time synchronization service [3].
Energy efficiency, for example, can be significantly im-
proved by exploiting certain characteristics of sensor net-
work applications. Since sensor networks are typically
triggered by physical events, sensor network activity is
rather bursty than continuous and rather local than global.
This leads to a situation, where synchronized clocks are
only required occasionally and only for certain subsets of
nodes. Also, the required synchronization accuracy heav-
ily depends on the application, ranging from microsec-
onds (e.g., for acoustic ranging with cm accuracy) to mil-
liseconds or even seconds (e.g., for ordering infrequent
events by time of occurence). One possible way to exploit
these characteristics is called post-facto synchronization.
There, unsynchronized clocks are used to timestamp sen-
sor events. Only when two timestamps have to be com-
pared by the application, they are reconciled to a common
time scale.

The problems related to long synchronization paths
with varying quality can be avoided by no longer trying
to force all clocks of the system to adhere to a global
time scale. Instead, local time scales with limited scopes
should be established, with timestamps being transformed
between scales when crossing a time scale boundary.

In [7] we present a synchronization scheme which ad-
heres to the above principles. There, the unsynchro-
nized clock of each node defines its own local time scale.
Timestamps are generated according to this scale. When-
ever a timestamp is sent to another node inside a message,
a simple computation is used to transform the time stamp
to the receiver’s time scale. Synchronization can be pig-
gybacked to existing message exchanges, thus keeping the
energy overhead for synchronization to a minimum. Also
synchronization works across (temporary) network pari-
tions.

4 Node Localization

As with time synchronization, energy, size, and cost con-
straints typically preclude equipping sensor nodes with
receivers for localization infrastructures like GPS. In ex-
treme cases such as Smart Dust [13], it might not even
be possible to equip sensor nodes with transceivers for ra-
dio waves or ultra sound due to the tiny size and energy
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budget of Smart Dust nodes. Hence, traditional ranging
approaches such as ones based on time of flight of ul-
trasound signals or received radio signal strength might
render unusable in the context of sensor networks.

Many localization systems such as [1, 12] depend on an
extensive hardware infrastructure. Localization systems
based on trilateration, for example, require many spatially
distributed and well-placed infrastructure components in
order to achieve high accuracy. For various reasons, this is
not an adequate solution for sensor networks. Firstly, this
contradicts the ad hoc nature of sensor networks, where
nodes may have to be deployed in remote, inaccessible, or
unexploited regions. Secondly, sensor nodes often need to
know their own location, for example to filter sensor data
based on spatial constraints as mentioned earlier in the
paper. This may lead to a situation, where many nodes
of the network regularly poll the infrastructure for their
respective current location, leading to bad scalability of
the system. For similar reasons, localization approaches
requiring centralized computation such as [2, 11] do not
scale well to large networks.

To overcome the limitations of infrastructure-based ap-
proaches, various schemes for ad hoc localization have
been devised (e.g., [9, 10]). They are typically based on
the assumption that few nodes of the network — so-called
anchor nodes — know their exact location via some out-of-
band mechanism. Other nodes derive their location by, for
example, multilateration based on the distances to three or
more neighbors with known locations. By iterating this
process, all nodes of the network should eventually end
up with three or more neighbors with known locations in
order to be able to estimate their own location. To avoid
accumulating errors inherent to such iterative approaches,
many schemes calculate initial location estimates in a first
round and iteratively improve these estimates in a second
round. However, there are several problems with these
approaches. Firstly, good location estimates are only ob-
tained if each node has many neighbors, i.e., if the net-
work is dense. But even then, nodes at the edges of the
network tend to end up with poor estimates since they
have fewer neighbors. Secondly, the iterative nature of
many of the algorithms typically implies a high message
overhead, leading to poor energy efficiency.

An important overhead involved in setting up a local-
ization system is node calibration in order to enforce a
correct mapping of sensor readings to location estimates



[14]. In systems based on radio signal strength, for exam-
ple, the received signal strength is mapped to a range esti-
mate. Variations in transmit power and frequency among
the nodes can cause significant inaccuracies in the range
estimates when used without calibration. Since the cheap
low-power hardware used in sensor nodes typically intro-
duces a high variability between nodes, sensor nodes have
to be individually calibrated. This, however, may not be
feasible in large sensor networks.

Some simple design principles can help solving the
above problems. Localized location computation, where
nodes autonomously estimate their location without con-
sulting an infrastructure or relying on centralized compu-
tations, can help achieve better scalability. As with time
synchronization, exploiting certain application character-
istics can help improve energy efficiency. The required lo-
calization accuracy, for example, heavily depends on the
application. In order to track the location of a moving
object, for example, a localization accuracy in the order
of the size of the tracked object is often sufficient. The
calibration problem can be reduced by using differential
measurements, where constant offsets cancel out due to
using the difference between two measurements that use
the same signal path.

In [8] we present a localization system suitable for large
networks of tiny sensor nodes. This system consists of
a single infrastructure device, which emits certain laser
light patterns. By observing these patterns, sensor nodes
can autonomously estimate their location with high ac-
curacy. Since sensor nodes only passively observe light
flashes, this system is very energy efficient on the side of
the sensor nodes. Moreover, optical receivers consume
only little power and can be made small enough to fit in a
volume of few cubic millimeters. Since sensor nodes do
not need to interact with other nodes in order to estimate
their location, the system scales to very large networks.
Also, sensor node calibration is not necessary due to us-
ing differential measurements.
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Extended Abstract

1. Wireless Sensor Networks — A New Generation of Ad - hoc Networks

Ad-hoc wireless networks of deeply embedded devices such as micro-sensors have emerged
as one of the key growth areas for wireless networking and computing technologies. A
wireless network of the type investigated here refers to a group of sensors, or nodes, linked by
a wireless medium to perform distributed sensing tasks. Connections between nodes may be
established using such media as infrared devices or radios. Although many protocols and
algorithms have been proposed for traditional wireless ad-hoc networks, they are not well
suited to the unique features and application requirements of sensor networks. The main
differences between sensor networks and ad-hoc networks can be summarized as follows:
Sensor nodes are limited in power, computational capacity, and memory;

Sensor nodes are prone to failure;

The topology of the sensor network changes very frequently;

Sensor notes use a broadcast/multicast communication paradigm;

Sensor nodes are densely deployed.

The position of sensor nodes need not be engineered or predetermined, thus allowing random
deployment even in inaccessible terrains. This means that sensor networks algorithms and
protocols must possess self-organizing capabilities. Hence, network self-assembly and
continuous network self-organization during the lifetime of the network in an efficient,
reliable, and scalable manner are crucial for the successful deployment and operation of such
networks.

Clustering was proposed in large-scale mobile ad-hoc networks (MANET) as a means of
achieving scalability through a hierarchical approach. Considering energy as an optimization
parameter in sensor networks clustering becomes a very important optimization problem. At
the same time it ensures high scalability of the network through its hierarchical approach.

2. Clustering — Challenges

Clustering is defined as the grouping of similar objects or the process of finding a natural
association among some specific objects or data. Group communication is natural for sensor
networks for the following reasons: some tasks can not be done by a single sensor, to avoid
redundant deployment, for increasing reliability and optimize energy consumption. Since the
way in which nodes are grouped defines how a clustering algorithm behaves, the necessity to
define the characteristics of the grouping scheme: membership size, group leader
(clusterhead), group overlap, size of the group (cluster depth), depending on the application,
is the first step towards clusters establishment in the network.

2.1 Clustering — A Tool for Energy Optimization

Communication is usually the main source of energy dissipation in sensor networks, which
greatly depends on the distance between source and destination. We draw our attention to the
main directions in the area.

In LEACH (Low Energy Adaptive Clustering Hierarchy) a clustering formation protocol
randomly selects sensor nodes as clusterheads, so the high energy dissipation is spreaded to
all nodes [1]. Also clusterheads send directly to the end user, saving energy this way, for large
networks the protocol poses limitation because of the fact that some clusterheads may be
deployed far from the end user.
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Energy optimization based on balanced clustering [2] minimizes the total distance between
sensors and master (clusterhead), assuming exactly one master per cluster. At the same time
upper/lower bound on the size of each cluster is defined. The algorithm performs very well
with 24 nodes, clusterhead handling 6 sensor nodes. To proof the concept one has to increase
the number of nodes in the network. Banerjee and Khuller [3] extend the idea above
proposing a new algorithm for construction overlapping clusters of bounded size.

The algorithms based on the rational that low-diameter decompositions lead to low end-to-
end delay reducing energy consumption have restricted mostly to low density networks. In
densely connected networks these algorithms can allow the cluster size to be violated
arbitrarily.

A novel approach, solving partly the problem is based on the concept of budget allocation
[4]. That approach significantly reduces the number of messages exchanged and allows the
cluster to grow based on local decisions rather than involving the initiator, producing clusters
of bounded size.

A scalable energy-efficient training protocol for nodes that are initially anonymous,
asynchronous and unaware of their location is proposed in [5]. Training protocol partitions
the node into clusters and provides a virtual tree for efficient routing from clusters to sink.

2.2 Clustering — A Network Self-assembly Mechanism

The goal of clustering used as network self-assembly mechanism at the link level is to enable
distributed formation of a connected wireless backbone and maintain the connectivity as the
topology changes due to removal or addition of nodes, etc. Multi-clustering enables the
formation of a scalable network topology allowing interconnect clusters in the sensor
network. Certain nodes must be member of multiple clusters to ensure network connectivity.
In [6] two different cluster formation mechanisms are proposed, assuming dual radio
architecture of the nodes. The clusters are formed directly as a consequence of the radio’s
MAC scheme. They are called the “Dual Network Clustering” (DNC), and “Rendezvous
Clustering Algorithm” (RCA). The DCA has the advantage of being relatively simple to
implement. However it lacks configurability to enable certain level of control when
determining node membership in a cluster. In the RCA one of the two radios on a node is
tuned to a fixed signalling channel in the networks. The relationship clusterhead — cluster
member is better defined and increases performances.

Also the algorithms provide for a scalable network topology, energy optimization is not taken
into account.

3. Open Research Issues and Future Work

There is a need to improve existing protocols or develop new energy efficient protocols
addressing network topology changes and role changes, providing for connectivity and
scalability of the sensor network. Work in progress is focused on efficient clustering
algorithms with network topology changes.
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Abstract

Sensor networks are envisioned in scenarios where network infrastructures are not available either due
to damage, e.g. in rescue missions, or by design, e.g. surveillance of bird populations or forest fire
detection. When distinct changes in the environment are sensed, sensor nodes propagate updates of
object states into the sensor network. In this extended abstract we introduce a new consistency concept
that takes the global ordering of object state changes into account. Sensors propagate state changes to
mobile nodes, each of which keeps local copies of object states. Our novel consistency concept
ensures that applications will only read the most recent value of an object.

Motivation

The observation of real-world objects is a typical task sensor networks are normally used for.
Whenever a change in the real world occurs, updates propagate state changes into the sensor network
towards sinks that process these updates and react accordingly. Apart from static environments, sensor
nodes could be deployed in areas where a combination of mobile and sensor nodes is given. For
example, think of buildings in earthquake endangered areas. If sensors are deployed in the building,
they can be activated in case of an earthquake and provide information about the environment, such as
life-signs, gas-detection, etc. Members of a rescue mission can pick up this information as they pass
through the disaster area. In order to react accordingly, a complete picture of the missions is required.
Sensors propagate their information to a mobile device of a mission member which further
disseminates the information to other devices as soon as they are in radio range. Clearly, if information
about an object is delivered by more than one sensor node, the real time ordering of the update events
is crucial in order to deliver a consistent view. Due to network partitions in the mobile ad hoc network
and the possible network partitions between sensor devices, the global ordering of update events is
hard to achieve. We propose a new consistency concept called update linearizability, which ensures
that clients read only the most recent state of an object. In extensive simulation experiments we were
able to show that the implementation of an algorithm ensuring update linearizability requires only little
overhead for synchronization. Furthermore, the data available at the replicated copies is almost up-to-
date even in networks with high load.

In the following, we will briefly describe our system model, define the consistency concept, and
sketch the algorithm.

System Model

We consider two kind of nodes: sensor and database nodes. Sensor nodes, also called observers, are
mobile or stationary and sense information about their environment. If they detect a state change they
emit an update request for the sensed object, say x, along with the sensed state. Database nodes are
mobile and keep a local database with copies of the state of all objects. Whenever a database node
receives an update request for an object, say X, it has to check whether the local stored state
information is older than the received one and accept or reject the update request accordingly.
Moreover, database nodes propagate update requests only if they are newer than their local state, so as
to keep the database instances of other database nodes up to date.

Consistency Concept

Due to the lack of global time in distributed systems, the real-time order of observation events
occurring at different observers can be captured only with limited accuracy. Therefore, we introduce
the occurred-before relationship for update requests, which is a relaxation of real-time ordering.
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Definition 1 (occurred-before): Let u and u’ be two update requests. Then u occurred-before (<) u’
iff observation_time(u’) - observation_time(u) > &, where & > 0 and observation-time(u) denotes the
real time at which the observation leading to the generation of u occurred.

Parameter 0 is a system parameter that defines how precisely the real-time ordering of observation
events is captured by the underlying system. This parameter is important for applications because it
defines the minimum temporal distance of any pair of observation events needed to determine their
correct real-time ordering. If neither u < u’ nor u’ < u, then u and u’ are said to be concurrent,
denoted as u || u’. For concurrent update requests it cannot be guaranteed that correct real-time
ordering is captured.

Based on the occurred-before relation, update linearizability can be now defined as a weaker
consistency model than linearizability, where the ordering of both update and read operations is
consistent with the real times at which the operations occurred in the actual execution. Update-
linearizability is much easier to achieve than linearizability and is sufficient for many applications that
require current information about real world objects. Formally, we have:

Definition 2 (update-linearizability): An execution of the read and update operations issued by clients
and observers is said to be update-linearizable if there exists some serialization S of this execution that
satisfies the following conditions:
(C1) All read operations of a single client on a single object in S are ordered according to the pro-
gram order of the client
(C2) For each object x and each pair of update requests u[x] and u’[x] on xin S:

u’[x] is a (direct or indirect)  successor of u[x] in S iff ulx] < uw’[x] or u[x] || u’[x]
(C3) Each object 0 in the DB S meets the specification of a single copy of o

Definition 2 captures the idea that for a given execution of operations, there exists a serialization of
this execution against a single logical image of the DB objects, and each client sees a view of the
(physical) objects that is consistent with the logical image. It guarantees that updates are performed
only in the order defined by the occurred-before relation. Once a client ¢ has executed a read operation
r; that returned the result of an update request u; on a specific object x, condition C1 guarantees that
the next read operation r, of ¢ on x will at least return the same result as r; or some result written by an
update request u,, with u;<u,. C2 ensures that u; occurred-before u, or both are concurrent, preventing
clients from reading older values in their subsequent program order. This means that the result of read
operations may be the same as if their execution was delayed, yet ensuring that once a value has been
read, no older value will be returned in succeeding read operations. Condition C3 ensures that a read
operation on x returns the result of the preceeding update request on x in S.

Update Algorithm

The algorithm consists mainly of two protocols: the observer-to-node and node-to-node protocol. The
former is defined between observers and nodes to transmit direct update requests from a given
observer to a node. The algorithm guarantees that if an update is executed on the node, it is because
the update request is newer that the current state of its database regarding the observation. The second
protocol defines the execution of update requests between two nodes. In order to decide whether an
update should be accepted, each node keeps an ordering graph that allows it to discriminate older
updates without the need of a global synchronized clock between nodes. Hence, every node can decide
whether or not it stores an update locally based on its ordering graph.
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Motivation

* Sensor networks
o Capture aspects of real world objects
o Objects may be observed by independent sensor nodes
o Real-time order important
o Typically highly distributed
* Many applications potentially need
o Access to a global state of all aspects captured
o High availability of state
* Spectrum of approaches
o Complete replication on user devices - local queries
o Partial replication

o } - remote queries
° No replication

12VS Research Group University of Stuttgart
“Distributed Systems” 3 IPVS

System Model

* Perceivable objects Perceivable Objects
o Unique identifier
o State relevant to the application update reques! update request
* Observer nodes

o Contain sensors that monitor the
state of objects in their vicinity

DB nodes
5 O

o Transmit state changes of objects
-> update requests read

Client 1

read
* Client nodes for users
° Run user application

o Maintain a copy of the most recent state of each object

o Exchange information with each other

I2VS Research Group University of Stuttgart
“Distributed Systems” 4 IPVS
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Consistency Model: Definition of Ordering

* Real-time ordering only possible with limited accuracy
* Definition: occurred-before
u occurred-before (<) u*, iff
observation_time(u*) — observation_time(u) > delta > 0
* System parameter delta
o Describes precision of ordering
o Difference less than delta - concurrent update requests

12VS Research Group University of Stuttgart
“Distributed Systems” 5 IPVS

Consistency Model

* Definition: update-linearizability
o 3 a serialization S for the executions of all clients and observers:

o All read operations of a single client on a single object in S are
ordered according to the program order of the client

o For each object x and each pair of update requests u/x] and u’[x]
onxinS:
u’[x] is a (direct or indirect) successor of u[x] in S iff
ufx] < u’[x]or ufx] || u’lx]

o Each object o in the DB S meets the specification of a single copy
of o

I2VS Research Group University of Stuttgart
“Distributed Systems” 6 IPVS
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Algorithm: Basic Ideas

* Assumption: maximum time between state change at object and
arrival of data at first node is bounded

* Two protocols: observer-to-node and node-to-node

* Ordering graph represents global time ordering
o Constructed by observer-to-node protocol
° Merged by node-to-node protocol

12VS Research Group University of Stuttgart
“Distributed Systems” 7 IPVS
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Energy-efficient Publish/Subscribe Routing for Wireless
Sensor Networks

Vlado Handziski

June 4, 2003

1 Motivation

WSN are tightly coupled with the physical envi-
ronment. The sole purpose of their existence is
to provide information about the environment in
which they are. The final aim is to get this observ-
able data efficiently to the interested parties. The
content-based publish/subscribe is very suitable
for this type of interaction and will simplify the
application development by providing to the pro-
grammer a high-level construct that is much close
to the application domain than the classical UDP
socket service, for example.

Another defining characteristics of the sensor
networks is their unreliability. It is expected that
the sensor nodes will fail/recover or go in sleep
mode in order to preserve energy. One way
to counter these issues is by over-provisioning
the network with nodes (in relation to the mini-
mum number of nodes required for the requested
quality of information gathering), thus introduc-
ing increased redundancy. This approach poses
some interesting challenges to the messaging sub-
layer in the network. We need a mechanism that
will provide an efficient level of indirection that
will mask this dynamics from the upper layers,
shielding the application from the network volatil-
ity. The content-based nature of publish/subscribe
can present such a level of indirection. It does
not require an additional name resolution step
which can substantially reduce the required mes-
sage traffic, especially in the case of frequent and
short-lived exchanges.

In WSNis there are many different types of traf-
fic:

e Data-dissemination: Periodic or Triggered

o Control-information: ~Neighborhood infor-
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mation, Time synchronization, Localization,
Management, Service discovery..

They can benefit from data-centric routing in
different degrees. The gain is maximized if the ex-
change:

1. Needs name resolution (so we save on the
name resolution triangle).

2. Can be optimized if one has access to appli-
cation level data (so we save by in-network
processing)

While the naming part of a content-based pub-
lish/subscribe defines its expressive power, the
routing and the forwarding part determine its effi-

ciency.
In contrast to the subject based Pub-
lish/Subscribe systems that can be nicely

supported by the current multicast based ad
hoc routing protocols, the content-based pub-
lish/subscribe requires more sophisticated
routing structure. How to create and maintain
such a structure in the environment that is specific
to the wireless sensor networks is the focus of our
interest.

2 Related work

There are several routing approaches proposed for
use in distributed publish/subscribe systems:

e “Classical” (IP based) publish/subscribe sys-
tems:

— Simple flooding:  Subscriptions are
flooded in the network



- Mapping to IP multicast: In subject
based publish/subscribe the targets are
directly mapped to the underlying mul-
ticast routing groups.

— Covering routing [1]: Do not forward the
subscription if a covering one is already
sent to that neighbor.

- Merge routing [5]: Before forwarding a
subscription, try to create a merged sub-
scription that covers the range of the new
and the old subscriptions and then for-
ward this single subscription.

e Ad hoc and WSN proposals:

— Interval routing [4]: Single distribution
tree with fixed table lengths, based on
the interval routing protocol.

— Publish/subscribe trees [2]: Actively
maintained distribution tree with par-
ent selection heuristics that is based on
the additional overhead that the children
subscriptions bring.

— Directed Diffusion [3]

From the above WSN proposals, Directed Diffu-
sion the most visible one. It applies some of the
ideas of publish/subscribe in the domain of sen-
sor networks. Very briefly, the protocol mechanics
is as follows:

1. Subscribers flood the subscriptions in the
form of INTEREST messages. Gradients are
formed towards the nodes from which I got
the INTEREST. At the end, this creates gradi-
ents between each two neighbor nodes.

2. The matching sinks publish EXPLORATORY
DATA along these gradients. When the data
hits the subscriber, he sends REINFORCE-
MENT messages that reinforce one / couple
of the paths based on some metric. The tree
can also be pruned using NEGATIVE REIN-
FORCEMENTS.

3. The normal data is sent just along these rein-
forced links.

4. The routing structure is maintained by peri-
odic reflooding of INTEREST messages and
EXPLORATORY DATA messages.
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As we have shown in our Sensys submission,
the main problem with this approach is the control
overhead. The network is overwhelmed by the
flooding of the INTERESTS and EXPLORATORY
DATA. When due to synchronization (and in the
case of multiple subscribers) this phases coincide
the network becomes fully congested for long pe-
riods of time.

Noticing this, the original authors in a
very recent submission suggested that the
EXPLORATORY DATA phase should be skipped
and that the real data should be sent directly to
the subscriber along single path. For example,
send along the gradient to the neighbor that first
sent the interest message.

This changes significantly lower the amount of
control traffic, on the expense to the robustness
of the algorithm: it strengthens the symmetrical
channel assumption and it requires that flows are
marked with a flow ID, thus losing the “pure lo-
cal” nature of the algorithm.

3 Publish/Subscribe for WSNs

The benefit of the semantic addressing in WSNs is
clear. This “intentional naming” provides the nec-
essary space decoupling and is obviously closer
to the sensor network application space as elabo-
rated in section 1.

But what about the other axes of asynchrony ?
What is the degree of time and flow decoupling
that is necessary in WSNs ? The answer to this
question depends on the intended target applica-
tions and their nature. We can roughly divide
them in two classes: monitoring and event-triggered.

In the first class are all applications that perform
constant monitoring of the environment based on
the data collected by the sensor network. The
data is potentially and probably subjected to in-
network processing on the way from the produc-
ers to the subscribers.

In the simplest case, there is a single subscriber
(sink). The distribution network is usually in the
form of a converge-cast tree routed in the sub-
scriber. Various techniques to increase the reliabil-
ity of this rather vulnerable structure are relevant
here.

Extending this scenario to more subscribers
brings additional challenges. The number of sub-



scribers is still going to be substantially smaller
than the number of potential producers in the net-
work. The distribution network can now consist
from multiple distribution trees routed in the sub-
scribers. There are couple of opportunities for op-
timization as a result of the availability of appli-
cation level information: The potential overlap in
the subscriptions can be exploited to lower the
control overhead (overlapping, covering, merging
subscriptions). So building a joint distribution tree
is an option. Tree vs. mesh-based approaches
should be considered. This routing structure has
to efficiently support the desired in-network pro-
cessing. In this application scenario there is little
need for temporal and flow separation.

The (attribute, operation, value) addressing im-
plicitly defines a group of nodes based on the rela-
tionship between some property of the nodes and
some absolute external value. Each node that has
been pre-programmed with the valid attributes
and their ranges can determine for it self, without
any additional external information whether they
belong to the group or not. So they can individu-
ally decide if they should start publishing or not.

But there are many applications in WSN where
the elementary cooperation group of nodes can
not be absolutely defined. The membership of this
group is dependent on the relation between some
of the characteristics of the node’s attributes with
the ones of other nodes (for example, we need to
talk with the node that has the highest tempera-
ture among all the nodes in 2m radius). So there is
a need for exchange of information before a node
can decide if it belongs to this group or not.

Luckily, most of the time, the membership can
be evaluated based on local information, i.e. based
on information exchange with the neighbors of
the node. From a communication point of view,
this can be solved in the flat case with one-hop
broadcasts or with caching. In the clustered sce-
narios, the cluster head can evaluate this relation-
ships and determine the membership functions.

The problem is far more complicated when the
defined relationships are not local in their nature,
i.e. when the relations are expressed over seman-
tic addresses that do not correspond to a physi-
cal cluster. This would require a routing structure
substantially different from the one proposed for
”simple” monitoring applications.

An efficient routing structure in semantic space
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will require grouping based on some common
semantic properties, so whole branches can be
pruned when the queries or the data they carry is
not relevant for the answering of the original ques-
tion. This is some form of indexing. But it intro-
duces two major problems:

1. It creates an overlay. For the semantic prop-
erties that are not tightly correlated with ra-
dio range, this will result in discrepancy be-
tween the communication topology and the
most optimal data distribution tree. There is
also a problem in the form of the different lev-
els of dynamics. In static networks, the physi-
cal topology is going to be rather constant, or
at least slow changing, while the optimal se-
mantic routing structure is highly dynamic as
it is dependent on the query that is executed
at the moment.

2. This overlay structure is also very brittle.
Physical node failures, sub/un-subscription
will trigger restructuring. How to make the
structure more robust ?

4 Towards the solution

Having in mind the open issues discussed in the
previous section, what are the types of naming and
routing that the suggested publish/subscribe so-
lution should have ?

The proposed improvements can be grouped
in two classes: naming improvements and rout-
ing/forwarding improvements.

4.1 Naming improvements

1. It should be based on the principles of
content-based networking where the address-
ing is in the form of event patterns usually
specified in the form of the (attribute, oper-
ation, value) tuple. This provides sufficient
expressing power for large range of applica-
tions.

2. This naming should be additionally tailored
to sensor networks by including a confidence
parameter for example. This parameter can
have several uses. The most basic one is for
specifying the “extent” of the multicast to the



implicitly defined group. For example: (tem-
perature, >,30, 50%) means that the distribu-
tion network should try to deliver the mes-
sage to about 50% of the nodes that have tem-
perature higher then 30 degrees.

This will provide to the user a tuning knob for
matching the trade-off between accuracy and
energy-efficiency to the specifics of the given
application.

This parameter also provides space for load-
balancing in the implicitly defined group, as
we can change the sampled members with
each successive exchange.

4.2 Routing improvements

The distribution tree should guarantee efficient
and accurate distribution of the publications to the
interested parties. At this level, the service is of
best-effort type. It is left to the upper layers to im-
plement additional services as: reliable delivery,
exactly once delivery, temporal order delivery, etc.

As discussed in Section 3, one-fits-all routing
solution is very improbable. What we probably
need is several optimized solutions for the identi-
fied application classes.

In the design of the protocols we have to ad-
dress but also use for our benefit the peculiar char-
acteristics of the wireless sensor network environ-
ment. In particular we intend to use the broadcast-
ing property of the wireless medium and heavily
rely on the tight integration between the protocols
layers in for increased efficiency.

One of the crucial problems that has to be tack-
led is the issue of the varying efficiency of the
distribution network based on the communication
patterns and the level of overlapping and locality
of the subscriptions. This is the same problem that
overlay networks are facing, but the penalty for
the mismatch between the physical topology and
the publish/subscribe distribution network is sub-
stantially greater in WSNs then in internets.

One possible solution is that in the creation and
maintenance of the distribution network, we have
to use a flexible cost function that combines both
the “semantic” and the “physical” costs. The for-
mer one, for example can depend on the level of
non-overlapping between the subscriptions, while
the later can be casted into terms like number
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of hops or real distance if location information is
available.

The flexibility and the robustness of the network
will also depend on its structure. The majority
of proposed approaches in the literature are based
on trees routed in the subscriber or publisher, de-
pending on the expected ratio between subscrip-
tions and publications. The issue of reusing the ex-
isting structure when adding new subscriptions is
seldom tackled. Recent publications in the ad hoc
networks field, show that the mesh structure is su-
perior (in terms of reliability) to the shared trees
approach, at the cost of increased overhead [6].
Whether this is true in the case of sensor networks
under the publish/subscribe communication pat-
tern is still unclear and warrants careful delibera-
tion.

Another open issue is the trade-off between
building the distribution network completely on-
demand and relying just on local (one-hop) info,
thus resulting in suboptimal solutions, and the in-
troduction of limited active collection of “seman-
tic” information in the extended neighborhood,
that can potentially result in distribution network
with much better filtering capabilities.

All of these questions have to be answered
before we reach the grail of flexible pub-
lish/subscribe middleware for WSNs that is able
to act as a usable building block for the plethora of
envisioned applications in this space.

5 Methodology

In the pursuing of our goal, we are mainly going
to rely on simulation studies. Because of its flexi-
bility, ease of use and good debuging capabilities,
we plan to use the OMNET++ discrete event sim-
ulator. The functional testing is going to be done
with a null MAC, so that the merits of the differ-
ent approaches on the publish/subscribe level are
more easily discernible. The performance testing
will proceed with full network stack simulation.
At the end, a down scaled protocol can be imple-
mented in the EYES test bed and experimentally
verified.

5.1 Models and parameters

e Distribution network:



1. Number of nodes

2. Average degree

3. Average connectivity
4. Spatial distribution

e Subscribers (sinks):

1. Number
2. Spatial distribution

3. Rate (or parameters of the distribution)
of the subscriptions

4. Overlapping/Locality of the subscrip-
tions

e Publishers (sources):

1. Number
2. Spatial distribution

3. Rate (or parameters of the distribution)
of the publishes

4. Rate (or parameters of the distributions)
of the advertisements

Most of the above parameters are also tradi-
tionally used in evaluation of multicasting pro-
tocols for ad hoc networks, so selecting relevant
types/values should not pose a big problem. Un-
fortunately, this can not be said for the type and
the parameters of the random distribution that
should describe the subscriptions, publishes and
advertisements. In the face of lacking solid “field”
data from operational sensor networks, we have to
resort to some sort of approximations that at least
capture the main characteristics of the message ex-
change. The model used by Huang and Garcia-
Molina [2] can be a starting point:

o Number intervals: Subscriptions are modeled
as intervals on the real axes. They can be
closed or open. For example: [20,50], [20,],
[,50] etc. The intervals are formed by select-
ing a central value and length. The length
is selected randomly from a normal distribu-
tion. The center of the interval can be se-
lected randomly from the interval of possi-
ble values. For modeling subscriptions with
locality characteristics (which is crucial for
testing the gains of the cover/merge mecha-
nisms) one can use the x or y coordinates of
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the node to influence the selection of the cen-
ter. This introduces the necessary correlation
between the nodes subscription and its loca-
tion. The events are modeled as real numbers.
If this number falls in the interval then there
is a match, otherwise the subscription and the
publication do not match.

o Topic Trees: The valid topics are modeled as a
hierarchical tree. The leaves of this tree rep-
resent the events. The subscriptions are mod-
eled by any node in this tree. This subscrip-
tion matches all events in the subtree routed
in that node.

5.2 Metrics

There is a long list of relevant metrics to choose
from:

o Delivery ratio: number of received data pack-
ets at the subscribers versus the number of
data messages sent by the publishers.

o Distinct-event delivery ratio: ratio of the num-
ber of distinct events received to the number
originally sent.

o Multicast performance: number of data pack-
ets transmitted in the network per data packet
delivered at the subscribers.

e Control overhead 1: number of control and
data packets transmitted per data packet de-
livered.

o Control overhead 2: number of control bytes
transmitted per data byte delivered (all over-
head, including the data headers)

o Control overhead 3: bytes of all sent messages
on MAC, including just the header of the
pub/sub messages divided by the pure pay-
load bytes delivered to the application.

o Effects of hot-spots: histogram of sent/received
messages per node number.

o Average dissipated energy: ratio of total dissi-
pated energy per node to the number of dis-
tinct events seen by the subscribers.
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1 Introduction

Ultimately, when deploying a wireless sensor network, a user wants to have reliable and credible information.
This requires that:

the desired information is available at all: a user might want to have temperature data from a region
where no temperature sensors exist (anymore);

e the sensor readings behind the information are accurate: since sensor nodes are supposed to be rather
cheap, sensor readings might be biased

e the sensor readings reach the user (working at a monitor station); and

the sensor readings reach the user in a timely fashion.

This extended abstract outlines future work regarding the last two bullets, namely, the probability of information

delivery and its timing aspects. This work is based on a specific class of sensor networks, namely those which

are data-centric and use directed diffusion [3] or one of its variants (e.g. [4], [5]).

There are different communication scenarios which call for reliable information delivery:

S1 : deliver a single sensor reading (of high importance) reliably to the monitor station or neighboured sensors;
S2 : deliver readings from a group of sensors reliably to the monitor station

S3 : deliver an interest or other data (e.g. files) reliably from the monitor to all sensors of a given type within
a region, to a subset of all sensors (reliable multicast), or to all sensors (reliable broadcast)

S4 : deliver data reliably from all sensors to the monitor

In the next future, the first scenario S1 (“single packet delivery”) is considered. In general, the literature on
reliability / transport protocols in sensor networks so far is scarce, in [6] the problem of transmitting large data
blocks (e.g. program files) to a subset of sensors is attacked. The authors introduce the PSFQ (pump slowly,
fetch quickly) reliable transport protocol, which is based on local retransmissions and in-sequence delivery.
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2 Goal and Approach

The goal of my upcoming research is to find localized mechanisms to improve the probability of single packet
delivery and to evaluate the associated costs of these mechanisms in terms of energy expenditure / network
lifetime, as well as their adaptivity to changing network conditions, caused by e.g. topological changes (node
death, node mobility), changing error conditions on the wireless links, etc.

There are a lot of basic mechanisms and control knobs which can be used, some of them are:

e MAC-/link layer: increasing transmit power, FEC, ARQ, scheduling for collision reduction / elimination

e network layer / routing: (directed) flooding, provide multiple (totally or partially node-disjoint) paths,
packet duplications

e application layer: end-to-end ARQ), error concealment techniques, increasing data rate

If the links have non-negligible packet error rates, end-to-end ARQ is clearly unfeasible, error concealment
techniques make only sense for continuous data like multimedia streams (which are not the typical application
in sensor networks), and increasing the data rate reduces network lifetime. Therefore, we concentrate on MAC-
/link-layer and network layer mechanisms. Existing proposals focus on the network layer:

e in [2] a procedure for constructing braided multipaths is proposed to ensure the existence of a path between
source and monitor (a similar idea is discussed in ).

e The “RelnForM” proposal of [1] is based on the following main ideas:

— packets are distinguished according to priorities, and high priority packets typically have shorter
paths and a higher desired simple packet delivery probability

— Multiple copies of the same packet are transmitted over multiple (not necessarily edge-disjoint)
paths (which are not explicitly constructed but formed probabilistically), each intermediate node
again might create multiple copies of the packets. The probability that an intermediate node creates
multiple copies is based on reliability information carried in the packet header and on local error
rate measurements. The proposed algorithm has the tendency to create multiple copies close to the
source, while the rate of copies decays when coming closer to the monitor.

One of its features is that it does not require intermediate nodes to cache the packets or to keep any
further state (e.g. routing information, interest caches).

I want to suggest and investigate another mechanism, which can be roughly described as “copy-on-demand”,
where the need to copy a packet is signalled reactively from the lower layers after some trials to deliver a packet
failed (in the scheme of [1] it is based on history information about previous error rates). Furthermore, the
proposed mechanism uses state in intermediate nodes, which, however, is not a problem since in networks based
on directed diffusion intermediate nodes keep state anyway, namely their interest caches. The mechanism com-
bines MAC-/link-layer approaches (here: immediate retransmissions) with network-layer approaches (keeping
multiple paths and using multiple copies of a packet).

In the following the approach is desribed more detailed. Suppose that some node B wants to transmit a packet
to a downstream node C, which is closer to the monitor. Suppose additionally, that B has received the packet
from its upstream neighbor A.

e B tries to transmit the packet to C, using a number k > 2 of trials (immediate MAC layer retransmissions,
with acknowledgements). If this fails, the MAC layer of B informs the network layer about this. The
number of retransmissions should be small but sufficient to distinguish between transient channel errors
and longer bad channel periods.

e If the interest cache of B contains a sufficient number of further possible downstream nodes, B creates a
number of copies and sends them to these nodes.
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e If there are not enough other downstream nodes, B tries to hand back the packet to A, which then might
try alternative routes (“pushback”). To achieve this, B stores for each interest in its interest cache the
local address of the last upstream node from which matching data was received.

e The source node might generate a priori a certain number of packets.

I hypothesize that this approach has the following properties, which need to be confirmed by analytical and
simulation results:

e This approach creates only the minimum possible number of packets before the first error occurs. If no
errors occur at all, the bandwidth and energy expended should be close to minimal.

e Transient channel errors hitting only fractions of a packet do not lead immediately to multiple packets —
the small number of retransmissions provides a kind of low-pass filtering for channel fluctuations.

e The nodes are not required to keep a history of channel states; in fact, since wireless channels are spatially
diverse, a separate history for each neighbor would be needed, for each of which likely only a few obser-
vations are available, which age out. Therefore, such a history is likely inaccurate, and it cannot predict
sudden changes from good to bad channel states during the next packet.

e By controlling certain parameters like the number of neighbors to which a copy is transmitted, number of
initial copies, etc. the resulting packet delivery probability can be controlled.

In general, i believe that mechanisms for improving reliability should be designed primarily by combining
MAC-/link-layer and network layer mechanisms. Application layer mechanisms seem only rarely suited to this
task.

3 Research Issues

e Which parameters influence the achievable reliability and energy expenditure of this scheme? Some
candidates are: error rates / burstiness / timescales of variation of channel errors; node density and node
distribution; average / minimum / maximum node degree;

e How does this scheme compare in reliability / energy expenditure to other schemes, e.g. (directed) flooding,
the ReInForM scheme of [1]7

e How can this scheme support different classes of reliability requirements and how can this be integrated
with fulfilling timing requirements?

e How can this scheme be used or adapted to implement others of the communication scenarions S2 - S47

e Can similar schemes be devised without keeping state at intermediate nodes?
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