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Today, the importance of providing quality of service (QoS) in the network for various types
of rea-time applications is widely accepted. Examples for such services are video
communications and distributed co-working scenarios. Various mechanisms to provide or even
to guarantee some minimum QoS values have been developed and others are current work in
progress. Typically, the problem for an application and an end user is to estimate the currently
available network quality. Even if QoS mechanisms are employed on al used parts of the
network, it cannot be taken for granted that the prerequisites are met. Besides measurement
mechanisms and analysis methods a metric is required alowing anumerical comparison of the
available service quality and the demands of the particular application. This paper introduces a
new calculation method which alows one to use measured QoS values and the application
requirements to compute a numerical representation for the service quality. Additionally, the
result of the computation enables a direct comparison of different communication paths for the
same kind of service.

1. Introduction

The importance of providing or even guaranteeing a minimum quality of service (QoS) in
the network is widely accepted. Especialy real-time applications such as multimedia
transmissions or remote control applications require much higher quality transmissions [8],
[9]. Various working groups at the IETF (Internet Engineering Task Force) are working on
concepts and principles which allow one to increase the service quality.

In order to allow one to measure the currently available quality of service in the network,
single metrics have been created which include the definition of some measurement concepts
for a particular network connection as well as on an end-to-end basis [13]. Additionally, tools
and concepts have been developed to build a framework for such measurements. An example
iIsthe MQM (Multicast Quality Monitor) described by Dressler [10], [11].

In addition to the measurement a new question appeared: how to compare the QoS of
different communication paths or end-to-end connections? Especially, if a meaningful and
maybe automated comparison process is required, this action becomes even more difficult. An
example for such a comparison is the selection of a multimedia server out of several sources
which all contain the same content [12].

Within this paper a new approach for a possible solution is presented: a metric alowing a
numerical evaluation of the quality of service of an internet connection. The here presented



formula defines a calculation method which also deals with the question of accumulating
single metrics as well as with the comparability of different metrics.

The paper is organized as follows: section 2. introduces some interesting quality of service
parameters and corresponding metrics. The proposed calculation method is defined in section
3. Some application scenarios (section 4.) and a conclusion (section 5.) summarize this work.

2. Quality of Service Parametersand Single Metrics

In order to analyze the quality of service of a particular network connection, the single QoS
parameters have to be defined and explained. To prevent the objective from being lost, only
those parameters are described, which are imperative in most real-time communications. The
list starts with the reachability, i.e. an end-to-end communication path must be available. Real-
time multimedia applications depend predominantly on the delay of a transmission and require
alow variation of the delay. Nearly every application depends on alow packet loss ratio.

The first step towards a framework for defining internet performance metrics has been
provided by Paxson [19]. He distinguishes between analytically and empirically specified
metrics. Another approach by Awerbuch et al. [5] describes a cost-sensitive analysis of
communication protocols. Additionally, several documents have been written by the IETF in
order to define agenerally accepted framework for I P performance measurements [20].

In the following sections, the single QoS parameters are introduced including a simple
calculation method allowing anumerical analysis of the single metric.

2.1. Reachability and Reliability

Connectivity between two end systems means that it is possible to transmit data between
these two sites with at least a best effort behavior. Typical reliability measurements are based
on this simple metric. A measurement methodology is defined in [17].

Using the results of reachability measurements over a period of time, the reliability of the
network can be calculated. Therefore, reachability means connectivity at a certain point of time
and reliability stands for the percentile reachability over a period of time. The resulting end-to-
end quality can be expressed using the following formula:

(1)

1 connectivity is provided
q =
0 dse

2.2. Delay

The delay, or more precisely the absolute delay, describes the latency between the
transmission of a packet and its successful reception at the receiving site. In the case of avideo
transmission, a large but constant delay leads to a delayed playback, but does not reduce the
overall quality of the transmission. For bidirectional conferences, for example, it has been
shown that adelay larger than 200 ms reduces the interactivity dramatically [6].

One of the most important values for real-time multimedia communication is the one-way
delay (OWD), because every transmission of audio or video signalsis unidirectional from one
host to another. Even in bidirectional video conferences, the one-way delay is very important



due to its effects on each individual packet stream. Due to synchronization problems between
the clocks of each client, the measurement of the one-way delay isanon-trivial task. For exact
measurements, it is required that both clocks are highly synchronized. This topic was
discussed, for example, by Mills [18] and Awerbuch [4]. A recommendation for the
measurements of the one-way delay can be found in [2].
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Figure 1. Delay between two Hosts

A schematic overview is given in Figure 1. Each host has its own independent time line (ta,
tg). At timetyg = teyy the application sends a packet to host B. A short delay is introduced by

the application, the operating system, and the networking hardware, so that the packet is
actually sent at ty;. Host B receives the packet at tgy and a timestamp is taken by the

application at tgq = t,o,q (there is an additional system depended delay between tgy and tgq).
Using the timestamp tag it is possible to compute the one-way delay (dtoyp) as follows:

Atowp = trevd - tsent 2

For applications which require a fast query-response behavior, e.g. video conferences and
remote controls, the round-trip time (RTT) is an important value as well.

The discussion of Figure 1. can be continued to show the concepts of the RTT measurement.
In thie case tgq is also used as tg and is included in the response packet. At tp, the packet is

received by host A and the last timestamp is taken at ta 3 = t,q,q- UsSing all these timestamps, it
IS possible to compute the round-trip time (4tgrt) as follows:

Aerr = Mowp *+ Atowp = trevd -~ tsent ©)
Because the measurement of the round-trip time depends only on t,,¢ and tgyy, only the
clock of one host is involved. Therefore, no synchronization between both clocks is required.
Because of this the measurement of the RTT is one of the standard measurements in computer
networks. Additionally, the behavior of the network in terms of the available quality of service
can be rated using this single parameter. The QoS of an end-to-end network connection
regarding the delay can be expressed as follows:
1 (d<dfg)
q=4d (dfqy = d <dmax) (4)
0 else



Whereas d is the measured delay, d;,, the optimum value for the particular application and
dmax the worst case which can be at least tolerated. Any higher delay is intolerable by the

application and, therefore, the end-to-end connection is useless. d' is a scaled down expression
of d which is described later. This formula can be used for the OWD aswell asfor the RTT.

2.3. Jitter (Variation of the Delay)

The variation of the inter-arrival time of packets at the receiving site is known as the delay
variation, also referred to as the jitter. There are two ways to measure the jitter.

The variation of the delay. Single delay measurements are taken over a period of time. The
jitter is computed as the maximum variation around the mean delay value. Additionally, the a
percentile, e.g. the 95th percentile, can be used instead of the mean value to remove spikes.

Typically, the variation of the delay is computed using the OWD measurements, because the
jitter in the round-trip time is ostensibly meaningless for multimedia transmissions.
Unfortunately, the same problem appears as in the calculation of the one-way delay. The clocks
of all involved systems have to be highly synchronized.
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Figure 2. Jitter (Delay Variation)

An example is shown in Figure 2. Host A periodically sends packets to host B. It includes a
timestamp in each packet for the OWD measurement at host B. Thejitter can be calculated as:
n
Mijtey = max( 2. _ Mowni j
K 71 Alowbk

The variation of the interarrival time. Another method is to analyze the variation of the
interarrival time of packets. Using a constant flow of packets with a well-defined inter-packet
distance, the receiver measures the distances between the packets when it receives them. The
jitter can be calculated as the maximum variation of the interarrival time over a period of time.

(5)

Ainterarrival n = tBn - tBn-1 (6)
n
At: L
Atji tter = max( Zi - interarrival i

(7)
K n ~MNinterarrival k]




Using this kind of jitter measurement, the problem of unsynchronized clocks disappears
because only timestamps at the receiver are used for the computation. A metric for the IP
packet delay variation wasfirst published by Demichelis[7].

The calculation of a numerical value for the evaluation of the current jitter can be expressed
using the same formula as described for the absolute delay:

1 ( <ifay)
q=4J (fav <J <Imax) (8)
0 else

2.4. Packet L oss Ratio

The packet loss ratio is defined by the amount of packets which were lost in the last time
slice. A measurement method is described in [3]. Packet loss is very common in the internet.
Even if different encoding algorithms for multimedia content are available which allow the
applications to deal with a small packet loss ratio, e.g. by using forward error correction
mechanisms, the knowledge about the packet loss ratio is useful for several reasons[3]:

» most applications do not perform well if the packet |oss reaches some threshold value

* excessive packet loss makes it difficult to support real-time applications

* the larger the number of packet loss, the more difficult it is for transport-layer protocolsto

sustain high bandwidths, especially when very large delay-bandwidth products must be
supported.

Particularly in supporting multimedia streaming, it is not possible to use a reliable transport
protocol for retransmissions of lost packets. Therefore, the packet lossratio is a very important
measure of the current behavior of the network. The quality of service of an end-to-end
connection in terms of packet loss might be calculated using the following formula:

1 (I <ltg)
q=-l (lfav <! <Imax) 9
0 else

In order to measure the packet loss ratio, a packet stream which includes sequence numbers
isrequired. Typically, the real-time transport protocol (RTP, [21]) is used for such packet loss
measurements which is also employed by most multimedia applications.

3. A Proposed Calculation Method

The goal of this section is to introduce a calculation method which allows one to compute
numerical values for an end-to-end quality regarding the different application requirements.
Three steps are required to calculate the desired result:

» calculation of the single end-to-end metrics

» weighting the metric values

» specification of a calculation method for the end-to-end quality.

All three steps are explained in more detail in the following. To achieve a more clear
impression of the proposed technique and its application, some application scenarios are
provided in the next section.



3.1. Calculation of the single end-to-end metrics

For each QoS parameter, the end-to-end quality has to be measured. This can be done using
hop-by-hop measurement mechanisms but the most accurate results can be determined using
end-to-end measurements. The choise of a particular measurement tool is not discussed here.

3.2. Weighting of single metric values

Calculation methods for quality of service specific metrics were discussed by Paxson [19]. A
first thought on combining different parameters was presented by Kleinrock [16].

Wighting methods are necessary to evaluate the single measured metrics. In general, the
measured value v has to be first scaled down using some scaling factors k, | so that
v' = kx (v+1) isin theinterval [0,1]. The factors k, | depend on the type of the metric as
well as on the requirements of a particular service. Furthermore, given the demands of a
particular service which may define a maximum for the metric v, as well as a favored

(optimum) value V¢, the available quality m for a particular service can be defined as:

1 (V<Viay)
m=<v (Viay £V <Vmax) (10)
0 else

Thus, the quality of a connection is defined as zero if no reasonable transmission is possible
and as one if the demanded quality is available. If some metric value between the favored and
the maximum value is acquired, the quality mis specified as the downscaled version of v, v'. In
this case V' can be expressed using the maximum vy, ad the optimum vg,, as follows:

V' = (V—Viay) (12)

" Vimax ~Vfav

The definition of the calculation method strongly depends on the metric type. For example,
the calculation of the connectivity m can be achieved using the formula (which is obviously
only asimplification of the general form shown in equation 10):

1 connectivity is provided
0 dse
Right now, we have a caculation method for single metrics generating a comparable
numerical expression of the quality of a network connection. A high value of m, which might

be 1, stands for a perfect service quality. A value between 0 and 1 describes an average quality
and avalue of 0 means that the service is not available.

(12)

3.3. Calculation of the End-to-End Quality

Typically, the end-to-end quality of a connection depends on more than a single metric.
Thus, the quality of a connection ¢ can be written as a vector of single weighted metrics my:

c=|M (13)



A numerical representation of the overall connection quality c' is the product of the single
values of c:

C' = MpXmq X...Xxmpy (14

The higher the value of ¢' which isin the interval [0,1], the better the quality of the end-to-
end connection is. If ¢' equalsto zero, the connection cannot be used for the requested service.

Because the single values have been generalized to the interval [0,1], the resulting value of ¢'
can become very low. Nevertheless, it allows a meaningful comparison of different end-to-end
connections using the same metrics. Thisis shown in more detail in the following.

4. Application Scenarios

Two application scenarios are presented in this section: the verification of service level
agreements (SLAS) and the proper selection of a suitable source for multimedia distributions.

4.1. Verification of SLAS

The basic reason for specifying metrics is to evaluate costs. Typically, service level
agreements are used to specify a minimum service quality between 1SPs and their customers
and between different | SPs, respectively, which both parties agreed on. Typically, SLAs are set
up at the borders of the different networks. Single metrics can be used to specify a minimum
assured service quality. Today, no ISP is guarantees any end-to-end quality because.
Nevertheless, first providers started to employ QoS mechanismsin their networks offering new
service levels. Typically, such (expensive) services are called "premium" or "assured”.

In generd, thereis till adiscussion on the optimum definition of SLAS. In practice, aSLA is
employed to define the behavior of a particular network connection. Thistype of SLA ismuch
easier to specify and to control. In most research areas, the definition of the behavior of a
network connection is demanded on an end-to-end basis [1], [19]. This also is the kind of
SLAs demanded by the end user. Therefore, a new type of SLASs is required describing the
assured end-to-end service quality.
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Figure 3. SLAsfor aVideo Conference

Basically, al the SLAs and the used metrics should be based on the demands of actually
implemented services. An example is provided which introduces the mechanisms of
performance and quality metrics as well as the concepts of service level agreements. As shown
in Figure 3., three customers are connected to an ISP. They all completed the same SLA with
the ISP. The contract is shown in the first two columns of table 1.



Table 1.

parameter maximum value optimum value connection A-B connection A-C

throughput 1Mbps 900kbps 27Mbps 1.2Mbps
delay 200ms 100ms 20ms 150ms
jitter 150ms 80ms 10ms 80ms
packet loss ratio 0.01 0.001 0.05 0.001

The values defined by the SLA must be compared to the measured valuesin order to have an
instrument for verification of the promised service quality. Table 1 aso shows the results of
two measurements. The first one, which is labeled "connection A-B" between customer A and
B, and a second one, which islabeled "connection A-C" between customer A and C.

Using the proposed formula, the numerical representation of the overall service quality for
both connections can be calculated as follows:

1. ConnectionA -B

Mihroughput = 1 (Measured value is better than the optimum)

Mgelay = 1 (Measured value is better than the optimum)

Miitter = 1 (Measured value is better than the optimum)

Myess = 0 (Measured value is worse than the minimum)

and therefore

CAB = Mkhroughput * Maelay * Mitter * Moss=1*1*1*0=0

which means that the connection from A to B cannot be used for the requested service.

2. ConnectionA -C
Miroughput = 1 (Measured value is better than the optimum)
Mgelay = (150mMs - 100ms) / (200ms - 100ms) = 0.5 (the measured valueisin theinterval

between the maximum and the optimum and therefore, it is scaled down to the interval [0,1])

Miitter = 1 (Measured value is better than the optimum)

Mess = 1 (Measured value is better than the optimum)

and therefore

CAC = Mihroughput * Mdelay * Mitter © Moss=1* 1* 0.5* 1= 0.5

which means, that the connection from A to C allows one to use the requested service with
an overall achieved quality of 0.5.

4.2. Selection of a suitable Sourcefor Multimedia Distributions

Distribution and replication of content is acommon technique to increase the availability and
to allow some load balancing. Especially for mission-critical applications such as tele-
medicine and tele-learning environments, a high availability is required. The problem of
selecting a best suitable source for the forthcoming transmission shown in Figure 4. [14].

A client can choose one out of many available servers based on several criteria. First
concepts used the availability of a particular server or even just the server load as a selection



criterion. Newer approaches such as described by Dressler [12] include the currently available
transmission quality from the server towards the client.

Server B

- Server C
Client

Figure 4. Problem Description

A short measurement of the current quality of service of the end-to-end connection from
each available server towards the client is accomplished. The results can be numericaly
evaluated using the proposed calculation method and a best suitable server can be chosen
automatically.

5. Conclusions

Summarizing the paper it can be said that it was possible to define a metric describing the
overal quality of an end-to-end network connection. The resulting estimations from the
calculation are directly comparable. Therefore, they alow an automated test and a complete
analysis of network connections regarding their quality of service capabilities. The numerical
representations of the achieved transmission quality are a direct result of single QoS
measurements and the applications requirements.

The usability of the calculation method has been proven by single application scenarios.
Differently than the former procedures, the proposed approach is able to cover a much broader
spectrum of parameters of an end-to-end connection. Additionally, it permits the combination
of severa single metrics and it allows a direct comparison of the quality of multiple network
paths.

To verify the correctness and the usability of the proposed metric, it is already employed for
the selection process of sources of multimedia traffic out of distributed servers with replicated
content. Based on the described cal culation method, it is possible to get to better results while
performing this selection process.
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