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Abstract

In the last years, various approaches have been shown to measure the reliability of an
IP multicast network. Some of these tools are intended just to check the reachability
of different hosts and routers via | P multicast, some are going alittle further. They try
to measure the Quality of Service (QoS) of the P multicast network as well.

The most interesting approach isthe MRM (Multicast Reachability Monitor, formerly
known as Multicast Route Monitor [2], [4]). The Multicast Quality Monitor (MQM)
presented here is mainly based on the ideas of the MRM.

The MQM introduces different ways to measure the reliability and the quality of an IP
multicast network. It is designed to work for intra-domain as well as for inter-domain
multicast environments. Very different from the MRM is the distinction between
reachability and quality measurements and the kind of inter-probe communication.
Based on these ideas, it is possible to measure reliability and quality in IP multicast
networks. The remaining question is'What to measure? As athird part, information
isrequired about the locations within the network where the parts of the measurement
system should be placed. This question is discussed by presenting a model for a
whole IP multicast system starting with the network itself but also including the ser-
vices on top of it. Finaly, the paper summarizes the state of the art of methods for
reliability and quality measurementsin |P multicast networks.

1. Introduction

IP multicast emerged as the commonly used technology for multimedia transmissions
over the Internet. Examples are TV broadcasts or conference meetings. These ser-
vices require a much higher Quality of Service (QoS) than other applications in the
Internet. On the other hand, the deployment of IP multicast based on current imple-
mentations is not as easy as most vendors suggest. Problems occur because of mis-
takes in the network configuration, implementations which are not fully interoperable
or dueto overloaded links or exchanges points. At the University of Erlangen, we use
IP multicast for video conferences since about 1993. Additionally, we installed differ-
ent video servers, which are broadcasting their content via multicast [24].

Due to the best-effort characteristics of the Internet as well as due to the state-less
working principle of UDP (User Datagram Protocol, [19]) which is used for |P multi-
cast transmissions, multimedia applications typically use RTP (Real-time Transport
Protocol, [22]) for their transmissions. RTP offers sequence numbers and time
stamps, allowing the support of real-time applications [5].

To provide information about the current state of an IP multicast network, the Multi-
cast Quality Monitor (MQM) should be introduced. Using this tool, a network admin-
istrator will be able to locate failures as well as to locate bottlenecks within the
network. Additionally, end users can use the measurement results to get information
about the current quality of the network giving an approximation of the quality of an
upcoming transmission. The MQM includes active and passive measurements. Active
means that the network is affected by the measurement. Data streams are simulated to
test the behavior of the network in addition to the current utilization. Another way,
preventing the unnecessary disturbance of the network, is to join currently active IP
multicast transmissions and to analyze the RTP and RTCP (Real-time Control Proto-
col, [22]) packet streams.

The paper is organized as follows. Section 2 gives an overview to related work in the
field of measurements in IP multicast networks. Section 3 introduces the Multicast
Quality Monitor. Besides the working principles, some results of experimenta mea-
surements are shown. Section 4 shows an approach to deploy measurement tools in
general and the MQM in particular based on the requirements of the most important
services, which are using the network. A summarization is given in section 5.

2. Related Work

A good overview to other implementations of tools to measure the reachability and/or
the quality of IP multicast networks has been given by Almeroth and Sarac [1], [21].
A first overview to available tools and the principles of QoS measurement in IP mul-
ticast networks has been given by Dresder [10].

The term reliability measurement stands for measurement methods which allow to
examine the connectivity of clients over a certain amount of time. For IP unicast, a
large number of management systems a available. Typically, ICMP messages [18] -
the well known ping mechanism - are used to prove the connectivity of IP end sys-
tems. Unfortunately there is no such atool for IP multicast. To fill this gap, various
groups started with implementations of different ideas. Most of the resulting tools
provide some kind of QoS measurement as well. The following sections summarize
only afew approaches which are directly comparable to parts of the proposed MQM.
Not considered are SNMP based tools such as mmon [16] because there is typically
no SNMP access to al the devices in inter-domain multicasting.

2.1. mtrace/ MHealth

One of the most important tools in use today is mtrace [11], which is a multicast ver-
sion of the popular traceroute utility. Mtrace works by tracing the reverse path to the



source of multicast traffic starting at the receiver. To allow such operations, a special
feature has built into multicast routers [12]. Since mtrace requires ' mtrace-enhanced’
routers, it fails if routers on the path have not implemented this feature or ignore the
requests due to overload situations. Mtrace is able to provide information about the
packet loss ratio on a specific path by printing out the amount of sent and lost packets
for each trace. The user of mtrace is required to select the useful data and to analyze
them by himself.

A graphical frontend to mtrace is MHealth [15]. It was first proposed in [14].
MHealth joins an active multicast session to receive and examine the RTCP packets
in order to locate the participating end systems. Then it uses mtrace to trace the path
from the source(s) toward the receivers.

2.2. Multicast Beacon

The multicast beacon [7] is the result of a research project from the NLANR
(National Laboratory for Applied Network Research). It consists of a central monitor-
ing station and of distributed clients. These clients send alow rate packet stream to a
configured multicast group. Finally, they report the status of the reception of these
packets to the monitoring station, allowing to compute a reachability matrix. In a
large network, the test packets have a large impact on the network due to the working
principle (each client multicasts its test packets to each other!) and the data rate of at
least a few packets per second. Initially, the multicast beacon was not intended for
reachability measurement. It has been designed for quality measurements. The
streams of test packets are used to compute the packet loss ratio, the delay and the jit-
ter. So the drawbacks of the multicast beacon in reachability measurement change to
opportunities while measuring the quality of service. But one problem is still impor-
tant. There is the requirement of continuously streaming the test packets between
each client without any central control.

2.3. Multicast Reachability Monitor (MRM)

The Multicast Reachability Monitor [2] tries to solve the problem of reachability
measurement by defining a set of Test Senders (TS) and Test Receivers (TR). The TS
send a (low bandwidth) stream of packets to a specified multicast group. The TR
receive these packets and tell a central Management Station (MS) if they received
some packets successfully. There is an implementation of the MRM for UNIX sys-
tems [20] as well as for Cisco Routers [17]. This allows to deploy the measurement
also directly in some core networks. Based on the centrally controlled approach, it is
possible to limit the by the TS generated packet stream to actually required parts of
the network as well as to limit it to short periods of measuring time. The result is a
much lower impact on the current operation of the network [3]. Thefirst design of the
MRM allowed only to measure the reachability. Due to the principles of the measure-
ment, is was possible to calculate the current packet loss ratio. In a second step, the
definition of the MRM was enhanced to compute some QoS parameters by using RTP
streams of active multimedia sessions. Unfortunately, these ideas have been imple-
mented only partialy.

2.4. Hierarchical Passive Multicast Monitor (HPMM)

An other approach, competing directly with the MRM, is the Hierarchical Passive
Multicast Monitor [25]. The idea is to place listeners along an active multicast tree.
These listeners are about to receive each multicast packet without joining a multicast
group. This can be achieved using mechanisms such as the BPF (Berkeley Packet Fil-
ter). To prevent network congestion, all the measurements are passive, which means
that active packet streams are required. If afault occurs, this information is passed to
the upstream neighbor, which determine whether the fault is correlated to others. The
agents send their monitored information to a central management station. This
machine is responsible to provide a view to the entire network including possible
reachability problems. This approach shows many problems. A lot of agents are
required to allow measurements not only for one single multicast tree. The listeners
do not join the multicast groups, this means that multi-access networks are required at
each location of such agent systems. Additionally, layer-2 mechanisms such as
IGMP-snooping or CGMP cannot be used to prevent network congestion in the local
networks. Finally, active multicast streams are required. A pre-event analysis is not
possible.

2.5. Sateof theart

Until now, only a few well known measurement methods are widely deployed. The
network administrators are mostly familiar with tools such as mtrace but it is used
only in the case of the occurrence of problems. No QoS measurements are deployed
over wider areas in the multicast enabled networks. The primary reason is that all the
tools show scalability problems. The most interesting approach today is the MRM.
There are implementations for core routers (Cisco) as well as for end systems avail-
able. But also this approach shows some drawbacks. First, it does not distinguish
between the measurement of the reliability and the quality. This results in an insuffi-
cient scalability. Additionally, the communication mechanism between the test sys-
tems and the management station leads to a heavy network usage in case of large test
environment.

The Multicast Quality Monitor is directly based on the ideas of the MRM. It should
solve most of the drawbacks of the MRM and of other measurement tools.

3. Multicast Quality Monitor (MQM)

This section introduces the Multicast Quality Monitor. First, the reachability measure-
ment is discussed. The second paragraph gives a detailed view to the approach of the
quality measurement. The inter-probe communication and the message format are
shown next. The last part of this section is the presentation of measurement results
using the MQM.

Basically, the MQM works like the MRM. The MQM also uses - properly placed -
probes. All the probes implement the full functionality of the MQM. They allow



reachability measurements as well as measurements of the quality of 1P multicast
connections.

3.1. Reliability measurement

In order to test the reachability in an 1P multicast network, the probes sent MQM ping
requests and act on incoming requests by replying with aMQM ping response.

Due to the principles of 1P multicast routing, it is required to ping everyone from
everywhere sinceit is not possible to use the information of A reachesB and C, and B
and C both reach A via IP multicast to provide and information about the connection
between B and C. To prevent an implosion of MQM ping messages, the multicast
quality monitor uses arandomized delay before starting the first MQM ping request.
Including more intelligence into the probes, it is possible to use ping response mes-
sages from two or three MQM ping requests to measure the reachability of the whole
network between the probes.
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Figure 1. MQM ping mechanism

The MQM ping mechanism is shown in figure 1. For a single test, the probe sends a
MQM ping request packet (1) to al the other probes listening to the used multicast
group. The other probes receive this request (2) and send MQM ping response mes-
sages (3) toward the originator. These messages are received (4) by the requesting
probe (all the other probes should also receive this MQM ping response alowing to
use this information to prevent unnecessary messages, which would result in over-
loading the network with measurement traffic).

Each probe is required to send about one packet a minute to a configurable multicast
group (we first thought about using a well-known multicast group but decided to let it
be a configurable one). Lower rates do not refresh the forwarding state in the routers
and result in indeterministic results. Higher rates are not required and just increase the
network congestion. To get more information about the state of the network, it is nec-
essary to use unicast pings (using | CM P messages) aswell. Either, if there are failures
in P multicast connectivity or together with the IP multicast pings.

Until now, only the probes have the knowledge about the reachability in the IP multi-
cast network. There are a few ideas how to summarize the information on a centra

point shown in section 3.3., MQM communication. This central management station
isalso required to calculate the reliability of the whole multicast network based on the
reachability measurements.

3.2. QoS measurement

In order to measure the quality of service in an IP multicast network, it is first
required to define the QoS parameters. The most typical 1P multicast applications are
audio and video communications. Such real-time services depend on the current
packet loss ratio, the absolute delay and the variation of the delay, the jitter. Most of
the applications use RTP as the transport protocol, because it already offers capabili-
ties to inform the applications about the current situation in the network. There are
sequence numbers and timestamps included into the protocol header. Thisis nearly all
the required information to measure the QoS of the network. Therefore, RTP has been
selected for the QoS measurements.

There are two groups of measurements mechanisms within the multicast quality mon-
itor. Thefirst one uses the MQM ping mechanism to measure the delay. The other one
uses RTP streams to evaluate the packet loss ratio and the delay variation, the jitter.

3.2.1. Delay (one-way and round-trip)

The only QoS measurement from the MQM which is not based on RTP, is the delay.
According to the work of the IPPM WG (IP Performance Measurements Working
Group) of the IETF (Internet Engineering Task Force), the most important informa-
tion for real-time services is the one-way delay. Based on the same ideas as for | P uni-
cast, MQM uses its ping mechanism to measure both, the one-way delay in each
direction and the round-trip time. Due to possible synchronization failures of the
clocks of different probes, the correctness of the one-way delay may vary. There are
other working groups focussing this particular. The same MQM ping messages are
used to calculate the one-way delay in both directions and the round-trip time. To
ensure, that the MQM ping response message belongs to the MQM ping request sent
from a particular probe (please note, every probe should receive every ping message
because they are multicasted through the network), the IP address of the requesting
probe is included in both, the MQM ping request as well as the MQM ping response.
Aswell as for the reachability tests, multiple MQM ping response messages, initiated
by two or threeinitial requests, can be used to prevent unnecessary requests leading to
alower network congestion.

3.2.2. Packet lossratio and jitter

In order to measure both, the packet loss ratio and the jitter, MQM uses RTP streams
[13]. There are two operation methods of the measurement tool. The passive one
means that the probes join an active multicast session and decode the information out
of the received RTP packets. This method has no impact on the IP multicast network
but it requires information about the location of the sender and the transmission time.
There can be some impact on the network, if the probes are not placed along the mul-



ticast tree from the sender toward al listening receivers. Additionally, RTCP reports
are used to get information about the current quality toward receivers located in net-
works without installed MQM probes. In the active method, the probes simulate typi-
cal transmissions. The properties of such a simulated stream are configurable within
the MQM (packet size, packet rate). Therefore, it becomes possible to test the behav-
ior of the network without any active application. Of course, this has at least a little
impact on the network. The simulation of high bandwidth video transmissions may
disturb other 1P connections (unicast and multicast) which are using the same parts of
the network.

Using the model shown in section 4, it is possible to identify the parts of the network,
which are responsible for the most critical 1P multicast applications. Based on these
information, the measurement probes can be deployed on proper places in the net-
work.

It is always necessary to distinguish between the two most important types of |P mul-
ticast communication: a broadcast from a central station and a conference between
severa participants. A typical example of a broadcast is a video server [24]. Such
broadcasts have some common properties. They tend to stream over alarge period of
time and they typically require a high datarate. If there are such services in the moni-
tored network, it would be a good idea to use these RTP streams to measure the
packet loss ratio and the jitter. If the probes are deployed directly on the multicast
path, all the measurements are passive. Sometimes it can be useful to place some
probes’'near’ the original multicast tree to include other parts of the network into the
test scenario.
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Figure 2. Passive QoS measurement using existing RTP sessions

Figure 2 shows atypical broadcast situation including the measurement probes. There
is one sender broadcasting to some distributed receivers. The probes are located near
the receivers (in the case of network errors of insufficient quality of service, it would
be useful to have some of them located within the core network as well). It becomes
possible to measure the current QoS without any impact on the network itself.

Compared with the already discussed broadcasts, most conferences are working like
that. They last only for a short period of time, they start at announced times and the
location of the members is almost known. At least this is true for most 'important’

conferences, one example is the conference between some managers of computing
centers in Bavaria, Germany [23].
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Figure 3. Setup for atypical conference

The idea s, to inform the members before they start their meeting about the current
quality in the IP multicast network (to let them decide to start or to cancel the confer-
ence before they find out actual problems themselves). In order to achieve these
results, probes have to be configured in al the used parts of the network to smulate
the typical conference applications. Thisrequiresto initiate RTP streams like these in
thereal conference. Finally, all the probes receive the same traffic as if the conference
would be aready online. This principle allows to simulate the traffic of the meeting
actively and to measure the QoS of the IP multicast network. Figure 3 shows an IP
multicast network used by atypical conference. There are a number of participants.
Everyone is sending and receiving traffic.
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Figure 4. Active traffic simulation based on the knowledge about the configuration of
the conference

Based on the knowledge about the network and the services, it is possible to smulate
the conference by configuring intelligent probes to ssimulate RTP traffic and, finaly,
to receive and analyze it. This is shown in figure 4. The same configuration can be
used to watch a conference and to measure the current quality without any simulation.



3.3. Inter-probe communication

The last two sections have shown how to use intelligent probes to measure the reli-
ability and the QoS of an IP multicast network. Not yet mentioned is the inter-probe
communication. There are three different types of such communication.

3.3.1. Detecting new probes

The design of the MQM is based on the knowledge of the structure of the network and
the used services. So the starting configuration will include some known probes. To
provide a more flexible system, it should be possible to include more probes dynami-
cally. The appearance of a new probe can be detected by listening to the MQM_PING
multicast group. All the probes are required to periodically send ping requests to mea-
sure the reliability. The management station can join this group to detect new probes.

3.3.2. Sarting the simulation of a RTP stream / starting analyzing a RTP stream

RTP streams are controlled using the beacon mechanism introduced by the MRM.
The central management station can start and stop the QoS measurement via a beacon
message sent to the same |P multicast group, which is also used for the MQM ping
messages. Using this message, the manager tells the probes which RTP stream they
should analyze and, if required, which probe should simulate which type of traffic.
Due to the unreliable UDP transport of these beacon messages, they cover a maxi-
mum time to live (hold time) and the management station should send these beacon
messages periodically.

3.3.3. Transferring the measured data to a central management station

All the described mechanisms allow the intelligent probes to measure the reliability
and the QoS of an |P multicast network, partially controlled by acentral manager. The
ideaof MQM isto let the probes save all these information locally. The transfer of the
information to the management station should be done on a periodical base. This
transfer should work asynchronously from any measurements and directly unicasted
to the management station using the TCP protocol. The protocol ensures the reliable
transport of the measured data. Not yet defined is who should initiate this transfer, the
probes or the management station. In order to allow a user to force the presentation of
the current situation of the network, the management station should be able to initiate
this transfer. Therefore, the current version of MQM is focused on the management
station to control nearly everything, the QoS measurement (RTP analysis) and the
transfer of the measured data from the probes. A next version should alow a probe
initiating the data transfer as well.

3.4. Message for mat

The message format of the MQM uses the same principles asthe MRM. For the inter-
probe communication, a separate header (MQM header) has been defined. Also, the
beacon messages from the management station to the probes use the MQM header.

Position Length (byte) content
0 1 version
1 1 padding
2 2 type

Table 1. MQM header format

The MQM header is part of every MQM message. The encoding of the remaining
data depends on the type value in the header. Table 1 shows the MQM header format.

Position Length (byte) content
0 4 MQM header
4 4 | P address from the originator
8 4 timestamp sender
12 4 timestamp receiver

Table 2. MQM ping message format

Table 2 and 3 define header extensions for different MQM packet types. Currently,
there are only three packet types. MQM ping request, MQM ping response and MQM
beacon. The measurement of the packet loss ratio and the jitter is based on RTP
streams. Therefore there is no special MQM packet type defined for these packets.
The standard RTP packet header already includes all the required information. The
timestamp field in the MQM ping message is used as a non-consecutive but con-
stantly increasing sequence number as well. The sender is able to check for missing
ping responses based on this mechanism.

Position  Length (byte) content
0 4 MQM header
4 2 hold time
6 2 message length
8 4 target probe address 1
12 4 multicast group address 1 (1st bit is used to specify

if to receive or to transmit to this group)

Table 3. MQM beacon message format



Position  Length (byte) content
4 target probe address n
4 multicast group address n

Table 3. MQM beacon message format

Since the transport of the measured data is an out-of-band mechanism which uses
TCP for the communication, there is no MQM packet type for reporting messages.
The packet format has been included to provide a more detailed view on the ideas of
the MQM.

3.5. Sample measurements

This section provides the results of some measurements using the multicast quality
monitor. All of them are taken between several universitiesin Germany connected by
the German gigabit research network (G-WiN). The universities are connected by
links of 622Mbps (OC-12) or at least 155Mbps (OC-3) to this network, which itself
contains mostly of OC-12 and OC-48 (2.4Gbps) links. At each site, the end systems
are interconnected by different kinds of university backbone networks. All the tests
have been initiated from systems at the University of Erlangen.

3.5.1. MQM message based tests

We installed MQM probes at different sites within the German research network and
started the measurement of the reachability between them including the measurement
of the delay. Therefore, we used the results to compute the reliability of the network
aswell asthe one-way delay and the round-trip time.

MQM ping from 131.188.3.150 (Erlangen)

08:40:00 09:52:00 11:04:00 12:16:00 13:28:00 14:40:00
current time (CEST)

—10192.44.88.194 (Erlangen) —— to 132.199.240.5 (Regensburg)
mean 0.0018 sec mean 0.012 sec

Figure 5. Delay measurement using the MQM ping mechanism

Figure 5 shows the results of aMQM ping test from a host at the University of Erlan-
gen to another one at the same site as well as to one in Regensburg. The effect is as
expected. The delay within the campus network in Erlangen is very short (about

0.0018 sec) and constant (both hosts are only two hops away). The delay to Regens-
burg is much higher (about 0.012 sec) and diversified.

Delay from 132.199.240.5 (Regensburg) to 132.180.144.1 (Bayreuth)
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Figure 6. Delay using MQM ping (multicast) vs. ICMP ping (unicast)

Additionally, we used the unicast ICMP ping mechanism to compare the values from
the unicast and the multicast test. One example is shown in figure 6. The results for
the unicast ICMP ping show the same behavior as for the multicast MQM ping. The
mean values for the round-trip time from Regensburg to Bayreuth is always about
0.032 sec, whether unicast is used or multicast.

3.5.2. RTP based tests

At our University, we have installed a tool, multicasting a TV channel to test multi-
cast capabilities on the local campus network as well as of interconnections to other
sites. Using this channel, we measured the quality of the transmission using the MQM
tool, while the world soccer championship took place (giving us more participants
than usual).

RTP stream from 131.188.34.85 (Erlangen)

0.01

e e — i — — s —

0.001 S A — —

Packet loss ratio

0.0001 ——

0.00001

0:04:00 0:32:48 1:01:36 1:30:24 1:59:12 2:28:00
timeline
— - -1t0131.188.3.150 10 132.199.240.5 t0 132.180.144.1 (Bayreuth)
mean 0.000053 mean 0.0409 mean 0.0356
— — t0141.78.3.218 (Eichstaett) t0 129.187.18.130 (Munich)
mean 0.0028 mean 0.00098

Figure 7. Measurement of the packet loss ratio using a RTP stream



M easurement examples are shown in figure 7. The ordinate is scaled logarithmically.
Apparently, the packet loss ratio seems to be very constant but depends on the used
parts of the network between the sender and all the receivers. It ranges from about
0.000053 for shorter paths up to 0.0409 for the transmission to Bayreuth (9 hops, high
utilized links).

4. A Model for aservicedriven | P multicast networ k

As already mentioned in section 3, the multicast quality monitor (as well as all the
other approaches discussed in section 2) requires very carefully located probes. A
model proposed by Dressler [9] for IP multicast networks and the used services
within this network should to solve this problem. This section gives a short abstract to
the model. An implementation of this approach has been done by Juan Ceballos-
Mejiaat the University of Erlangen-Nuremberg [6] using JAVA.

Primarily, the model consists of two main parts. The physical multicast capable net-
work and the overlying applications, the services. Figure 8 shows the object hierar-
chy. Additionally, an object containing routing algorithms is attached. These
algorithms are used to calculate the multicast tree(s) for a particul ar service and there-
fore to identify the best locations for measurement probes to evaluate the reliability
and quality of the required part of the IP multicast network. The current implementa-
tion used the Dijkstra algorithm [8] for the shortest path calculation.
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Figure 8. Object hierarchy for amodel of multicast networks and services

A serviceis defined as a number of hosts transmitting to a set of multicast groups and
a number of hosts receiving these data. Each object of class service stands for one
multicast application, which may use more than one multicast group. As an example,
there are different groups used for audio and video transmissions. The physical net-
work consists of devices. The most important ones are nodes (routers, hosts) and links

(network links such as ethernet, ATM or POS). Interfaces are responsible for inter-
connecting these two objects.

If the complete IP multicast network has been described using this model, as well as
the most critical services, it becomes possible to use the attached routing algorithm to
find proper places to implement the intelligent probes and to deploy the MQM mea-
surements. The same model can also be used for offline analysis of the resulting mul-
ticast tree(s) (the used paths for the services) and for offline simulation of the
expected network behavior.

5. Summary

Within this paper, a new approach to measure the reliability and the quality of service
of an IP multicast network has been presented, the multicast quality monitor. Using
distributed intelligent probes, is becomes possible to deploy active as well as fully
passive measurements in the network. The definition of the MQM includes a new
protocol for inter-probe communication. This protocol is the basis for al the reach-
ability tests and some of the QoS measurements, in particular for the estimation of the
delay, the one-way delay as well as the round-trip time. The packet loss ratio and the
variation of the delay, the jitter, are calculated using the RTP protocol. This approach
alows to use currently active RTP streams others than these sourced by the MQM
probes. All the measurement results are transmitted to a central management station
asynchronously from any measurement activity. This prevents unnecessary band-
width consuming transmissions from and to the probes. The management station con-
trols the measurement itself as well. Using beacon messages, simulated RTP streams
can be started and the reception at the destination probesis initiated.

Completely new in this approach is the measurement of the one-way delay, which is,
regarding to the IPPM WG, one of the most important values in real-time communica-
tions. Additionally, the strict distinction between the reachability tests and the QoS
measurement is important in order to prevent network congestion sourced by mea-
surement tools. The idea of the MQM is to measure the QoS depending on the ser-
vices (applications) in the IP multicast network. Using the proposed model, it is
possible to deploy the probes based on the requirements of the services. The model is
not restricted for alocal use only. It is designed to support distributed services as well.
The same applies to the MQM. Due to the possibility of an efficiently deployed mea-
surement environment, the scalability of the MQM is much higher than in other
approaches.

Considering the security, currently there are no authentication or authorization mech-
anisms included into the definition of the MQM. Thereforeiit is possible to introduce
stealth packetsif the attacker knows the multicast group used for the inter-probe com-
munication. This allows to start denial-of-service attacks by sending beacon messages
to the probes forcing them to start simulated RTP streams. So far, thiswas not a prob-
lem but the next version of the MQM will include authentication mechanisms into
each MQM packet. Currently, the security can be enhanced by blocking the used mul-
ticast group at the border of the multicast network, which is to be examined.
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