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Abstract

Thi s docunent di scusses QoS resource allocation in nobile networks
with Cross-Application Signaling Protocol [1]. CASP separates
signaling message delivery fromthe discovery of the next suitable
CASP node. When the discovery is done by scout nessages, it may

i ntroduce considerable latency in the (re-)registration procedure in
handover cases. Therefore, advanced di scovery nechani sns are

r ecomended.

To denonstrate the use of advanced di scovery nmechani snms, we enabl e
access routers to provide the informati on of the aggregate QoS val ue,
the next CASP node and optionally the price of provided services in
advertisenents in addition to network topology information. By this
nmeans, we can achi eve seanl ess nobility and QS provisioning in a
nobi | e access network because a nobil e node can sel ect the nost

sui ted access point fromseveral received advertisenments for a (re-
)registration procedure. 1In this docunent, we describe the nmechani sm
and the message flows in both the case of general nobility managemnent
using Mobile IPv6 (MPv6) and the case of mcro-nobility nmanagenent
usi ng H erarchical MPv6 (HM Pv6).

Not e:

This docunent is equivalent to the Internet Draft ‘‘ QoS Resource
Al'location in Mbile Networks with CASP'’ (http://ww.ietf.org/

i nternet-drafts/draft-hernmann-casp-qos-nobility-00.txt) from June
13, 2003.
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1

I nt roducti on

In high nobility scenarios, frequent handovers may result in a
significant degradation of QoS provisioning if the access network is
unabl e to provi de enhanced sol utions for pronpt QS re-
establishments. Most of the current approaches for signaling
protocol s consider only the actions which have to be taken after a
handover occurs. Sonme new y proposed protocols use various ideas to
speed up the re-establishnent of the reservation paths and handl e the
specific nobility related events, e.g. changes of the |IP address of
a mobil e node. However, none of the protocols introduces mechani sns
for the preparation of a handover

Several requirenents have been identified for seam ess handovers and
the fast re-establishment of QoS reservations:

o Bidirectional reservation. |If the route is symetric, it should
be feasible to set up reservation in both directions with a single
reservation nessage; if the route is asymmetric, a reservation
message fromthe originator should trigger an independent
signaling nessage fromthe responder

o0 Path repair and re-establishnent of reservations. The paths in a
nmobi l ity supporting access network usually change only partially
after a handover. Therefore, the protocol should support partia
repairs of the paths to avoid | ong distance end-to-end signaling
message exchanges between correspondi ng nodes.

0 Reservation Range. The reservation range consists of a | ower and
an upper bounds of QS paraneters e.g. bandwi dth. The upper
bandwi dt h val ue represents the desired bandwi dth while the | ower
value is the acceptable bandwidth. |If the network is not able to
satisfy the desired value, it can reserve as much as it can which
is greater than the acceptable value. Thus, the nobile node is
unnecessary to negotiate further with the network on the requested
QS as happens when only one value in a QS request.

o0 Modularity. The protocol should provide a nodul ar architecture to
enable different functionalities flexibly.

0 Endpoint identifier. The endpoint identifier nust be independent
fromidentifiers which may change due to nobility, e.g. the IP
addr ess.

0 Security nodel. The Security nodel nust provide an efficient and
secure sol ution.

Al'l the above nentioned requirenents are satisfied by the Cross-
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Application Signaling Protocol [1] (CASP). The CASP protocol is
split into two |ayers, a general purpose nessaging |ayer (Ml ayer)
and several client |layers for signaling applications |like QS, M DCOM
etc. The nmessaging layer is used to establish session states with
session identifiers. These identifiers are independent fromthe IP
address of a node. Therefore they can be used to identify the
sessions froma nobile node easily, even after a change of the care-
of address due to a handover to another access router. CASP [2]
itself deals with it already. As soon as the nobile node detects a
route change due to nmobility (e.g. based on a layer 2 trigger), it
triggers nobility related protocols. The nobility conponent may
trigger a CASP signaling nessage

In CASP, signaling and di scovery nessage delivery are separated. The
Scout protocol is used to discover the next suitable CASP node and
the required soft-state refresh interval if the next CASP node is

nmore than one network-layer hop away. It is only needed in case that
no ot her suitable neans of discovering the next CASP node are
available. See [1] for reference. |In environments with high

mobi lity, however, the discovery process with scout will increase a

consi derabl e overal |l handover | atency.

Additionally, the price information is an inmportant criterion for the
handover deci sion especially in heterogeneous networks.

To enabl e seam ess QoS provisioning, we introduce the foll owi ng new
functionalities in our proposed signaling protocol

o Mbility supporting functions. To avoid the extra nessage
exchanges for the discovery, each access routers broadcasts
enhanced advertisenents regularly, which contains the information
about the next suited CASP nodes.

0 QS information before handover. The enhanced advertisenents
contain informati on about the avail abl e resources in the network
and a nmobil e node can the select the suited access router. This
procedure dermands an efficient and fast information distribution
mechani smin the access network.

o Price informati on before handover. |f a nobile node receives
adverti senments fromdifferent access networks, its decision for
the next access router may depend on the price of the offered
service. Therefore, the enhanced adverti senments al so contain an
optional field for the price information

In the followi ng chapters, we describe the conponents of the CASP

Mobility Cient, which enables seam ess QoS provi sioning support for
mobi | e nodes. We al so explain the nechani smand the nmessage flows in
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both the general nobility managenent (e.g. Mobile IPv6 (MPv6)) case
and the micro-mobility managenent (e.g. H erarchical MPv6 (HM Pv6))
case.
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2. Enhanced Adverti sements

Presently, the advertisenment only includes the topol ogy information
of the access network. 1In MPv6 case, nobile node can construct a
new Car e- of - Address (CoA) based on the advertised prefix information.
Bef ore perfornming a handover, nobile node may receive nore than one
advertisenent fromdifferent access routers before the old
advertisenment expires.

We introduce information about the avail abl e aggregated QS of a path
and about the price. A nobile node can access the nost suited
net wor k which of fers proper QS and a reasonable price.

2.1 Message Propagation

The foreign nobility agent (e.g. MAP in HM Pv6) of a network is
responsible for its own discovery. Therefore it advertises its
presence downstreamin the access networKk.

Every foreign nobility agent or internediate router(lIR) MJST be able
to receive and propagate advertisenent nessages fromits upstream
nodes in the access network.

Figure 1 shows how adverti sement nessages propagate in a hierarchica
architecture. The router in level 2 sends its advertisenent to the
routers in level 1, including e.g. its prefix information, the
bandwi dth value it can provide and the price information. The
routers in level 1 receives the advertisenment and extracts the usefu
information fromit. Then it conposes its own advertisenment which
contains 1) the prefix information of the upper router and itself; 2)
QoS paraneters e.g. avail able bandwi dth of the path; and 3) the
applicable price information if any. Then it sends out its
advertisenent. |In general, the advertisenents fromrouters in |eve
1 are sent nore frequently than those fromrouters in |evel 2.
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| evel 2 | router

Adverti sement / \  Advertisenent

level 1 |[router| | router

Adverti sement \ /  Adverti senent

| nobi | €|
| node

Figure 1: Advertisenents propagate

2.2 Considerations of the Routers in the Access Network

This section describes the required operations of the routers in an
access network regardi ng the propagation of QS and price
information. Usually the infornation about available resources in a
network varies nore often than the price infornmation

To reduce the signaling traffic in the network it is advantageous not
to advertise the resources each tinme after a mni mal change occurred.
Therefore, the routers in the network can maintain threshold val ues.
Apart fromthat all the values are soft states which are continuously
sent by each router.

The threshol d val ues determ ne, under which condition a new
advertisement MJUST be sent out immediately. Each router (including
internmedi ate router) naintains an upper and a | ower threshold val ue.

When the remaining total bandwi dth at a router reaches the | ower
threshold value, the router will not insert the nornmal bandw dth
value which it is providing to a session in its regular

advertisenments any longer. It sends immedi ately a new adverti senent
with a | ess bandwidth value in it, announcing that it will provide
the new bandwi dth for further sessions. It will use the new

bandwi dth value in its regular advertisenment until the remaining
total bandw dth reaches the upper threshold value. This strategy
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ainms to serve nore sessions with a degraded quality instead of
provi ding the whole bandwi dth to only some nobil e nodes and rejecting
the requests of others.

When the renai ning total bandw dth reaches the upper threshold val ue
due to the bandwi dth rel ease fromterm nated sessions, the router
advertises imedi ately the normal bandwi dth since it has enough
resources again to provide the normal bandwi dth to each session

When the remaining total bandwidth fall in the range of the upper and
| ower threshold, no irregular advertisenent is necessary to be sent
out. Oherwise, there would be too nmany unnecessary advertisenents
bei ng sent out when the renmaining total bandwidth is oscillating
around one threshold val ue due to the continuing process of resource
rel easi ng and reserving.

In general, an advertisenent nmust be sent if one of the follow ng
events occurs:

0o The router receives a new adverti senent from another router. The
router nust add its own infornmation and forward the adverti senment
downst r eam

0 The avail able resources or the price for using the resources
changes if there is no threshold val ues; or the change recommends
the sending of an advertisenment as descri bed above.

0 The validity of the advertised information expires. Al
advertised informati on are soft state and nust be regularly
refreshed. |f a router does not receive a refresh from anot her
router for a certain period of time, the information expires.

0 The router receives a solicitation nessage. |In sone cases it wll
be useful for a nobile node to request information fromrouters
via solicitation nmessages.

0 Registration or deregistration of a nobile node at a foreign agent
(FA). If the FA receives a registration update froma nobil e node
whi ch | eaves an access network, the FA can rel ease the reserved
resources and it CAN (depending on the application of thresholds)
send an advertisenment to the routers in the network.

The described process considers the available bandwidth only in the

access network. It is not able to provide the QS information
out si de the access network.

Her mann, et. al. [Page 8]



TKN-03-011 CASP Mobility Cdient Protocol specification June 2003

2.3 Message For mat
An enhanced | CMPv6 Router Advertisenent nessage is shown in Figure 2.
0 1 2 3

01234567890123456789012345678901
T = S i S i T i T S S

| vers=6 | Pri o=15] FI ow Label [
B T i S S i T i i S S o s s T S S S
| Payl oad Length | Next Header=58 | Hop Limt =255|

B i T S e L i T S S S S S S S S S i SHE S A

+

Source Address = router or hone agent’s address |

+

+

B i i S ks s S i sl T SN S S S S S S
+

Destinati on Address = nobil e node’s address* or All-Nodes |
mul ti cast address +

+

e s T S o R e s o i i o e S S S S
Type=134 | Code=0 | Checksum [
e s T S o R e s o i i o e S S S S
Cur Hop Linmit |MQ Reserved | Router Lifetine |
B i S S s S S s w s sl i S S S S S S

Reachabl e Ti ne |
e S g S
Retrans Ti ner [
S S
Type=3 | Lengt h=4 | Prefix Length |L|Al Reserved 1|
B i S S s S S s w s sl i S S S S S S
Valid Lifetine |
e S g S
Preferred Lifetine [

B i S S s S S s w s sl i S S S S S S
Reserved?2 |

B i S S s S S s w s sl i S S S S S S

(Net wor k-) Prefix

e e i T e T S e S R T Tl e S

|
+
|
+
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+ +
B e s ik i T T T e I e e e e S i S e i i S e e ok o S T
B i o o S e i T S e S S S e s
Type | Lengt h=3 | Reserved [
B i o o S e i T S e S S S e s

Valid Lifetine |
B S i S S T T S Tk S S S S ST S S

CASP node address

-+ +— +—

+-
|
+-
I
+-
|
=+

|
+

I
+

|
+-

T T e S s e Smp g

B R e s i T o T e I R e R e i e Tk ST I TR S T S e S e e
| Type | Length=1 | FI g] Reserved |
B R i b i T O TR R SR e TR TR e TR DT I i I TR R S e i i i SR I T
| Avail abl e Bandwi dth | Price Reference Label [
B T e O i o o e S ks ol o i

* The nobile node’s address is used as the destination address only
when the adverti senent corresponds to the nobile node’'s solicitation
nmessage

Fi gure 2. Message format of an enhanced adverti senent

The details of |IPv6 header and | CMPv6 router advertisenent refer in

[6]and [7].

We describe only the fields of the enhanced features, which are the

| Pv6 address of the next CASP node, avail able bandw dth infornation,

a price reference | abel

Next CASP node Option:

Type TBD
Lengt h 8-bit unsigned integer. The length of the option

(including the type and length fields) in units of
8 octets. The value is 3.
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Reserved This field is unused.
Valid lifetine

This value indicates the validity duration of the
announced CASP node.

CASP node address

The | Pv6 address of "the next CASP node". This
address is used as the destination address for the
CASP nessages which are sent by the nobile node to
reserve bandwi dth in the access networKk.

Bandwi dth and Price Information Option:

Type TBD

Length 8-bit unsigned integer. The length of the option
(including the type and length fields) in units of
8 octets. The value is 1

Fl g A 2-bit flag to indicate the presence of the avail able
bandwi dth and the price reference | abel. 11 neans
the advertisement contains avail abl e bandwi dth
and price reference | abel information; 10 neans only
avai | abl e bandwi dth and no price reference |abel; 01
means only price reference | abel and no avail abl e
bandwi dt h i nformati on.

Avai | abl e Bandwi dt h
16-bit unsigned integer represents the avail abl e
bandwi dth for each nobile node at the router

Price Reference Labe
16-bit unsigned integer represents the price
information in the adm nistrative domain

The Next CASP node option is only demanded, if the access router
itself can not handl e the CASP nessages fromthe nobile nodes. 1In
this case, it advertises the address of another CASP node in the
access network, which is suited to process the reservation requests
fromthe nobile nodes. Another application area is the usage of
brokers in the access networks.
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The Bandwi dth and Price Information Opti on SHOULD be included in
every advertisenent. According to the avail able bandw dth

i nformati on, nobile nodes can nake decisions on 1) whether to perform
a handover; and/or 2) which access router it should handoff to.
Moreover, the additional 32-bit |length of the Bandwidth Fields is
trivial even for wi rel ess channels.

Thi s val ue MAY be repl aced by another val ue when a router at the

| ower |evel can provide only | ess bandwi dth. Hence a nobile node can
determ ne the aggregate bandw dth provided by the path when it

recei ves an enhanced advertisement. A mobile node SHOULD be able to
obtain the avail able bandwi dth informati on by neans of e.g. sending
a solicitation nessage.

To reduce the required nunber of bits in the price information field,
a label is used in this field rather than the detail ed price
informati on. Each | abel specifies a charging nodel (e.g. 0,25 Euro
per min for the first 3 mins and 0,10 Euro per nmin for every
additional nmin). A nobile node can determine the price with the

| abel based on the know edge of the |abel defined in a price
reference table. [|f a nobile node does not have the know edge of the
| abel or the price reference table, it can request the information
fromthe access network by nmeans of e.g. sending a solicitation
message. The access network SHOULD answer each individua
solicitation request with the meaning of the |abel by either unicast
or anycast depending on a local policy unless it considers that it is
under an attack with an excessive amount of such requests.

Furt hernore, nobile nodes SHOULD be able to authenticate and check
the integrity of the price information presented in an advertisenent.
More details are discussed in the section of security considerations.
O her issues of price information distribution are discussed in [3].

It MAY be necessary that the domain administrator refreshes the price
reference table periodically. The refresh interval MJST be nuch
| arger than that of advertisenent.

When the service provider changes the chargi ng nodel by replacing the
old price reference label with a new one fromthe same price
reference table, or it assigns a new charging nodel to a label, it
MUST publicize the new charging nodel in the access network while
taking the foll owi ng considerations:

0 The access network SHOULD NOT spend a | ot of bandw dth on
distributing the detailed infornmation

0o A nobile node in the access network SHOULD be able to obtain the
chargi ng nodel information if he does not receive the infornmation

Her mann, et. al. [Page 12]
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di stributions.

Theref ore, when the access network needs to publicize the new
charging nodel, it repeats the meaning of a price reference | abel in
advertisenents for e.g. five tines. It includes the information in
one advertisenent e.g. every three advertisenents. During the
chargi ng nodel publication period, the access network MAY or MAY NOT
answer solicitation requesting the infornmation. After the period, it
SHOULD answer the solicitation with the information unless it
considers that it is under an attack with an excessive anmount of such
requests.

Her mann, et. al. [Page 13]
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3. QS Signaling and Registration Process with M Pv6

After the binding update is sent to the hone agent (HA) every packet
to the nobile node (MN) is routed via its hone network. This
Triangul ar routing between the HA, MN and correspondent node (CN) is
removed after sending the first packet fromthe MNto the CN
Support for route optimzation is a fundanental part of M Pv6 and
avai |l abl e as an extension for M Pv4.

Usually a reservation is initiated by the nobile node. |If the
correspondent node wants to reserve a path to the nobile node and if
route optinization is not yet established, an appropriate error
nmessage shoul d be generated by the nobile node or the HA. |If the M\
sends this nmessage it can attach a binding update and the CN may then
try to establish a reservation through the optim zed route to the CoA
of the IWN.

Fi gure 3 shows the nessage flow during a QoS resource reservation
with CASP in a M Pv6 networKk.

MN 0AR nAR CR HA CN
I I I I I I
| ( Rout er Sol . ) | | |
| (o >) | | | |
I I I I I I
| Router Adv. | [ [ | |
| <o | | | |
I I I I I I
| Bi ndi ng Upd. | [ [ | |
R AGERREE R EEEEEE P EEETEEETEEEE > |
I I I I I I
| | Bi ndi ng Ack]| [ | |
| e | |
I I I I I I
| ( I I I | Data )|
I ( | | | Data  |<--------- )|
I (<:::::::( Tunnel ) === | ) |
I I I I I I
| Bi ndi ng Upd. | [ [ | |
| oo >
I I I I I I
| [ [ | Binding Ack |
D T R |
| CASP- @S QUERY/ RESERVE/ COWM T* [ | |
| oo >]
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|  CASP- QS SUCCESS* | | |

* The CASP- QoS nessage types are defined in [3]. The RELEASE nessage
is sent only when the dead-branch-renoval flag is set.

** Home Address Option (HAO

Figure 3: Message flows with advertisenents in M Pv6 scenari os

In inter-domain handover or power-up cases, a nobile node can obtain
related information in the access network by either listening to
Rout er Advertisenents or perfornming Router Solicitation. Handover
detection based on advertisenents significantly contributes to
handover |atency. Alternatively, before registering with the access
router the MN can send a solicitation nessage to all access routers
near it.

When MN receives an enhanced advertisenment, it can start BU process
wi t hout the hel p of scout messages. |f an access network does not
have this feature of enhanced adverti senent, a nobile node MAY send
out a scout nessage to locate its next suitable CASP-aware node as
described in [1]. The approach of sendi ng scout nessages nay

i ntroduce significant |atency in a handover procedure.

After sending the binding update to the hone agent and receiving the
Acknowl edgenent, the CoA of the MN is registered.

If the MN wants to establish a reservation to a correspondent node,
possi ble after receiving a data packet fromit, it adds a Bi nding
Update and a hone address option to its next packet which is sent to
the CN. This is followed by a CASP- QS QUERY/ RESERVE/ COW T
nessage

The CN replies with a SUCCESS nessage and a routing header to the MN
if the reservation is successful. OQherwise it generates an error
message, and the MN may retry its request with a partial reservation
Fi gure 4 shows a CASP (S RESERVE nessage exanpl e.

0 1 2 3
01234567890123456789012345678901
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B T S S S I S S S S

1 | Option type | Opt Data Len |
B R E e i s i o o S T S i S i S S S e =

2 | F| D A Reserved| Fl ow | abel [
B R E e i s i o o S T S i S i S S S e =

3 | Lifetime [
B T i S S i T i i S S o s s T S S S

4 | VN Addr ess [
5 | I
6 | |
7 |
B e b i s i o S T S i i R e E e

8 | Address of the next CASP node [
9 | |
10 | [
11 | [
B T T i S S i ik e i S S

12 | M\ HoA* [
13 | [
14 | [
15 | [
B T i S S R il s ol S S S S S S I R S SN S S T

16 | AR Addr ess |
17 | I
18 | |
19 | |
B e b i s i o S T S i i R e E e

20 | Obj ect Type | Object Length | desired Bandwi dth |
B T T S S R il s ol S S S o S S i S S S e

21 | Obj ect Type | Object Length | acceptable Bandwi dth |

B T i T S I i i i S S S s S S S S S e S

* Home Address of MN (M\-HoA). It represents an gl obal uni que
identification of the MN. This is relevant to charging.

Figure 4: CASP S RESERVE nessage exanple [8]
It is noted that the CASP-QS information can be piggybacked to the

bi ndi ng- updat e packet even though the BU and the CASP signaling
processes occur in series as shown in Figure 3.
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4. QS Signaling and (Re-)registration Processes with HMPv6 in a
Separate Signaling Manner

The followi ng are sone observations and requirenents on intra-domain
handover (micro-nobility):

0 After a handover from one access router to another, a bigger part
of the reserved path stays unchanged. The crossover router (CR),
where the old and the new path neet, is usually near the nobile
node.

o The duration of a handover and of the re-establishnent of
reservati ons should be short.

0 There is always a nmobility entity in the visited donmain to help
the nobility managenment, e.g. foreign agent (FA) in M Pv4,
mobi l ity anchor point (MAP) in HM Pv6.

0 Handovers happen quite often

Due to these the QoS signaling is different fromthat after a route
change or a normal change of the point of attachnent to a networKk.

According to the topol ogy shown in Figure 5, Figure 6 shows the
message exchanges in HM Pv6 scenarios. The upper part of the nessage
flows shows how to establish a reservation; the [ ower part shows the
re-establishnent of the existing reservation after an intra-donmain

handover.
+--- o= + Fom e +
| home |--------------- | MAP*
| agent | S |
S + / e + \
I / | \
| / | \
S + +-- - o= + +om o - - +
| correspondent | | OAR | | nAR
[ host [ +---- + +o---- +
S + A
\
v
[ S +
| mobile|----- >
| node
[ S +

* Mobility Anchor Point (MAP)
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Figure 5. HM Pv6 nmicro-mobility network topol ogy.

The MAP is a router located in the foreign domain. It is used by the
M\ as a local HA. It intercepts all packets addressed to registered
Mobi | e Nodes and tunnels themto the corresponding LCoA. In an

HM Pv6 intra-domai n handover process, only the reservation on the new
pat h between MN and MAP needs to be re-established.

The nessage fl ows shown in Figure 6 occur in an HM Pv6 intra-donain
handover with a separate signaling nanner.

MN 0AR nAR MAP( CR) HA CN
I |

Advertisement from MAP |

| I

| |

| |

| I

| |

S | | |
| I | I

BU fromWN to MAP as registration | [
|- > | |
I | I | | I
| | BA from MAP to MN | | [
| S | | |
I | I | | I
| BU from MW to HA as registration | | |
R bbby >| |
| BU fromMN to CN as registration | | |
R e R >|
| | | BAfromHA to MN | [
S R e LR Rl | I
| | | | BAfromCNto MN |
R EEEEEEEEEEEEEE RS |
I | | | I
| CASP- QoS QUERY/ RESERVE/ COWM T | | | [
R >|

Exi sting Reservation | | | [
dedadddddddddddddadddddddddiidddddasidddddddsdisddddddasisnadddage

I
I
|
|
I
| | | | | |
| | Adv. from MAP regul arly | | [
I | I
| | | | | |
| Adv. from nAR | | | |
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| S | |
| | | |
| BU from WM to MAP as re-registration

| o >]
I I I I
| | BA from MAP to MN |
| errnnr |
| CASP- QoS QUERY/ RESERVE/ COM T |

| o >]

|

I

|

|

I

| Reservation route change |
| RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRr rrrrrrrrrrrrrrrrrr>
I

|

|

I

|

| intercept & tunnel packets | route packets
o m e e e e e e e e e e e e oo - I I [
| I | | I
Dat a | | | | |
| = >|

Figure 6: QoS signaling and (re-)registration processes with HM Pv6

The details of the re-establishment of the existing reservation are
di scussed as foll ows.

In Figure 6, it is assunmed that the MAP is the cross-over router
After receiving an advertisenent fromnAR L2 Trigger, the nobile
node sends a bi nding update request to the MAP of the network. After
MN recei ves the binding acknow edgenent, the connection to the
foreign domain is reestablished. Afterwards the MNtries to rebuild

the reservation to the CN. It sends a QoS CASP reservati on nessage
containing the I P address of the CN as the destination address. The
CASP nessage propagates until it reaches the CR

MAP is assunmed to be the first node which can identify the session
according to the existing session ID. Due to the changes the access
router and the link, the I P addresses in the flowid are different.
When the upstream of the CASP- QoS signaling process is successful
MAP replies a "CASP- QS SUCCESS" nessage. |f a dead-branch-renova
flag is used, the old reservation can be deleted. |f the nessage
contains no flag, the old reservation should tinme out. The rest of
the path to the CN remains the sane and the CR can initiate the re-
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est abli shnent of the upstreamreservation. |In case of "CASP-(QS

FAI LURE", MN either keeps the new connection w thout any QoS support
or revokes the binding updates and stays in the old path. The

i ntegrated signaling procedure shown in the next section can avoid
this dil enma.

If there is only an upstreamreservation, the reservati on nessage can
be discarded by MAP. Else, if there is also a downstream
reservation, the CN needs to be infornmed about the handover. This
can be done by sending an error nessage for the existing downstream
reservation to the CN
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5. QS Signaling and Re-registration Processes with HMPv6 in a Combi ned
Si gnal i ng Manner

In an access network the interaction between nobility nanagenent and
QoS resource reservation should be very close. Conbining both
mechani sns i s a val uabl e approach. This chapter describes a nethod
by which QS information is collected in the access routers and
advertised to the nobile nodes, which nay have the choice between

di fferent access points and may choose the npbst suited one based on
the QoS information in advertisenments [8].

In addition to the QoS and nobility considerations, the security
i ssues, such as authentication, authorization and DoS attack
protection should be taken into account.

The success of the re-registration procedure in an intra-domain
handover depends on two aspects: 1. the new path can provide e.g.
at least the acceptabl e bandwidth; 2. the re-authentication and re-
aut hori zation (re-AA) checks pass.

Fi gure 7 shows the combi ned signaling nmessage flows for the intra-
domai n handover case in HM Pv6 scenarios [8]

It is assuned that MN has a bidirectional QoS-enabl ed connection with
CN before it starts an intra-domai n handover. M\ receives nore than

one enhanced advertisenments fromdifferent ARs, it can select the
nost suitable AR as the handover target. Wen the handover is
triggered, MN sends an re-registration request nessage to the target
AR(nAR). When nAR receives the request, it starts the BU process.
CASP i s enbedded in the BU packet. Each node along the path from nAR
to MAP checks whether it can satisfy at |east e.g. the acceptable
bandwi dth for either uni-direction or bi-direction. |If yes, it
reserves the requested resource. Wen MAP (which is assuned to be
the CR) realizes that each node on the path can neet the request, it
communi cates with AAAL for a re-authentication and re-authorization
(re-AA) check. If the re-AA passes, MAP sends back a BU ACK packet

i ncluding CASP. While MAP sends the BU ACK packet, it initiates the
reservation rel ease process to tear down the path between oAR and
MAP.

In brief, the integration of BU process and CASP- QoS signaling is

beneficial for intra-domain handovers in ternms of the | owlatency
feature.
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MN 0AR nAR MAP( CR) AAAL CN
| Exi sting Reservation [ [ | |
Ndddd4444444444444444444444444444444440000 0000000 dddd o

| | |
| Router Adv. | [

| |

| |

| |

| |

| |
S > | |
| | | BU+CASP* | |
| | RS > | |
| | | | re-AA | |
| | | | <-ooeeee > |
| | | BU ACK + CASP** | |
| | | < nmemmees | | |
| | BU ACK | | | |
| <emmm e | | | |
| |  CASP- QoS RELEASE | | |
| N | | |
| | | | | Data |
K | Data | | < nmemm s )|
I (<:::::::( Tu;’]ne| ) I II I ) I
| Data, HAO***| | | | |

* the CASP nessage (QUERY/ RESERVE/ COMM T) can be send in parall el
to the BU nessage or nmay be conbi ned and checked by each CASP node
al ong t he path.

** the CASP (SUCCESS) can trigger the downstream QoS
signal i ng.

*** Honme Address Option (HAO

Figure 7: Message flows with the advertisenents in HM Pv6
scenari os
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6. Security Considerations

Security threats for NSIS are identified in [5]. NSIS AAA issues are
included in [3].

There are additional security issues related to enhanced
adverti senents.

Mobi | e nodes SHOULD be able to authenticate the source of an
advertisenent, and to check the integrity of QoS and price
information in an advertisenment. |If a malicious node nodifies the
price distribution information or it advertises wong information
masquerading a legal AR, it can cause trouble or confusion to nobile
users or to the service provider when nobil e nodes do not performthe
security checks.

Details of a solution will be worked out in subsequent versions of
this draft.

Her mann, et. al. [Page 23]



TKN-03-011 CASP Mobility Cdient Protocol specification June 2003

Ref er ences

[1] Schul zrinne, H, "CASP - Cross-Application Signaling Protocol"”
Internet Draft draft-schul zri nne-nsis-casp-01.txt, March 2003.

[2] Schul zrinne, H, "A Quality-of-Service Resource Allocation
Client for CASP', Internet Draft draft-schul zrinne-nsis-casp-
gos-01.txt, March 2003.

[3] Tschofenig, H., "NSIS Authentication, Authorization and
Accounting Issues”, Internet Draft draft-tschnofenig-nsis-aaa-
i ssues-01.txt, March 2003.

[4] Krawczyk, H., Bellare, M and R Canetti, "HMAC. Keyed-Hashing
for Message Authentication", Request for Commrents RFC 2104,
February 1997

[5] Tschofenig, H, "Security Threats for NSIS", Internet Draft
draft-ietf-nsis-threats-01.txt, January 20083.

[6] Deering, S. and R Hinden, "Internet Protocol, Version 6 (IPv6)
Speci fication", Request for Commrents RFC 2460, Decenber 1998.

[7] Narten, T., Nordmark, E. and W Sinpson, "Neighbor Discovery for
IP Version 6 (1Pv6)", Request for Conmments RFC 2461, Decenber
1998.

[8] Chen, T., Hermann, S. and G Schaefer, "Secure QoS-enabl ed
Mobi lity Support for |P-based Networks", Mrch 2003,
<http://wwm«+tkn. ee.tu-berlin.de/research/ SeQoM/ >.

Aut hors’ Addr esses

Sven D. Hermann

Technical University of Berlin
Sekr. FT 5-2, Einsteinufer 25
Berlin 10587

Ger many

Phone: ++49 30 314 28224

EMai | : hermann@e. tu-berlin. de
URI : http://ww-tkn. ee.tu-berlin.de/~hermann

Her mann, et. al. [Page 24]



TKN-03-011 CASP Mobility Cdient Protocol specification June 2003

Ti anwei Chen

Technical University of Berlin
Sekr. FT 5-2, Einsteinufer 25
Berlin 10587

Ger many

Phone: ++49 30 314 23825
EMai | : chen@e. tu-berlin.de
URI : http://ww*-tkn. ee.tu-berlin.del/~chen

Guent er Schaef er

Technical University of Berlin
Sekr. FT 5-2, Einsteinufer 25
Berlin 10587

Cer many

Phone: ++49 30 314 23836
EMai | : schaef er @e. tu-berlin.de
URI : http://wwtkn. ee.tu-berlin.del/~schaefer

Changpeng Fan
Si enmens AG

Si enens AG
Berlin D-13627
Ger many

Phone: ++49 30 386 36361
EMai | : changpeng. fan@i enens. com

Her mann, et. al. [Page 25]



