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Abstract
In this paper we consider segment-based hard-decision packet-combining schemes. The schemes
presented here are memory-efficient and easy to implement, and some of them appproach the performance of majority-voting schemes without having the same memory requirements. One particularly
interesting scheme combines segment-based transmission with Luby-type erasure codes.

Index Terms
hard-decision packet combining, memory-efficiency, deadline constraints, stochastic/Markov modeling

I. I NTRODUCTION
The networking technologies and protocols used in distributed industrial control and monitoring applications often have to fulfill stringent real-time and reliability requirements, which is
reflected in the design of their protocols. When wireless transmission technologies are involved,
it is well-known that channel errors are a significant obstacle in fulfilling the real-time and
reliability requirements [1] and their occurence should be carefully considered. One important
part of wireless real-time protocols is therefore the error-control strategy, which often is based on
the usage of acknowledgements and retransmissions (such protocols are called ARQ protocols –
Automatic Repeat reQuest [2]). The goal is thus to make the best possible use of the extra time
required to perform the retransmissions so that a packet can be successfully transmitted within
its deadline.
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Packet combining schemes are an attractive ingredient for ARQ-based error-control schemes
(which are then called type-II or type-III hybrid-ARQ schemes [2], [3], [4]), especially over errorprone channels like wireless channels. In packet combining schemes a receiver does not throw
away erroneous copies of a frame but keeps them and tries to use them for decoding upon arrival
of future frames. In this paper we consider hard-decision packet-combining schemes, i.e. schemes
operating on demodulated data bits as they are delivered by a wireless transceiver to the higher
layers. The term hard-decision refers to the lack of any reliability information associated with
the received bits or any other channel side-information. This assumption is practically relevant,
since transceivers compliant with standardized wireless technologies like IEEE 802.15.4 or the
family of IEEE 802.11 standards behave according to this assumption: they just deliver decided
bits to the higher layers, no additional per-bit reliability information.
One technique to perform packet combining under these constraints is majority-voting. The
receiver buffers all erroneous copies of a frame and for each bit position (including the trailing
CRC) applies a majority-voting rule. The resulting packet is checked for correctness. A major
drawback of majority voting, however, are the significant buffer requirements, since at least three
copies of a frame are required for majority voting to be effective. This can be a serious drawback
in memory-limited stations like for example the nodes of a wireless sensor network.
In this paper we consider a class of alternative schemes with much more modest buffer
requirements at the receiver. We call these schemes segment-based schemes. The receiver needs
to provide only the buffer space for one copy of the frame, plus some fixed overhead. In classical
framing- and retransmission schemes a packet is equipped with one trailing CRC value for error
detection – if the CRC is wrong, the receiver discards the whole packet. The transmitter then (re)transmits the frame until it receives an acknowledgement or the frame’s deadline is exhausted.
In contrast, in the segment-based schemes investigated in this paper the data part is partitioned
into segments and each segment has its own CRC. The receiver does not throw away erroneous
frames, but buffers all correct segments in order to combine them with segments arriving in later
re-transmissions. We present three different segment-based schemes. One of them is based on
the observation that the segment-based schemes can be combined with Luby-type erasure codes
[5]. These codes allow to encode k user-data symbols into n > k symbols such that for the
receiver it suffices to receive any k out of these n symbols to decode the k user-data symbols.
It is possible to regard one of our segments as one symbol in these codes. Since they also allow
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linear-time coding and decoding, they are suitable candidate schemes in the context of wireless
sensor networks. Segment-based schemes can be implemented on top of commercial transceivers
for technologies like IEEE 802.15.4 and IEEE 802.11, they only require the ability for quick
in-memory computations of CRC values. If no dedicated hardware is available for this, CRC
computations can be done in software with computational overhead that is linear in the amount
of data (e.g. [6]).
We compare the performance achievable with the different segment-based schemes against
three “baseline” schemes (the classical, single-CRC scheme, a majority voting scheme and a
fragmentation scheme similar to IEEE 802.11) under a deadline constraint. In many applications
(like for example in healthcare or process control) it is desirable to achieve both reliable and
timely transmission of data in an efficient way. This is reflected by the major performance
parameters investigated in this paper: the first major performance criterion is the probability of
successful message delivery within the prescribed deadline (called success probability), and the
second one is the number of transmitted bits used without any deadline (called the unbounded
costs) and within this deadline (called the bounded costs). These performance measures are
mostly obtained from stochastic models of the different schemes and under idealized and simplified conditions. Firstly, as a channel model the binary symmetric channel (BSC) is chosen,
in which all bit errors occur independently of each other and with the same probability. This
allows to keep the models tractable. Secondly, it is assumed that the transmitter has precise
knowledge of the current channel bit error rate, so that for each scheme optimal parameters can
be chosen. Thirdly, it is assumed that the feedback channel is perfect, i.e. is error-free and has
no delay. These assumptions allow to compare the optimum performance achievable with each
of the schemes and furthermore the obtained results are useful as upper bounds for the actual
performance obtained under more realistic conditions. Our results show that all segment-based
schemes improve significantly upon the classical scheme and some actually come close to the
performance of the majority-voting scheme without having its buffer requirements. Under perfect
feedback, one of the segment-based schemes even outperforms majority voting for a large range
of bit error rates.
This paper extends previous work (see [7]), an extended version is available as technical report
[8]. It is structured as follows: in Section II we describe the system model and the different
schemes considered in this paper. For all of the described schemes we derive an analytical
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model, and for most models we derive expressions for the desired performance metrics in terms
of these models. In Section III we present numerical results for different performance measures
under the assumptions that the channel is a static binary symmetric channel and the bit error
rate is perfectly known to all schemes. In the following Section IV we present results for a timevarying channel in which the transmitter has no access to channel state information. Related
work is discussed in Section V and the conclusions are given in Section VI.
II. S YSTEM

MODEL AND CONSIDERED SCHEMES

After discussing the system model, we describe the segment-based packet-combining schemes
and their associated analytical models. In addition, we describe (and model) three baseline
schemes (classical scheme, fragment-scheme, majority-voting) against which we compare the
segment-based schemes.
We give a brief summary of our notations. The sets N0 = {0, 1, 2, . . .} and N = {1, 2, 3, . . .}
denote the sets of non-negative integers with and without zero. For a set B the notation |B| refers
to the cardinality of the set B. For some real value x the notation ⌊x⌋ denotes the largest integer
that is smaller than or equal to x. For some matrix P the notation [[P]]i,j refers to the i, j-th
component of P, with i and j from the state space on which the matrix is defined. Furthermore,
the function 1A (x) is the indicator function of the set A, i.e. 1A (x) = 1 if x ∈ A and 1A (x) = 0
otherwise. For reference, we remind here three different discrete probability distributions:
•

A binomial random variable with parameters n ∈ N and p ∈ [0, 1] models the number k of
successes seen in n iid Bernoulli experiments with success probability p. It has probability
mass function
 
n
· pk · (1 − p)n−k
b(k; n, p) =
k

(k ∈ {0, 1, . . . , n})

and expectation np.
•

A geometric random variable with range N models the number of iid Bernoulli experiments
with individual success probability p that are required so that the first success shows up.
Its probability mass function is:
p(k) = p(1 − p)k−1

(k ∈ N)

and its expectation is 1/p.
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•

A negative binomial random variable counts in a series of iid Bernoulli experiments with
individual success probability p the number k of failed trials that are required to achieve r
successes. The probability mass function of a negative binomial random variable is


k+r−1 r
p (1 − p)k
(k ∈ N0 )
f (k; r, p) =
k
and the expected number of failed trials until the r-th success is r 1−p
.
p

A. System model
We consider a system comprising of one transmitter, one receiver and one channel in between.
The channel is a BSC with bit error rate p ∈ (0, 1). We assume that the feedback channel is
perfect, i.e. acknowledgements are received error-free and without delay. During discussion of the
schemes we point out which schemes depend critically on the feedback channel. It is noteworthy
to point out that schemes which do not critically rely on feedback can have advantages over
asymmetric channels. We furthermore ignore for simplicity the time needed for switching the
transceiver from receive to transmit mode or vice versa.
We do not consider interactions with the medium access control layer. For simplicity, we
assume that the transmitter has uninterrupted channel access from the start of the packet transmission process until the packets deadline. The link-layer entity of the transmitter receives from
its upper layers a user message of size s bits, to which a packet deadline d is associated
(expressed in a technology-independent fashion as number of bits that could be transmitted
within the deadline). Within this packet deadline, the transmitter performs a number of frame
transmissions (initial transmission and retransmissions) according to the stop-and-wait protocol.
We refer to these transmissions also as trials and the set of all trials carried out for the same
packet is also referred to as a transaction. The transmitter performs further trials either until it
receives a positive acknowledgement from the receiver or the deadline is exhausted. From the
BSC assumption, all trials are stochastically independent.
We make the following assumptions regarding the framing. A frame has different kinds of
headers: a physical-layer (PHY) header and a MAC header. The PHY header contains a preamble
of length oP,P r bits and a start-frame delimiter (SFD) of length oP,SF D bits. The preamble allows
the receiver to acquire symbol synchronization and the SFD denotes the start of the useful part
of the frame. It may well happen that the receiver does not acquire the preamble properly or
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receives an erroneous SFD field. In both cases the whole packet is lost and nothing of it is
visible to the receiver. To model packet losses induced by preamble/SFD misdetection, we use
as a simple approximation the rule that a preamble misdetection happens if more than oP,0 bits
of the preamble are erroneous. The probability of properly receiving the PHY header is then
given by
PPH =

oP,0
X

b(k; oP,P r , p)

k=0

!

· (1 − p)oP,SF D

(1)

The MAC header typically contains addressing information and control information like
sequence numbers, which we assume to be the same for all schemes. However, depending
on the scheme, the MAC header contains further fields. Specifically, in all schemes performing
packet combining the MAC header also contains a separate header checksum.1 The MAC header
consists of oM,A bits of common addressing and control information, and the packet combining
schemes additionally use h bits for a header checksum and oM,P additional control bits for
packet combining purposes. If the header checksum is wrong, the packet is fully discarded and
no action whatsoever is taken. The probability of correctly receiving the MAC header when oM,P
bits of additional bits for the packet combining scheme are used is given by:
PMH (oM,P ) = (1 − p)oM,A +h+oM,P

(2)

A final assumption concerns the CRC checksums used in this paper. We allocate h = 16 bits
for a CRC checksum, and as a simplifying assumption these checksums are perfect, i.e. there
are no undetected errors.
We consider two major performance parameters:
•

The success probability is defined as the probability that a packet can be successfully
transmitted within its deadline d. We measure the success at the receiver: it is required that
the receiver has received (or combined) a correct copy of the packet. The transmitter is not
necessarily aware of this when acknowledgements can get lost.

1

Rationale: the receiver must maintain a cache of erroneous copies of a packet for combining purposes. When a new packet

transaction starts, the cache must be cleared, otherwise the erroneous frames belonging to the last transaction would “poison”
the frames for the new transaction. To detect a new transaction, the receiver checks the addressing fields and the sequence
number field. Without a separate header checksum these fields can be erroneous and the packet cache might be cleared in the
mid of an ongoing transaction. These “cache breakdowns” would be harmful to the performance of packet combining schemes
and furthermore they would make the stochastic models developed below significantly more complex.
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•

The unbounded costs measure the average number of bits that the transmitter requires until
success when there is no deadline constraint. Again, we measure success at the receiver.
With an imperfect feedback channel, the transmitter might not be aware of the success and
performs further trials. The costs for these further trials are not considered.

In the technical report [8] a third measure is investigated: the bounded costs measure the average
number of bits that the transmitter sends within the deadline d. However, to save space we omit
the model and the results for this performance measure.
B. Classical and fragment-based schemes
In the classical scheme no packet combining is performed at the receiver. The s-bit user message is prepended with a physical layer header and a MAC layer header containing no combiningrelated fields (i.e. oM,P = 0) and no separate header checksum. A CRC checksum of size h bits is
appended to the packet. The total packet length is Lclass (s) = oP,P r + oP,SF D + oM,A + s + h bits.
Not counting the time required for acknowledgement transmission, the transmitter can transmit
the frame
t1 (d, s) =



d



(3)
Lclass (s)
times within the given deadline d. No packet combining is applied at the receiver. From the
BSC assumption, the success probability of the classical scheme is given by:
∂class (s, d, p) = 1 − 1 − PPH · (1 − p)oM,A +s+h

t1 (d,s)

(4)

To determine the unbounded costs, we observe that each trial can be considered as a Bernoulli
experiment with success probability PPH ·(1−p)oM,A+s+h and the number of trials is a geometric
random variable X. Therefore, the average unbounded costs are:
KU,class (s, p) =

Lclass (s)
PPH · (1 − p)oM,A +s+h

(5)

The fragment-based scheme is a modified (and simplified) version of the fragmentation- and
reassembly scheme used in the IEEE 802.11 standard. The transmitter splits the s user data
bits into fragments of size f (plus one smaller slack fragment when f does not evenly divide
s). Each fragment is transmitted according to the classical scheme (i.e. with own header and
trailing checksum) and with no bound on the number of trials spent for this fragment, but
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within the deadline d all of the fragments must be transmitted successfully.2 When f is the
j k
size of a full fragment, then the size of the slack fragment is fs = s − fs . Furthermore, let

LF := Lfrag,full (f ) = oP,P r + oP,SF D + oM,A + f + h denote the frame size (in bits) of a full
fragment, and LS := Lfrag,slack (s, f ) = oP,P r + oP,SF D + oM,A + fs + h denote the frame size
of the slack fragment (if any, otherwise we assume LS = 0). Within deadline d and for fixed
fragment size f a number of


d − LS
t2 (d, f ) =
LF



(6)

full fragments can be transmitted (at the end of the time we always need some spare time to
transmit the slack segment, if any). When there is no slack fragment (i.e. fs = 0), we can express
j k
the success probability as the probability that in t2 (d, f ) independent trials at least r = fs are
successful (r is just the required number of successful transmissions), which can be written as:
t2 (d,f )

∂frag (s, d, p, f ) =

X

b(i; t2 (d, f ), PF )

(7)

i=r

where PF = PPH · (1 − p)oM,A +f +h is the probability of successful transmission of one full
fragment. When there is a slack fragment (i.e. fs > 0) then the success probability can be
expressed as:
∂frag (s, d, p, f ) =
t2 (d,f )

X
i=r

(8)




 
d − i · LF
, PS
f (i − r; r, PF ) · 1 − b 0;
LS

where PS = PPH · (1 − p)oM,A +fs +h is the probability of successful transmission of the slack
fragment. The sum extends over the numbers r ≤ i ≤ t2 (d, f ) of trials required to transmit all
r full fragments with i − r failed trials in between. For each i the term f (·) gives (from the
probability mass function of the negative binomial distribution) the probability that exactly i − r
failed trials are required, and the second term b(·) gives the probability that in the remaining the
2

In realistic implementations, including the scheme of IEEE 802.11, the number of trials spent for one fragment is bounded.

Furthermore, an efficient implementation would stop any effort to transmit further trials once it becomes clear that the remaining
fragments cannot be transmitted fully within the remaining time until deadline expiration. These optimizations, however, do not
improve the success probability of the fragment-scheme, they just tend to decrease the number of transmitted bits. In this paper
for simplicity we do not consider them.
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remaining d − i · LF bits the slack fragment can be transmitted successfully at least once – the
k
j
F
gives the number of trials available for the slack fragment.
expression d−i·L
LS

To compute the unbounded costs, we observe the following: One trial to transmit a full

fragment corresponds to one Bernoulli experiment with success probability PF and the number
of Bernoulli trials required to achieve r successes is a negative binomial random variable. The
average number of trials required until all full fragments are successfully received is then
r+r·

1 − PF
PF

and the unbounded costs when choosing a fragment size f are therefore
KU,frag (s, p, f ) =


LS
1 − PF
+ 1(0,∞) (fs ) ·
LF · r · 1 +
PF
PS

(9)

When there is a slack segment, then we additionally have the costs required to transmit one slack
segment successfully. This can be modeled as a geometric random variable and the additional
number of bits is LS /PS .
Please note that the classical scheme is not critically dependent on the presence of feedback,
but the fragment-based scheme is. When the feedback is lost, the classical scheme would simply
repeat the frame as often as possible within the deadline and the receiver is able to decode it
with a certain probability. In the fragment-based scheme with f < s and without feedback the
receiver would never get the second segment, thus having no chance to fully decode the frame.
C. Majority voting scheme
The classical-mv scheme is similar to the classical scheme, but the receiver performs bitwise
majority voting on those (erroneous) frames it receives, followed by a CRC check on the resulting
frame. In contrast to the classical scheme the MAC header requires a separate header checksum
of h bits (see Footnote 1) but no further combining-related data, i.e. oM,P = 0. The total packet
length is therefore Lmv (s) = oP,P r + oP,SF D + oM,A + h + s + h. Correspondingly, the transmitter
has
t3 (d, s) =



d
Lmv (s)



(10)

trials at its disposal.
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To compute the performance measures, we model the reception process as a time-homogeneous
discrete-time Markov chain (Xn )n≥0 [9]. The state Xn of the Markov chain reflects the number
of received frames with proper PHY and MAC headers but erroneous data part that the receiver
has in its combining cache. The state space is given by S = {0, 1, . . . , t3 (d, s) − 1}∪{succ, f ail}
where succ refers to the success state, in which the receiver either has received a fully correct
packet (proper PHY and MAC header, correct trailing checksum), or, after receiving a packet
with proper headers and erroneous data part, was able to combine the correct packet from the
majority-voting algorithm applied to the new packet and all previously stored copies. The state
f ail corresponds to the fail state, in which the deadline has been exhausted without success.
The start state is X0 = 0. One time step of the Markov chain corresponds to one transmission
trial of the transmitter. To represent the state transition probabilities, it is convenient to introduce
the following abbreviations:
•

•

β = PPH · PMH (0) · (1 − p)s+h represents the probability that the receiver receives a trial
without any errors, and
s+h
P
k
b(i;
k,
1
−
p)
represents the probability that with k independent
v(k, s, h) =
k
i=⌊ 2 ⌋+1
erroneous copies of a frame the majority-voting procedure gives a correct frame – to make
this happen, for each bit position in the data part and the trailing checksum more than half
of the received packets must have the correct value.

With these abbreviations one can write the state transition probabilities as follows. The states
succ and f ail are absorbing states, i.e. we have psucc,succ = 1 and pf ail,f ail = 1. For all states
i ∈ {0, . . . , t3 (d, s) − 1} the probability to remain in this state is given by the probability that
one of the PHY or MAC headers is corrupt, i.e.:
pi,i = 1 − PPH · PMH (0)
For i ∈ {0, . . . , t3 (d, s) − 1} the probability to reach the success state is given by:
p0,succ = β
p1,succ = β
pi,succ = β + PPH · PMH (0)
·(1 − (1 − p)s+h s) · v(i + 1, s, h)
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In state 0 only a proper frame reception can lead to a success. In state 1, a success is also
only possible when a proper frame is received, since only two packets (one freshly received,
one cached) are not sufficient for majority voting. In state i ≥ 2 a success is possible if either
the received frame is proper, or if the PHY and MAC headers are proper, the data part and
checksum are not proper but the receiver is able to combine the packet together using the i + 1
copies it now has (one new, i cached). Finally, for i ∈ {0, . . . , t3 (d, s) − 2} the probability to
reach the successor state i + 1 is given by:
pi,i+1 = 1 − pi,succ − pi,i
and from the last state i = t3 (d, s) − 1 the only alternative to success is failure, i.e.
pi,f ail = 1 − pi,succ
The success probability can be computed from the state transition matrix P as follows:
∂class-mv (s, d, p) = [[Pt3 (d,s) ]]0,succ

(11)

Please note that this majority-voting procedure requires buffer space for up to t3 (d, s) frames at
the receiver. Three buffers are the minimum for majority voting to be effective.
In order to obtain the unbounded costs for both the majority voting scheme, we use for this
and most of the other Markov models the framework of potential theory for Markov chains [9,
Sec. 4.2]. This is a generalization of the theory of hitting times and hitting probabilities, the
relevant definitions and a relevant theorem are paraphrased in Appendix VII. In order to utilize
this theorem we have to assign cost vectors, we have to specify the set of inner states and final
states, and we have to ensure that the final states are reached with probability one within finite
time. We can use the following setup:
•

The inner states are D = {0, 1, . . . , t3 (d, s) − 1}, the final states are ∂D = {succ, f ail}.

•

The costs (bits per trial) are the same in all inner states i ∈ D and are given by ci = Lmv (s).
In the final state ∂D = {0} no further transmissions are made, so f = 0.

•

The final states are absorbing, all other states are transient, so indeed the final states will
be reached in finite time with probability one.

The unbounded costs KU,class-mv are then obtained from solving the linear equation system
given in Appendix VII for the variable φ0 , i.e. the average costs for the start state X0 = 0.
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However, for the majority-voting model one twist must be applied: since with an unbounded
number of trials there can be no failure, the failure state should theoretically be dropped and the
Markov chain turns into one with infinite state space. In this case, however, the solution of the
linear equation system for φ0 is hard to obtain in closed form. Therefore, the unbounded costs
are approximated with the bounded costs using a very large deadline d.
One cannot expect the majority-voting model to be entirely accurate. When the receiver has
already i > 2 copies in its cache and receives another erroneous copy with correct header, it
tries to combine i+ 1 copies. From the Markov assumption, this combination trial is independent
of the previous trial to combine i copies. In reality, the combining trials are not stochastically
independent, since i of the i+1 copies are identical to the previous combining trial. For example:
If a receiver with three copies has for one bit position two wrong votes, a fourth packet can
at most equalize the votes for this position but it does not enable correct decoding. Under the
independence assumption all four observations for this bit would be drawn freshly and not taken
from the cache. It is shown in the report [8] that indeed the analytical model gives more optimistic
results for the success probability than simulation results obtained using a real packet cache.
The majority-voting scheme does not critically rely on feedback.
D. Segment-based schemes
The problem with using a single checksum for the whole packet (as in the classical scheme)
is that we cannot infer any information about positions of bit errors, so each bit is in suspect.
By splitting the data part into smaller segments such that each segment has its own checksum,
the errors are confined to smaller parts and the information in correct segments can be kept. A
key advantage of the segment-based schemes as compared to other packet combining schemes
are the modest buffer requirements. At the receiver side only one buffer is needed in which the
full message can be assembled from the correct segments.
In the segment-normal scheme the s user data bits are partitioned into L segments, each
having a size of c = ⌊s/L⌋ bits (slack segments are stuffed up). To each segment a separate
checksum of h bits is appended, which is computed only over the data bits of the segment. The
initial frame is formed by appending all the segments to a PHY header and a MAC header. The
overall header size is oP,P r + oP,SF D + oM,A + oM,P + h, as we require an additional header
checksum and a number oM,P of bits to encode the segment size. To keep the overhead oM,P
June 6, 2009

DRAFT

12

small, the most straightforward approach is to fix a common codebook for a set of up to 2oM.P
pre-defined segment sizes and to encode the actual choice of segment size in the header. The
total packet size is then Lseg-norm (s, c) = oP,P r + oP,SF D + oM,A + oM,P + h + L · (c + h).
The transmitter transmits the initial frame. If the PHY and MAC header are proper, the receiver
checks each segment separately and buffers those correct segments that it has not stored yet. If the
receiver possesses all segments of a message, it delivers the frame to its upper layers and sends a
final acknowledgement. Otherwise, the receiver transmits an empty incomplete acknowledgement
frame and in response the transmitter re-transmits the whole initial frame again. The transmitter
performs re-transmissions until the deadline d is exhausted. The number of available trials is
given by
t4 (d, s) =



d
Lseg-norm (s, c)



(12)

Please note that this scheme does not critically depend on successful transmission of acknowledgements.
The segment-normal scheme, however, does not make optimal use the available time budget,
since it re-transmits segments that the receiver already has. We therefore consider an alternative
scheme. In the segment-reduced scheme the receiver includes the identifications of the missing
segments into its incomplete-acknowledgement packet. One method to accomplish this is to use
a bitmap. In its re-transmission the transmitter includes only the missing segments, resulting
in smaller packets and in more available retransmission trials within the deadline d. However,
the available number of trials is now random. Again, it suffices for the transmitter to encode
the segment size c into the MAC header. When the feedback channel does not work, this
scheme degenerates into the segment-normal scheme. The segment-reduced scheme has the
beneficial effect that the retransmission frame is much smaller, consumes less energy, produces
less interference, is less likely hit by errors and reaches the receiver with smaller delay.
Both the segment-normal scheme and the segment-reduced scheme can be modeled with the
same time-homogeneous discrete-time Markov chain model (Xn )n≥0 . As a state variable Xn we
choose the number of missing segments at the receiver after the n-th trial. When the packet
consists of L segments, the state space is 0, . . . , L and the start state is X0 = L. A single
segment is correctly received with probability PS = (1 − p)c+h . The probability that the PHY
and MAC headers are proper and that k out of M segments in a frame are erroneous is given
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by (binomial distribution):
r(k, M) = PPH · PMH (oM,P ) · b(k; M, 1 − PS )
With this, the state transition probabilities are as follows. The state 0 corresponds to a success,
i.e. there are no further segments outstanding. This state is absorbing and therefore p0,0 = 1.
To go from state i ∈ {1, . . . , L} to a lower state 0 ≤ j < i it is required that the next received
packet has proper PHY and MAC headers and that i − j out of i missing segments are received,
i.e. pi,j = r(j, i) for j < i. Finally, the diagonal elements for states i ∈ {1, . . . , L} are simply
P
given by pi,i = 1 − i−1
j=0 pi,j .
After collecting the state transition probabilities into a state transition matrix P, the success

probability for the segment-normal scheme can be expressed as:
∂seg-norm (s, d, p) = [[Pt4 (d,s) ]]0,L

(13)

It is possible to derive an expression3 that does not use matrix powers, but this is numerically
much more unstable (especially for small values of p) than the equivalent computation based
on matrix powers. For the segment-reduced scheme, however, things are more difficult since the
number of trials that can be made within the deadline d is itself random. It would theoretically
be possible to replace the simple Markov model presented here by an extended one which
also tracks the accumulated transmission costs (the final states would then be all states with
accumulated costs ≥ d), but the state space of such a model becomes very large. Therefore, we
rely on a simulation approach to assess the success probability ∂seg-rdcd (s, d, p).
In order to obtain the unbounded costs for both the segment-normal and the segment-reduced
scheme, we again use the framework of potential theory with the following setup:
•

The inner states are D = {1, 2, . . . , L}, the final state is ∂D = {0}.

•

In the segment-normal scheme, the costs (bits per packet transmission) are the same for all
inner states i ∈ D and are given by ci = Lseg-norm (s, c). In the segment-reduced scheme,

3

It is shown in [10] that the success probability of the segment-normal and the segment-reduced scheme after n trials can be

expressed as:
1+

L
X
i=1
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the costs in state i ∈ D are given as ci = oP,P r + oP,SF D + oM,A + oM,P + h + i · (c + h).
In the final state ∂D = {0} no further transmissions are made, so f = 0.
•

The final state is absorbing, all other states are transient, so indeed the final state will be
reached in finite time with probability one.

The unbounded costs KU,seg-norm and KU,seg-rdcd are then obtained from solving the linear
equation system given in Appendix VII for the variable φL , i.e. the average costs for the start
state X0 = L.
It will be shown that the intermediate checksum scheme provides significant benefit for
channels with higher bit error rates. However, if the channel is extremely good, the larger header
and all the extra checksums are likely wasted.
E. Segment-based schemes with Luby-type erasure codes
In [5], Luby et al have introduced a class of systematic erasure codes has been introduced
in which k symbols are encoded into n > k symbols so that reception of any k-element subset
of the n symbols suffices to successfully decode the k symbols with high probability. Erasurecodes are not designed for the correction of erroneous symbols but of missing symbols. One
symbol, once received, is assumed to be correct. Two key feature of Luby-type codes are that
their coding and decoding time is linear in the number of symbols, and furthermore that they
make only very loose assumptions on the nature of symbols. In particular, it is possible to
use an entire segment including its checksum as a symbol and the computation of redundant
symbols out of the given ones is easy to achieve. When the checksum appended to a segment
has good error-detection capabilities, bit errors are translated into segment erasures and can then
be corrected by the code. Therefore, Luby-type codes are a very interesting extension for the
segment-based schemes described so far. To support this, the transmitter and the receiver must
be able to run the coding and decoding algorithm, respectively.
We use these codes in the segment-erasure scheme. The transmitter first splits the s-bit
message into k segments of size c = ⌊s/k⌋ bits (a slack segment is stuffed up). To these k
segments then the coding algorithm is applied, resulting in n > k segments. The code rate
R = k/n is assumed to be fixed. For each trial the transmitter selects m (with 1 ≤ m ≤ n)
of these n segments and puts them in the frame. The parameter m is fixed and known to both
transmitter and receiver, its purpose is to give additional control (besides the code rate) on the size
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of packets. The transmitter indicates in the MAC header which m segments have been included.
For facilitate stochastic modeling, we assume in this paper that the m segments are chosen
randomly and independently, in which case the transmitter would need to include a bitmap of n
bits into the MAC header, instructing the receiver which segments are included.4 The receiver,
when the PHY and MAC header are proper, checks all segments and keeps all segments which
are proper and which it does not have already stored until it has k different segments. Then
it can successfully decode the packet. Therefore, the receiver must be able to buffer k distinct
segments plus the additional space required for decoding the message and storing the result. The
number of available trials is given by
t5 (d, s) =


(14)

d
oP,P r + oP,SF D + oM,A + oM,P + h + m · (c + h)



Please note that this scheme does not critically depend on the feedback channel.
Again we model the transmission process using a time-homogeneous discrete-time Markov
chain (Xn )n≥0 . We define as the state the number of different segments that the receiver possesses.
One time slot corresponds to one packet transmission by the transmitter. The initial state of the
receiver is X0 = 0 and the common range of all Xn is {0, 1, . . . , k}, since after having k different
segments we can decode.
In Appendix VII the transition probability matrix is derived. To express this, we first consider
the probability
Ti,δ = Pr [X1 = i + δ| X0 = i]
(for i ≥ 0, m ≥ δ ≥ 0, i + δ ≤ n) that a receiver having already i different segments receives
with the next trial (with PHY and MAC header being proper) exactly δ different segments that
differ from all i segments it already has. It is derived in the appendix that for this probability
we have:
Ti,δ

4


 
i+δ 
X
(n − r)! · m!
n−i
i
· PSr · Qm−r
·
·
=
S
δ
r−δ
(m − r)! · n!
r=δ

(15)

For practical implementations the additional header overhead of n might be too much. As an alternative, one could pre-define

a fixed number M of different m-element subsets of all n segments and in each trial transmit one of the M corresponding
packets in a round-robin fashion. In the packet header then only the index in the M -set would be given.
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With this, the state transition probabilities can be obtained as follows. When the receiver is in
state k − 1, it is required to receive the PHY and MAC headers successfully and to receive at
least one additional segment it does not have so far. Therefore:
pk−1,k = PPH · PMH (oM,P )
· Tk−1,1 + Tk−1,2 + . . . + Tk−1,min{m,n−k}



which holds since the events that the receiver receives 1, 2, . . . , min {m, n − k} segments that
it does not yet have are mutually disjoint. For the diagonal element of state k − 1 we simply
have pk−1,k−1 = 1 − pk−1,k . For all states i ∈ {0, . . . , k − 2} we can distinguish three cases:
•

For target states j ∈ {i + 1, . . . , k − 1} we must receive the PHY and MAC headers properly
and exactly j − i new segments, which happens with probability
pi,j = PPH · PMH (oM,P ) · Ti,j−i

•

For the target state j = k we must receive the headers successfully and receive k − i, or
k − i + 1, or . . . , or min m, n − k new segments, therefore:
pi,k = PPH · PMH (oM,P )
· Ti,k−i + Ti,k−i+1 + . . . + Ti,min{m,n−k}

•



The diagonal element pi,i is one minus the sum of all other transition probabilities.

For the other case m < k the state transition probabilities can be obtained in a similar fashion.
After collecting the state transition probabilities in a transition matrix P, we can express the
success probability as:
∂seg-erase (s, d, p) = [[Pt5 (d,s) ]]0,k

(16)

To compute the unbounded costs, we can apply the framework of potential theory (Appendix
VII) in a fashion similar to the segment-normal scheme:
•

The inner states are D = {0, 1, . . . , k − 1}, the final state is ∂D = {k}.

•

The costs (in bits per packet) are for all inner states i ∈ D given by ci = oP,P r + oP,SF D +
oM,A + oM,P + h + m · (c + h), in the final state no costs are incurred.

•

All inner states are transient, the final state is absorbing.

The unbounded costs KU,seg-erase are then obtained from solving the linear equation system
given in Appendix VII for the variable φ0 , i.e. the average costs for the start state X0 = 0.
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F. Implementation considerations
An important comment on the segment-based schemes concerns their implementation. In
general, segment-based schemes can be useful as part of the link-layer error-control strategy
and should be implementable so as to be transparent to the higher layers.
On the transmitter side the following tasks need to be handled for the segment-based schemes:
•

Selection of the segment size set.

•

For each new transaction an actual segment size must be chosen.

•

Partitioning of user data into segments and checksum computation.

•

On-the-fly assembly of actually transmitted frames.

The segment size set must be determined at network configuration time and the mapping of actual
segment sizes to codewords must be pre-configured in both transmitter and receiver. At runtime,
in order to select a good segment size for the current channel conditions, the transmitter needs an
estimate of the bit error rate. To simplify implementation, the selected segment size is maintained
for the whole packet transaction, i.e. the initial transmissions and all retransmissions use the
same segment size. Hence, the partitioning of user data into segments and the computation of
segment checksums needs to be done only once, when the packet is prepared for the transaction.
It is of course preferrable to perform checksum computation in hardware, but there are also
efficient software implementations available.5 For example, an algorithm developed in [6] for
CRC computation requires only four shift operations and four exclusive-OR’s to process one
byte of user data in software.
For the segment-reduced and the segment-erasure scheme potentially no two trials for the
same packet are identical – in the segment-reduced scheme the number of contained segments
can shrink over time, in the segment-erasure scheme segments are randomly chosen. Therefore,
for each trial a new frame must be assembled. The runtime costs of this assembly depend on the
transceiver interface. Transceivers like the IEEE 802.15.4-compliant ChipCon CC2420 have a
packet-based interface, i.e. a buffer with the full packet must be ready before transmission starts,
and during transmission this buffer must not be modified. For the next trial the frame must
5

Many commercially available transceivers for wireless technologies like IEEE 802.11 or IEEE 802.15.4 have the ability

to compute a CRC checksum, but they typically do not more than appending it to an outgoing packet and do not provide
mechanisms to compute multiple-checksums at user-defined points in a frame.

June 6, 2009

DRAFT

18

be assembled anew (at least in parts, the header does not change). This re-assembly involves
copying of the prepared segments into the packet buffer. Other transceivers offer an interface in
which the processor feeds the bits sequentially into the transceiver. In this case copying segments
is not necessary, as the processor can determine the memory locations from which to read the
next data bit on the fly.
In contrast, the implementation complexity of the segment-normal scheme is lower: since in
all trials the same packet is transmitted, the packet needs to be prepared only once and placed
in a buffer.
III. R ESULTS

FOR THE CASE OF PERFECT CHANNEL KNOWLEDGE

In this section we show performance results for the different schemes. These results have
been obtained either by evaluating the analytical models described in the previous section or
by stochastic simulation. For the segment-reduced scheme only simulation results are available
for the success probability, whereas the unbounded costs can be computed analytically. In the
simulations, for each bit error rate p a number of 50,000 transactions has been simulated.6
Further simulation results have been produced to validate the analytical models for the classical,
fragment, segment-normal and segment-erasure schemes. For all these schemes the simulation
results and the analytical results are almost identical, so we do not show the simulation results
for validation purposes.
The major parameters have been chosen as follows: the user message size is s = 1024 bits,
the preamble size is oP,P r = 64 bits, the size of the SFD field is oP,SF D = 8 bits, the number
of allowable bit errors in the preamble is oP,0 = 2 bits, the size of the common parts of the
MAC header is oM,A = 24 bits, and the size of the checksums is h = 16 bits. The size oM,P
for the MAC extension header (without header checksum) for the majority voting scheme is
oM,P = 0, and for all the segment-based schemes it is oM,P = 4 bits encoding the segment size.7
6

This leads to very tight confidence intervals. More specifically, the 99% confidence interval for the success probability is at

most 0.0058 (compare [p. 417][11]). The confidence intervals are not shown in the figures.
7

This includes the segment-erasure scheme as well, see the discussion in footnote 4 on how to keep the extension header size

small by exchanging the random selection of segments by preparing a few pre-defined selections. We follow the hypothesis that
the random selection underlying the Markov model provides a good approximation to the results that would be obtained with
the pre-defined-selection approach. With two bits for encoding the segment size (see Section III-A) there are two bits available
for specifying a pre-defined selection.
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The bit-error rate p has been varied between 10−4 and 10−1 . In order to compare all schemes
under ideal conditions, we assume that p is known precisely to the transmitter and that the
fragment-scheme and all segment-based schemes can choose optimal fragment / segment sizes
accordingly. The code rate for the segment-erasure scheme has been fixed to 2/3, and the number
m of segments included in a transmission is always set to (k + n)/2 where again k is the number
of segments required for the user data (which depends on the segment size) and n = (3/2) · k
is the number of coded segments. The deadline d has been chosen as d = 11400 bits, which
is sufficient for the classical scheme to perform ten trials. The segment-based schemes with
fixed-size packets (segment-normal, segment-erasure) have in general less than ten trials at their
disposal, depending on their configuration.
A. Selection of segment and fragment size
It is intuitively clear that a single fixed segment size c will not give the optimal results
for all bit error rates p. At the same time, when only a few bits in the header are used as a
codebook for a set of pre-defined segment sizes, it becomes important to choose an optimal
(w.r.t. success probability) or at least a good segment size set. Similar considerations apply for
the fragment scheme. In the technical report [8] this issue is discussed in some detail, here we
only summarize the results. It turns out (not surprisingly) that the optimal segment / fragment
size indeed depends on the bit error rate p, but it suffices to consider only very few alternative
values for each scheme. For the remaining paper we have used the mappings shown in Table
I for the segment-based schemes and in Table II for the fragment scheme. It should be noted
that for the segment-based schemes the optimization has been carried out over the restricted set
{8, 16, 32, 64, 128, 256, 512}, whereas for the fragment-scheme all integers between 8 and 512
have been considered as fragment sizes.
B. Major results
We first compare the success probability of all schemes under idealized conditions. This
means that the bit error rate p is known, the fragment scheme is allowed to choose the optimal
fragment size and the segment-based schemes choose their optimal segment size from the set
C = {8, 16, 32, 64, 128, 256, 512} according to the results obtained in the previous section. The
results are shown in Figure 1. The following points are noteworthy:
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Segment-normal

Segment-erasure

Segment-reduced

BER range

Segment size

p ≤ 0.01024

64

0.01025 ≤ p ≤ 0.014

32

0.015 ≤ p

16

BER range

Segment size

p ≤ 0.00315

128

0.00316 ≤ p ≤ 0.00763

64

0.00764 ≤ p ≤ 0.0137

32

0.0138 ≤ p

16

BER range

Segment size

p ≤ 0.0153

32

0.0154 ≤ p

16

TABLE I: Segment sizes versus bit error rate p for the segment-based schemes

BER range

Fragment size

p ≤ 0.0147

61

0.0147 ≤ p

57

TABLE II: Approximately optimal fragment sizes versus bit error rate p and the fragment
scheme

1.2

Classical scheme
Fragment scheme
Majority voting scheme
Segment-normal scheme
Segment-reduced scheme
Segment-erasure scheme

1

Success probability

0.8

0.6

0.4

0.2

0
1e-04

0.001

0.01

0.1

BER

Fig. 1: Success probabilities of all schemes under idealized conditions for varying BER p
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•

The first, not very surprising, result is that all schemes are better than the classical scheme.

•

There are three schemes which do not critically rely on feedback: the segment-normal
scheme, the segment-erasure scheme and the majority-voting scheme (without feedback
the segment-reduced scheme would degenerate into the segment-normal scheme). Between
these three there is a clear ordering: segment-normal is clearly inferior to segment-erasure,
which in turn is inferior to majority-voting, but comes close to it without having its buffer
requirements.

•

The segment-reduced scheme is the best one over a wide range of bit error rates, only for
high bit error rates the segment-erasure and the majority voting schemes are better. Furthermore, the segment-reduced scheme is always better than the fragment scheme (whichs
performance declines very quickly). Stated differently: the segment-reduced scheme makes
much better use of the ideal feedback channel than the fragment scheme and at the same
time does not depend critically on feedback. Therefore, it can even be used on asymmetric
wireless links where the feedback channel is much worse than the forward channel.

•

The performance difference between segment-normal and segment-reduced gives an idea
about the value of feedback.

It should also be kept in mind that we have made no attempt to fully optimize the segment sizes
for the segment-based schemes, we have restricted our attention to optimization over a small set
C of selections.
We next compare the unbounded costs, which for all schemes are shown in Figure 2. The
range of bit error rates shown in the graph has been restricted so that the differences for low
bit error rates are still visible. For very low bit error rates the classical scheme and the majority
voting schemes are the best (since they have no or very little frame overhead), for all the other
schemes their respective overhead becomes visible – at low bit error rates the additional error
handling capabilities of the other schemes are not needed and the overhead is wasted. The
fragment-based scheme has the largest overhead, followed by the segment-reduced scheme. The
larger overhead of the segment-reduced scheme over the segment-normal and segment-erasure
schemes is caused by the fact that the segment-reduced scheme chooses smaller segment sizes
than the other schemes for the low bit error rates. The additional overhead of segment-reduced
pays out as the bit error rate increases – this is also true for the other segment-based schemes
and the fragment scheme. The observable “nonlinearities” in the curve for the segment-erasure
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Classical scheme
Fragment scheme
Majority voting scheme
Segment-normal scheme
Segment-reduced scheme
Segment-erasure scheme

Unbounded costs (bits)
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Fig. 2: Unbounded costs of all schemes under idealized conditions for varying BER p

scheme and the fragment-based schemes are due to the change of segment/fragment sizes as p
varies.
IV. R ESULTS

FOR THE CASE OF UNKNOWN CHANNELS

The results in the previous section have been obtained under the assumption that the channel
bit error rate was constant all the time and precisely known to the transmitter. In this section
we present simulation results comparing the performance of the different schemes for a timevarying channel in which additionally the bit error rate is not known to the transmitter. The same
simulation code has been used as in the previous section.
We consider the following setup. The channel varies its bit error rate (BER) according to a
random process, in which the BER is not varied from bit to bit, but remains constant for a longer
time (the holding time) which is chosen randomly from a sequence of iid exponential random
variables. The mean of these exponential holding times is varied between 20000, 50000, 100000
and 200000 bit times (which for a 250 kBit/sec channel would correspond to average holding
times of 80 ms, 200 ms, 400 ms and 800 ms). Whenever a holding time ends and a new one
starts, a new value for the bit error rate is chosen. We consider two different cases: in the first
case the bit error rate exponent is chosen according to a uniform random distribution from the
interval [−4, −1] and in the second case from [−5, −2]. The actual bit error rate is then ten to
the power of the chosen exponent.
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The further major parameters are chosen as follows. The deadline d (or its transmission
budget) for each packet has again been chosen as d = 11400 bits, and the source wants to
transmit packets of s = 1024 bits size during this time. The overall duration of a simulation is
∆ = 250, 000·d bits, i.e. within the available time at least 250,000 transactions can be performed.
The transactions are performed back to back, i.e. when one ends the next one starts and the total
number of transactions that can be performed within ∆ is typically higher. The two performance
measures considered in the simulation are:
•

The percentage of successful transactions (which is called average success probability).

•

The channel goodput, which is defined as the total number of user data bits transmitted successfully through the channel during time ∆ (which increases by s bits for each successful
transaction), divided by ∆.

The following schemes have been considered in the comparison: the classical scheme, the
majority voting scheme, three variants of the segment-normal scheme, which always use a fixed
segment size of 64, 32 or 16 bits, respectively (compare Table I), two variants of the segmentreduced scheme with fixed segment sizes of 32 and 16 bits, respectively, four variants of the
segment-erasure scheme with fixed segment sizes of 128, 64, 32 and 16 bits, respectively and
three versions of the fragment-based scheme with fixed fragment sizes of 128, 64 and 32 bits,
respectively. Furthermore, for all three segment-based schemes and the fragment-based scheme
we have devised a simple adaptive version, whichs operation we explain for the case of the
segment-erasure scheme. The adaptation scheme uses a pre-defined list of segment sizes (here:
{128, 64, 32, 16}) and one of these is always the current segment size (CSS). The CSS is varied
after each transaction. If the previous transaction has failed, the CSS is set to the next smaller
value, if there is one available. If the previous transaction was successful and its two predecessors
have been successful as well, the CSS is set to the next larger value, if one is available. Stated
differently: upon a failed transaction it reduces segment size immediately, whereas to increase
the segment size three successful trials in a row must have occured. The adaptive version of
the segment-erasure scheme uses the segment size set {128, 64, 32, 16}, for the segment-normal
scheme the set {64, 32, 16} is used and for the segment-reduced scheme the set is {32, 16}.
For the fragment-based scheme we have used the same adaptation algorithm, which varies the
fragment size from the set {512, 256, 128, 64, 32, 16}.
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Goodput percentage for BER exponent range [-4,-1]
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Fig. 3: Goodput for a BER exponent range of [−4, −1]

Average success probability for BER exponent range [-4,-1]
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Fig. 4: Average success probability for a BER exponent range of [−4, −1]

The goodput and the average success probability for the BER exponent range [−4, −1] are
showns in Figures 3 and 4, respectively. Not all schemes are shown. For example, the fixed
segnormal scheme with 64 bits segment size is consistently better than the other fixed segnormal
schemes, so the latter are omitted. Similarly, the fixed segment-reduced scheme with a segment
size of 32 is consistently better than the scheme with a segment size of 16, the fragment scheme
with a fixed fragment size of 128 bits is consistently better than the other fragment schemes with
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fixed fragment sizes. From the fixed segment-erasure scheme only the one with a fixed segment
size of 64 bits is selected, which is consistently very close to the optimum. The following points
are noteworthy:
•

In terms of success probability all schemes are consistently and significantly better than
the classical scheme. The fixed and adaptive segment-reduced scheme are consistently the
best ones (with the adaptive scheme having slight advantages over the fixed scheme, the
advantage increases with the average state holding time), followed by the majority voting
scheme and then by the segment-erasure schemes (again, the adaptive versions of the
segment-erasure scheme having slight advantages over the non-adaptive one). The segmenterasure schemes are consistently better than the fragment-based schemes, which in turn are
consistently better than the segment-normal schemes. These findings are consistent with
the findings reported in Section III-B reported for the success probability under perfect
channel knowledge. Furthermore, it can be observed that each adaptive scheme improves
its performance when the state holding time becomes larger. For the fragment-based scheme
and the segment-normal scheme the adaptive version is inferior to the non-adaptive version.

•

For the goodput it is not longer true that all schemes have a distinct advantage over the
classical scheme. The adaptive segment-normal and fragment-based scheme gain nothing
over the classical scheme for the smallest average holding time, for the larger holding times
they achieve slight improvements over the classical scheme, but are outperformed by their
fixed counterparts. On the other hand, again the segment-reduced schemes are consistently
the best ones, with the adaptive version achieving approximately the same performance as
the fixed one for increasing average holding times. Again, the segment-erasure schemes
and the majority-voting scheme show the second-best level in performance, with only small
differences among each other. They are significantly better than the fragment schemes. None
of the adaptive schemes represents an improvement over their fixed-size versions.

The second set of results concerns the the BER exponent range [−5, −2], which on average
leads to better channels than the previous case. Consequently, all schemes achieve a success
probability close to one, only the classical scheme achieves lower success probabilities in the
range between 94.7% (for the smallest average holding time) and 96.6%. All other schemes
are significantly better, with the adaptive fragment-based scheme being the poorest one (having
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Fig. 5: Goodput for a BER exponent range of [−5, −2]

98.1% as the smallest average success probability). In terms of goodput (compare Figure 5)
the majority-voting (having no extra overhead for error correction) scheme is consistently the
best one, followed by the adaptive version of the fragment-based scheme, which significantly
outperforms its fixed-size version.
V. R ELATED

WORK

In general, the segment-based schemes considered here are packet combining schemes [12],
[13], [4]. Many packet combining schemes have been proposed and investigated, several of
them, e.g. [14], [15], are designed for particular classes of coding schemes (here: soft-decoding
Viterbi decoders). The segment-based schemes have been introduced under the name intermediate
checksum schemes in [16]. To the best of the authors knowledge, this was the first paper
discussing this class of schemes, except from [17], where the approach is briefly sketched but not
followed anymore. In [18] a very similar approach has been designed, implemented and evaluated
in the context of wireless sensor networks. They consider that the allowed frame size is in general
smaller than the message size. The message is fragmented into small blocks, several of which
can fit into a frame. The focus of the protocol is on efficiently streaming the blocks such that
one frame can at the same time contain retransmissions of earlier failed blocks and new blocks
from the same or the next message. They also suggest a cooperative version of the intermediate
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checksum scheme, something, which has also in other contexts been considered a very rewarding
addition to link layer schemes [19]. In [20] a scheme similar to the segment-reduced scheme
(they actually speak of “sub-packet schemes”) is considered, in which not only error-detection
checksums are appended to each segment, but where also the whole resulting packet is encoded
using a convolutional code. The authors of [20] then determine the segment-size that maximizes
throughput. However, none of these works consider deadlines, and furthermore this paper is
to the best of the authors knowledge the first paper combining segment-based schemes with
(Luby-type) erasure codes.
VI. C ONCLUSIONS
The segment-based schemes presented in this paper have been demonstrated for both static
BSC channels and time-variable channels to achieve significant gains in terms of success probability and number of transmitted bits for more error-prone channels, while having only moderate
buffer requirements at the receiver. Therefore, these schemes are a very attractive approach for
memory-constrained stations like sensor network nodes. The segmentation-based approach is
useful for not too small message sizes s which occur for example in re-programming operations
in sensor networks.
Among the investigated segment-based schemes the segment-normal scheme has the worst
performance, but does not critically rely on the feedback channel and furthermore requires only
one frame construction at the transmitter side. On the other hand, the segment-reduced scheme
shows the best performance over a wide range of bit error rates but its performance depends
on the quality of the feedback channel and furthermore the transmitter must assemble a new
frame for each trial. The segment-erasure scheme, which achieves better performance than the
segment-normal scheme, does not depend on feedback and it can be configured (by choosing
m = n) so that one frame assembly suffices.
Therefore, one of the natural next steps would be a synthesis of the segment-erasure and the
segment-reduced scheme, in which the selection of segments at the transmitter is controlled by
feedback obtained from the receiver. There are many further opportunities for future research,
for example a more comprehensive exploitation of the design space of the segment-erasure
codes (choices of code rate, m, etc.), incorporation of schemes for bit error rate estimation,
adaptation of chosen segment sizes based on the re-transmission history of previous transactions,
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an experimental evaluation, and many others.
VII. A PPENDIX 1: P OTENTIALS

OF

M ARKOV

CHAINS

Be (Xn )n≥0 a time-homogeneous Markov chain with discrete (i.e. finite or countably infinite)
state space S and state-transition matrix P. The state space is partitioned into inner states D
and boundary states or final states ∂D so that S = D ∪ ∂D. Suppose that c = (ci )i∈D and
f = (fi )i∈∂D are non-negative vectors representing the costs ci when the chain is in the inner
state i ∈ D and the costs fi when the chain is in the boundary state i ∈ ∂D. Let the random
variable T be the hitting time for the boundary: T = inf {n ≥ 0 : Xn ∈ ∂D}. Set
"
#
X
φi = Ei
c(Xn ) + f (XT )1T <∞
n<T

Then φi is the expected total costs when the chain starts in state X0 = i and operates in the
inner states D, each time incurring a cost ci , until it reaches a final state in ∂D, incurring a final
cost corresponding to the final state. The final costs are incurred only when the hitting time T

is finite. Then the following holds [9, Theorem 4.2.3]:
•

•

The potential φ = (φi )i∈S satisfies:

 φ= P·φ+c :
 φ=f
:

in D
in ∂D

(17)

If Pri [T < ∞] = 1 (i.e. the probability to hit the final states when the starting state is

X0 = i) for all i then Equation 17 has at most one bounded solution.
In other words, we are looking for a solution of the system of linear equations given in 17.
A PPENDIX 2: D ERIVATION

OF TRANSITION PROBABILITIES FOR THE SEGMENT- ERASURE
SCHEME

We start by computing the probability
Ti,δ = Pr [X1 = i + δ| X0 = i]
(for i ≥ 0, m ≥ δ ≥ 0, i + δ ≤ n) that a receiver having already i different segments receives
with the next trial (with PHY and MAC header being proper) exactly δ different segments that
differ from all i segments it already has. Suppose that the receiver currently has the segments
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B1 = {b1,1 , b1,2 , . . . , b1,i } and receives the segment set B2 . For simplicity, we denote the segments
simply by the integers 1, 2, . . . , n, so that B1 ⊂ {1, . . . , n} and B2 ⊂ {1, . . . , n}. Then, from
the law of total probability:
Ti,δ =

(18)
X

Pr [B2 received]

B2 ⊂{1,...,n}
δ≤|B2 |≤i+δ

· Pr [|B2 \ B1 | = δ| B2 received]
where the sum extends over all B2 ⊂ {1, . . . , n} which have at least δ segments and at most
i + δ segments.
We first consider Pr [B2 received]. It is possible to receive B2 = {b2,1 , b2,2 , . . . , b2,r } (with
δ ≤ r ≤ δ + i) when the transmitter has picked an m-element set B2∗ for transmission for
which the following conditions hold: (i) B2 ⊂ B2∗ (ii) Exactly the segments in B2 are received
successfully and the segments in B2∗ \ B2 are received in error. Therefore:
Pr [B2 received] =
P
Pr [B2∗ transmitted]
B ∗ ⊂{1,...,n}
2
|B ∗ |=m,B2 ⊂B ∗
2
2

· Pr [B2 received| B2∗ transmitted]

From our assumptions, each of the
implies that Pr [B2∗ transmitted] =

(19)

n
m-element subsets of {1, . . . , n} is equiprobable, which
m

n −1
. Suppose now that B2∗ with B2 ⊂ B2∗ has been sent and
m



received with proper headers. When PS = (1 − p)c+h is the probability of correctly receiving
a segment over a BSC channel and QS = 1 − PS is the probability of a reception failure

(an erroneous segment is detected from the segment checksum and then thrown away, which
translates into an erasure) then the probability of receiving B2 = {b2,1 , b2,2 , . . . , b2,r } when B2∗ is
. Furthermore, the number
transmitted is given by Pr [B2 received| B2∗ transmitted] = PSr · Qm−r
S
of m-element subsets B2∗ ⊂ {1, 2, . . . , n} that contain B2 = {b2,1 , b2,2 , . . . , b2,r } as a subset can
be obtained as follows: r out of the m places are fixed, for the remaining m − r places a number
of n − r segments can be chosen, and the number of m − r-sized subsets of n − r elements is
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given by

n−r
m−r


. Putting everything together and simplifying we obtain:
Pr [B2 = {b2,1 , b2,2 , . . . , b2,r } received]
(n − r)! · m!
= PSr · Qm−r
·
S
(m − r)! · n!

(20)

To compute Ti,δ from Equation 18 one can observe that the conditional probability Pr [|B2 \ B1 | = δ| B2 receiv
is either zero or one and the computation boils down to determining the number of such sets
B2 . Assume that B2 = {b2,1 , b2,2 , . . . , b2,r } is received with δ ≤ r ≤ δ + i. The number of
r-element sets with elements from {1, . . . , n} which contain exactly δ elements that are not in
B1 = {b1,1 , b1,2 , . . . , b1,i } is given by:
•

the number of subsets of {b1,1 , b1,2 , . . . , b1,i } with r − δ elements, which is given by

i
r−δ

times
•

the number of subsets of {1, . . . , n} \ {b1,1 , b1,2 , . . . , b1,i } having δ elements, which is

Therefore we can express Ti,δ as:

 
i+δ 
X
(n − r)! · m!
n−i
i
· PSr · Qm−r
·
·
Ti,δ =
S
(m − r)! · n!
δ
r−δ
r=δ



n−i
δ



,

.

(21)

We next turn our attention to the computation of the state transition probabilities pi,j =

Pr [X1 = j| X0 = i] of the Markov chain. It is clear that pi,j = 0 for j < i, since the receivers
number of different segments cannot decrease. Furthermore, it is also clear that pk,k = 1, since
state k is the (absorbing) success state in which the receiver has k different segments and can
decode the message. Let us first suppose that m ≥ k, i.e. the source node always transmits at
least as many randomly chosen segments as are required for decoding. Then the state transition
probabilities can be obtained as follows. When the receiver is in state k − 1, it is required to
receive the PHY and MAC headers successfully and to receive at least one additional segment
it does not have so far. Therefore:
pk−1,k = PPH · PMH (oM,P )
· Tk−1,1 + Tk−1,2 + . . . + Tk−1,min{m,n−k}



which holds since the events that the receiver receives 1, 2, . . . , min {m, n − k} segments that
it does not yet have are mutually disjoint. For the diagonal element of state k − 1 we simply
have pk−1,k−1 = 1 − pk−1,k . For all states i ∈ {0, . . . , k − 2} we can distinguish three cases:
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•

For target states j ∈ {i + 1, . . . , k − 1} we must receive the PHY and MAC headers properly
and exactly j − i new segments, which happens with probability
pi,j = PPH · PMH (oM,P ) · Ti,j−i

•

For the target state j = k we must receive the headers successfully and receive k − i, or
k − i + 1, or . . . , or min m, n − k new segments, therefore:
pi,k = PPH · PMH (oM,P )
· Ti,k−i + Ti,k−i+1 + . . . + Ti,min{m,n−k}

•



The diagonal element pi,i is one minus the sum of all other transition probabilities.

For the other case m < k the state transition probabilities can be obtained in a similar fashion.
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